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ABSTRACT

Currently, a cloud service is widely available but its access control is
usually limited and tied only to its tenancy in isolation. To take full advantage from
cloud services, multiple tenancies with some level of mutual trust would seek to
collaborate and share their resources. However, building a collaborative application
from inter-related chain callings to various services on a single or multiple cloud
systems encounters an access control challenge. It becomes a big barrier to its
adoption. To provide an appropriate fine grained chain calling authorization, this
paper proposes an extension to Multi-Tenant Authorization System Model (MTAS),
named “Calling Chain Coordination in MTAS” (C-MTAS). In the MTAS, a service with
several chain callings would require the model to break a tenant’s role into too
many sub-roles with a limited trust scope. This would increase unintentional
number of roles that could lead to breaches. It would be also hard to maintain. We,
instead, propose to separate a tenant element to make a non-redundant, clear and
simplified set of roles and permissions. The benefit of our model to the MTAS is
shown by applying both models to the same concrete scenario. We found that our
model gives a cleaner and smaller set of rules as compared to the MTAS’s. We also
illustrate how to use our model via a practically feasible example policy in the
XACML format. The prototype system is built as an Authorization as a Service (AaaS)
platform, a middle layer on the part of the cloud services, which can be used by
the same or across providers. Finally, it is tested on different hardware sets. The

results showed that the model could be scalable.
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AIFUNsYaadAYTEnauly MTAS

a o v ¢
YRAIMNUANNUD

=)
INYasLagn

UserOwnersship (UO)

wnfwanedis fssuer Sgldueglstne Wunnuduius

WUU 1-many

s

RoleOwnership (RO)

a = a v I3 o o &
LRNLLANNDY [Ssuer ll‘UV]‘U'TV]E]%"LTU'N LUUANMUAUNUS

WUU 1-many

PermissionOwnership
(PO)

'—>@

ANLARIDS fssuer HanSazlsung iWuainudunus

WUU 1-many
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YIAIUTUNUD

=
INYastayn

Permission

A 4

(P)

Issuers Trust (IT)

LR AUFUNUSTZNIN issuer MU issuer TNISAALUN
AN NESEININUY tagldeIaeuie " S " wiu
AuBeiiaanaudedeludigniede Ju

AUAUNUSLUU many-many

UserAssignment (UA)

wanuanedag lauaiusaldunuiseslstng u

ANUAUNUSIUU many-many

<«— Roles (R)

Permission Assignment
(PA)

r-:ll = | aa £ 19 I3
LSZW]‘V]LL?{@QQQ'ULV]U']V]LLG\@%UWU’]WNﬁWS@%liU’N Ly

ANAUNUSIUU many-many

Rol (R) Permission
oles < >

(P

Role Hierarchy (RH)

LA TUNITAINUATUTDIUNUIY W DuAMUFURUSLUY

many-many

Roles (R) [«<«—* Roles (R)




= v o ¢
YIAIMUAUNUS

=
INYasLayn

user(s:S) » U

larduninsvaeudlduiegluwatuniold Taedu
ANNFUAUSWUY -1

roles(s:S) » 2R

flanduninsivaevunumgnlidauegluwatuniely

Tnetduanuduiusuuu many-1

TunsArusnisiwaazsendwlsamsuluna MTAS T lansualinigldanns
fvium Permission @afld1uusenau 3 diudsll (¥edns, ven1siy, Ingnlians) ety

dlousiag issuers finsidvatenisidn Permission fiuansdtoyanisignfazgnsauivll

Toglilauusunazn1si91e9na1niu 8NNl dlATIZRAITAINUAAIUE NN UG VD
RoleOwnership (RO) kag PermissionOwnership (PO) 91 RO 1Jumuduiusain Role
U8 Issuer WUy many-1 way PO Wuanudusiusann Issuer lUs Permission WUy 1-

many F9dE1USULsIaE Permission ATaUANSIUNITLULY Tenant AstUKINLERS Tenant
Tiusingdaulu Permission azvinlimdudsdaymdaauiy Instauduiusues Role
Issuers way N5 (Tenant) WNTsUAINAUTUS wanalaasluniunIng 1.3

R l P/T

AT 1.3 ANUEURLSIEUIaUnUIm (R) Uszuiu (1) kazans/mswnld (P/T) Tuluea

MTAS




A 1.3 azdiulddn 1 vimumanansagaimualinneld issuer 1fud 1
issuer WagaNASTiudas issuer ausadinsian (Tenant) ldwemdwslavanss Fuileg
ANUFNRUSTEING Role Aunsian (Tenant) awwiuladn Wuaudusiusuuy 1-many
fio 1 unuwianansafruadvsnisldauvesmsgenduasiduinnin 1 nse fuans
Tduluduiiununmd 1.4 windt Role vidounumdinanidu fiifmusunuiniiay
Tusiay Issuer [aulddy 1dmesmenduiudazaondunsasfudimuntu Kdude
AUEURUST MTAS fviualidn 1 Role anansadildldvats Tenant viliindedauds
fufudnvarvesnismuaunum ndymaindaunuimanansasuanisidsle
unnmileiiadufiinvesadsetul Lﬁ@iﬁﬁwawaWGﬁLL’J%Lﬁuﬂﬁmumm’ma&ifm
wiase Faunumiuezdosimunneldvenduifvsmnuminiiy

0 T P/
° | | e
) __ ,\:, OF e — S
® 8 *

AR 1.4 AnuduiusSIEnIeunuIm (R) Usewwu () wazdns/mswnld (P/T) Tuluea
MTAS Tagadu Tenent fiu Issuer inbiiiunIwaes 1 unumedneldvaianis

wnlundidu densuiniswenduag vie saas Fufterldfuaruenfuinndy
Gliuinmagensuadeng Guhusazgendinvesmuulruinsuurany uasdululs
aefiwadiuasivantuay mmsammmamimnunwaﬂmmmau q ilelvimnuanunga
vosreNdufifintulagiiauamisnvesrenduIiiu « Afegudn dhunreliiin
Uszlewd wnnimsianenduiinis q Wannsovihlsvnegns dadeslininens
Fuidu A uaziaesnama lnefideldveFendnuuenislfnusutuiii “vld
MsFenuIMsuUUlsEaIuay” nande mauinamidaienluddnuimmids waz
BonsefuluiFesaunsziafeanisieyanioninensiideansudwunwd 1.5 017 lu
Ua3duma Google Fouleasnensszning Google Doc fiu Google Drive 18 Google
Doc \ugenduisiansadnnisiferfuienats Tid1asdu doc excel ppt wielenans
U du Google Drive Wuwondwasflflunsinivlnidionanssne 9 vesléuing Tne
fegevesdnvuzvewhaldnsionuinisuuulssaiua fe WelinmsAsteyalonans
971 Google Drive 41Uty Google Doc waunly waatuiinnauluds Google Drive e
dnwagveafliuimaduauderty eausadansludiuBowesdninsdiddd



yndigliuinsdu 9 s Sududesiidauinisiiviiidudunansisesiunis
relunansningt aslulunaiisessudnvusresditimasss og1a MTAS Hu
ulguneisesiunsBonuimsuvuseiies videdrugliuinig Tneluluiaa MTAS e
Tudesiifludoswesmadete trust) lnefunsdetusswiadrvesmailvanunsald
unumiidededulunisidifetoyavesnisiinvesdifede (crossissuer) (Tang, R,
Sandhu, and Q. Li, 2013, pp.135) L#A01A1S cross-issuer Pignwaurdurialduuy
Uszanuau Taefimsdenuinisdeidesluiminensiidesnsdu Selalldfuuoue 1
issuer \afiuauag issuer wludnuazyaanisiinug trust 414 issuers Afln15i5en
sulunans q defulutu sihlvinisdimunanudefiefinnugesndu lesainnns
Anuanisdnge WWudnvagues XACML vi3e file policy lae 1 wmwﬁgnﬁmumsﬁu W
Usznauluse 3 Td Ae RolePolicySet dusunisivuadounuivuas user fiild
ununld TrustPolicySet d1915un 1ssanua issuer fildunuinduls uwasz
PermissionPolicySet d1usumsimuadnsang o flaganunsaldauld amnnd 1.6

13N19 A fen 13n17 2 13N19 N e 13n19 2

13117 2. Ban3ng n. 137 A, BFenL3nag 9.

13N19 A Gen STEAlER d 13N19 2 /

sinald : 1317 A BEnLEnTg 2. uaminag 1. Bundelld g ®nng n.

A7 1.5 ansnisisenldusnisiidunidgnisisenusnisuuuyseauenu

<> N
— RPS-il1

Trust<PolicySet> <

Perm <PolicySet>
. —PA—
(TPS-i1)

(PPS-i1)

v

v

Al 1.6 n3iamua File Policy 183 XACML Tulaaa MTAS lun1sdanis 1 unuim ae
Usznaulumie 3 Twa RPS TPS wag PPS



uaziilofiosnsmmunnsdnng trust Sugiivie Cross-issuer WisiAy 3513
fo Wivewwenduisdandinlng RolePolicySet waz TrustPolicySet wazd1984a1n
TrustPolicySet 1184 PermisionPolicySet hufinutesldadrstuliugds Fsasiuldindesd
nsasslndifiaty 2 Inddmsunisidfia cross-ssuer 1 a%a mndnsidndalngnig o
Sruauann avvilidesldninennsdniu 10 Wumntunuluse dmalidsyansamn
Yo shauanas Wesgasaaeuininiseyyaliididmdelsl ShuTseNALEe
Adeulosnsiirdadimfuasiisuuvunmsiieniinsiingne o fu maswennisiinue
wleugdwsumsiinmsldnisusnisuuulssauanusonainuleuts wazdnnishiidudn
Weveniidasany fegiilinnsldnsnenns 10 Tunsihdclidulevisanas saus
nsinnisfidstumssdunlsueiignivuadslidifier  dromgifidedslden
UseifiuvasdnuagihaldnisSenuinmswuulssanudunisussiusenevvesuide
ileLfinuszansawlunisviauuunad wazawisasin Saas sa o Aleguilday

[} U 191
FIUNULA
< > Role<PolicySet> Trust<PolicySet> < > Perm <PolicySet>
S i —UVA— ) —PA—> )
RPS-i1 (TPS-i1) — (PPS-i1)
b
Cross-Issuer
PA
NEW NEW
Role<PolicySet> Trust<PolicySet>

RPS-i2 oA

(TPS-i2)

A
v

AWl 1.7 nsrmiua File Policy wes XACML Tuluima MTAS Tun1sdanis 1 unuwil

Cross-issuer WAnuan iseuer %ilg

FetuenAdetud Tdhdgmlulueases MTAS Fosnistivuaunum i
fuuaunumdunthfiveadvesmondwrsiliagiuinng wideduwusues Permission
(P) AifinnsA MU Tenant (T) 13n181§n15/191uA Permission 5auMaAuduR US04
unumbFEnsidudnuasves many-many ﬁwiﬁﬁmmmﬁmﬁué%wmuwwwﬁqgﬂ
Smulddianisngenduslduinndn 1 mswheendud faueAdetuisaiaue
Asuen Tenant (T) sonfudnesiussnounis wavfmuspuduiusludounum ans
waz Issuers vyl witetlosduldlmAnnisimun Role Addsnisinlauinnda 1 n1swan
tues warlulumadnandudlunisirunulouiedmdunisiededny issuer santiy
ulsursusneanainulsuesng 4 lileannisuanlidigsenlunisianiseontd Taglald
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Folumadn “lumanisiFenlduinisvlsuuulszamnuuunsiandluaninwindes
mawmai{w'] ” (Chain of Calling Coordination in Multi-Tenancy Authorization: C-
MTAS) @sldosurednuvazveslumalusuuuuiidunians  uagliilunadsnannan
Usalasldunmsgiuues extensible Access Control Markup Language (XACML) @
Hunmwn XML nildlumaidouiienismuaumaihfiwemineinsene q Adusuuuy
199 XML Tngannsgrudanansesiunisisuludnumeues RBAC oy lnefiduld
g XACML 1e5u 3.0 wagld lbrary lunsWamnde Sun XACML vesdu 1.2
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1.2 InQUszasA

numnduhluhded 1.1t ruidetuifeiingusvasdide
(1) dnauslunaiisesiunismugunisitrfsludnuuzvedivn
WA831Y
(2) dnauenszuIun1siuNIInTIvaeunsinfdluaN v Ya a9
TemsBonuuudszanunulugiuuuilsiiin cycle

1.3 YDULWAVAINITANE

YOULUAYRINSANYILAT U
(1) {Adeldilunarves MTAS widufiugin wasudluasdusznou
294 Tenant laguen Tenant 88AA1NNITAINUA permission WaEAIRUAAINEURUSTA
gonnaasln
@ Tweadiaue Svhauludnuazvesnislinmsuinislusuuuuves
wilguesn1sisenldusnsuuulssaulag
N, WENBIAUTENOUYRN Issuer () wagidn (T) eaNaNiY uae
Horuanudunusing
9. Wuanudaulunistiusaudede Tuilsiduresnis
Fansmudede Trwuaneldunumlaunuimuiasag
A fo1u wevend1vevvesildiiuy azlenulaelu
ANATTUSTEINg issuer uazgldann iflesanazdessesiuminlunsias issuer TLYN
N 1 @ ilgldaunels issuer %mmaaﬁmué’lﬁdﬂﬁmﬂﬁ issuer lARaY
LU
i Dewilidulunsasiadeunmsdudveddunsie sausi
M3nr9devdnslunislasuainaudedeveaiivedunisiw eaeneanissinun
anddainanlituggnidefioausadmuadnslunisdndls
2. sUuuureshdlsresnsBonliuinsuuulsvandy (u
;JULLUUﬁhJLﬁ@ Cycle lawg3delaun Algorithm dwmsunisnsivaeu Cycle lunsau
LdUNaLAE Uee Szwarcfiter (Szwarcfiter, 1974) 11 implement Tunsmsiadaunisiin
cycle
3)  veuwaludmesnsiauszuy luluwaiaue asiaulagld
eXtensible Access Control Markup Language (XACML) Taeldinasdu XACML 3.0
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A1uf OASIS (OASIS, 2010) Iausld  Tas XACML gniunldiduuleviglunig
AyunmuguMsinds uazthndawes Java ¥ Sun XACML 1.2 ilexlama C-MTAS
WAl Tugusssu

@ lagwdsndith XACML 11 implement udy §3%eldmaaey
madenlduinstufussniadives svislusuuuure whdldnadenlduinsuuy
Usranuanulagldiegsiiagnanisluund 3 dely

5)  gIdelannassluaninuindauvetnaidy ludnwusuaenis
Tusnsludruvosenuas (Saas) Wiy

(6) ajunaiiasivilulafevesnisuiuruinvesansanislunis
implement Tagi3auiiisunisisenldusnisluaninwindeuesensawisivandiatuy
iWelSsufisuruinvesansauaslusuuuulefifivssansamlubeswssnsldszeziian
waglunisnauauess An1sEnsesiunsviney Tufegnefithinfnw

1.4 UYszlewinaindnaslasu

(1) m"[,mﬂﬂimmamaﬂﬁum'iﬂmumawﬂusmwusuawL%mamsmiu
ANNLINRBNUUAATIY Imwmwmmmmu AAUARBLIIUBY
YONALIT

2) lAnlumafisossumsivundnsludnvazyewddnisusnisuuy
Useauanu
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Una 2

155UNTTUKAZIUIBMNYIVD

Tuunil azuvseenidu 2 dufe

! PN I3 aa A 19 =

duil 1 1 Junsnumunge]inedtes Anwvinnuniieeinisussuiana
VUAATIY FININITUUIUTELANANS 9 Uesaantdl ielmAaaudilalun1svineuaesns
UsgnanauunaIl wazn1w eXtensible Access Control Markup Language (XACML)

gl 2 Wunsmumunuddeiineades wusleidu 2 du dauusn@nwnis
mwaau%m‘ému%wﬁwaﬂumamimuﬂumﬂ%’ﬂﬁmmuwmw (Role-based Access
Control) wazdufiaas ldeSursdnuwasiifsatestunszuiunisvesialgnisisonlduinig
wuuUszanuy Tasadunednvazsuuuuveainsleluguuuusig q sauenisdanisiunis
mwaauﬁw‘émiﬁﬁﬂugﬂLLUUGU@W%’NI%'

aa a %
2.1 Mq@{]ﬂlﬂﬂ')?}aq

2.1.1 NMSUTLUIANAUVUNGHUY ¥58AA1IU (Cloud Computing)
National Institute of Standards and Technology (NIST) (Mell & Grance,
2011) Igliddrdnmnuvesnisusssnanavunaiilanimd “Wusuuuildonduegig
unsvans tiernuazanavislunisldiudmiuieiedneildswiu msldanunineins
yafueonfiees 1wy et @ined AudilunsdmiAvteys uewndiedunaznis
u3ns Wudu fanunsafivgdndumsdamiendieliildauaunsaldnuldiesnesni
wazifulumaigldaudesns”

nsUssananauunanity unsihitugiunseuaiudelubesouins
Filawdusasiuweiiaulsznoudimeniu aglidsenislduinisnannl awnsadanis
ninensfiglifesnisidios Fsnsliuimsuumamiduannsaduunlneusnniusuuuud
Tiudng Widu 3 Ussuamenu NIST iefieganansaesuiedumshauesaanilédaay
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(1) nslvusnislugdiuveswenias e Software as a Service (SaaS)
Fumsliinistugléuinmsildaulusunsuivhouuulesaadsitugiuresnand laens
THauanansadridlalasldaunsallivarnvans Geenasiumsdunesimasesgunsaies
W AULUSIWes (e17iiu aanuneBidnnsedinduuiiv) wied un1aBumesinaves
Taunsu Tnedlduinslilddanisvdomuaulassadafiugruresaanni seludiuvns
\3otne Wies sruuUfoing vieiuiidntudeya

) n1sbiusnisludiuvesunannesy wse Platform as a Service
(Paas) iunsliuimsaugldfvimsfidesnslinuuulassainsfugiuvosnaini Tuded
Atsmaaliogudn viadumslinwmaislusunsy ads (library) vieinsesilefiatuayy
vouffliinises Tnedlduinslifosinmsuasviemunulassadaiiugiuvesnan lu
Fruvenaietiy 15Waes sruuUfoing wieiuiidai WALAINITOAIVANAITUN
TUsunsuvesmuualduunany sudduduvesmsdednsig q dmsuanmuandenluns
Tulusunsutiu 9

3) mshiusnsludiuvesanrdnenssy v3e Infrastructure as a
Service (laaS) Wunsliuinisiugldusnis lusuveanisdanisnisuszanana nsdaiiv
foya wdotis uagvinensdu q Asndulunmsliroufumosiug Taefldnuaunsn
UiulduaFonldmordnisldion flduinmslddosiansviomunulasassiiugiuresnaini
uTzannInnUANTEUUUATRNS fuilunisdaiiv wsissuusidiuueanidld s
famsmuANsEUUWeTetny 1 tilddea

Shared by several
organizations;
typically externally
hosted, but may be
internally hosted by
one of the
organizations

Used for a single organization;
can be internally or externally
hosted

COMMUNITY

HYBRID

Compostion of two or more
chouds (private, community or
public) that remain unique
entities but are bound togethar,
offering the benefits of multiple
daploymant models; is intermally
& axternally hosted

Provisioned for open
use for the public by a
particular organization

who also hosts the
service

TYPES OF CLOUD COMPUTING

AN 2.1 BEUNITIUNUTENNVDIUTTUIANAUUARTIL LA8LENIINAITETITY
111: http://ohioerc.org/?page id=187



15

waransuusennvainisiinisuszananavuraululree azuenlady
4 Uszbnn (MaLanslunIng 2.1) nanime

Y Y
Y

(1) Private Cloud  Hulassaiswesnanniidnfsdusiilosesiumsvinny
93 psdnslaasAnavils litandunmsguanielivesesdnsdu vieyarad 3 Anuuaglsid
suiumabinigluesdnsies vseuenasdnsiny

(2) Public Cloud 1ulassadsvesnariiuinig ledfesveldarusinu
w3etnslngrudumesdiin Aanmsadhda Public Cloud MTAUINSlA e it Amazon
(AWS) Microsoft (Azure) wag Google

(3) Community Cloud 1ulassa¥revasnaiildsiudusenitemans o
paAnsRANAYITesY ity Ausiuas ngdedsdy sne Wudu laidazdunisqua
vosesAnsmatuLes wioyanad 3 uarlidasdunmadlinglussdng vieuenasdns
RF

(4) Hybrid Cloud e #e \ulassadrwwespanifivssnoulumenissiuiu
284 @289 Private Cloud, Public Cloud %38 Community Cloud mﬂ;ﬂﬁu‘%miﬁ@mﬁu

= < o 1 v o eV v
‘ViiE]LUUﬂWiu738‘U‘U‘U’NEUUL%WIUVIWQWNUUQGW’JUﬂlﬂ

mmJizmwﬁLLﬂqmugULLwﬁiﬁU‘%ms uidetuilgaulaludiuvesnis
Uszananauuaadluguhuuveswensinag %aﬁ]’mﬁﬁ‘ﬁa%’ﬁauaiuwﬁ 1 Fanudenisi
FulddelutagturessUuuuuunainidu vinlv saas iudsiiunaulauinnii Paas uas
laaS ﬁﬂﬁgqmmﬁmmwm;ﬂsﬁmuﬁé{mmﬂ%’u%ﬂWi%aWﬁLLﬁﬁWwu"Lé’mﬂ?Jﬁm’jﬂaﬁm GR
nsgeufunsldnuuunanidlutiigiuasduldindnseensudunnnty fwinduldain
nsvieegveensldlunind 1.1

2.1.2 eXtensisible Access Control Markup Language (XACML)
XACML (Husmsgiudignimuatuniieldlunisivuauleuislunis
usumsdnds feneld XML Huneiiugiu Tasdszneufuiudent ulews (Policy)
dieldlunisiivue Attribute Based Access Control (ABAC) wiatiulauneunusenauiu
1nTu Feannsatuldly Role-based Access Control (RBAC) ey (OASIS,
2010)

W19551U XACML figneausunaziuntdauiududunisiinuauinsgiu
AelapeAns OASIS F9NTEUIUNITYINNMUYD XACML Husenaulumiunini 2.2 laedl
pIRUTENOUMAN fAd
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Access o Obligations
—2. access request PEP 13. obligations—»| .
Requester service
3. request 12. reponse
4. request |
¥y nofication N
PDP | 5.attributes Context 9. resource resource
queries hand|er content
10. attributes
6. attribute query 8. attribute
11. response .
context 7c. Resource attributes
1. policy PIP
T 7b. Environment attributes
7a. Subject attributes
v
PAP Subjects environment

AWM 2.2 uraranisirasuvestayalunisvinnuues XACML

17 http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.pdf.”

Access Requester Liuf{fawelunsnsagoudnsnisidii
Policy Enforcement Point (PEP) tHuduiilidnsunisdadu
delifinsnsaaeuaninindife auigfesdinnudosnisidn
3

Context handler 1unsyurunislusnduladidsluds POP wa
dansnennseing q @ POP desn1slulvifiely POP Usenaunis
sinduladniun19599U9U8s access requester 3

Policy Decision Point (PDP) ifudwiilidndulalunisiesveluy
n1sid1dandneansfideants Tawiile context handler d4
n$wernsranuanldusyneunmsindulaliifu POP deUsznaums
Asauwaanslagld policy Wunan

Policy Administration Point (PAP) tfudufissuuadeuleune
viioumvaslguneiioduwnss POP dadula
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® Policy Information Point (PIP) Liuduilszuufsdeyadmiu
A TRvemMING NS 9 LitethuUsznauliiu POP Tunns
fndula Tneaglydiuves resource subject ag environment

® Subject unuyana vieminszimgnidelumslinusyuy

® Resource or Action unutieya n13uins ieszuuiilda

® Environment unulgAvesnmdnvuiililunisusznaunis
sadulalunisnsisaesunisidnne Ieeldanuduiusues subject

= )
resource #1389 action

A 3ulATIaT19T990 191 XACML Hun1sUsznauliunivesulauiy
%39 Policy aglpsAuszneuniy 3 d@unan As Rule Policy wag Policy Set uaglaly
AMNEUNUSVOIEIUAT &) ATUATNT 2.3
o Rule Wunisuenisngdmiunsidndaninennsla 4 318013
= 1 ) [y . < o v [ ) o
aue visekloygn dmsu Policy Lunisivuauleuieiansluda Rule wagdwsu
PolicySet fian155uauiuUee Policy 1uLeg

1

PolicySet

<>
P
u..*’— 1 ;
[ X X
T4 '

Policy Combining Algorithm

nl+

o
1 1 ObligationExpression
Target Policy
= -> -> : .
1 0.
n.*
T 1 AdviceExpression
1 1
[
0. 4. o 1 0.
AnyOf
1 Rule Rule Combining Algorithm
-

AllOf Condition Effect
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wazludumaunisyiauwes XACML %qawuﬁmwLﬂu%’jumauasmdw e
nszUILMIIMA M 2.0 Fadadudusidedinsdeste Wensaaeunisdndy aggnasluly
pOP lumsdndula Tag PDP agdindulainulouneiignaiisly viefiiendn Policy nésann
tfu PDP Fedsnavasnisadulalulifugose duwmadnd avuvseonlfidu 4 agreie

(1) Permit waneds nsiiavslunsindenuiisese

(2) Deny e Lifavslunisdndnuiidose

(3) Not Applicable wneds ldanunsadndulals Aaduainiinis
fuauleueualsennsilidnay

(4) Indeterminate wu1e89 ldarursadadulala ladnisiinua
Weunefiiedomnuiiome

xacml
Policy.xml

domain-specific xacml Context/ xacml Context/ domain-specific
. PDP
inputs Request.xml Response.xml outputs

AT 2.4 NTTUIUNTVB XACML

17 http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-os-en.pdf.”

2.2 UINNYIVD9
Tudiuvesnuidemneites §iduladnwily 2 esduseneu Ao duvedlima

NSATUANNISIUNAMINUNUN (Role-based Access Control) WazanwgNgITaaiunag
lgnsisenuinmswuuyssauau
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2.2.1 Lean13AUANNISIINNAINUNUIM (Role-based Access Control:
RBAC)

Tumansmugumsihdanuunuin vdeiBoniuin RBAC fimsuilinea
farldludiuresniseuauniadife (Access Control) fusgnaunsvansuasduiivensuly
197114 (Sandhu, Ferraiolo, and Gavrila, 2000, pp. 224-274) lagluda.a. 2001 lafins
tiauounsg e RBAC gninauslay NIST Galdeuresduszney uazauduiug
sine 9 vadlima RBAC saumaiimsisunddutuwosunum wazdesrindiollflunaiin
anudaudetuedunsimuaunuim wazdeniloaninuindouvesnisldan
Fudouuazaruvarnuasveminensiisesdansnniu vhliainfiugiuvediea RBAC
gmisnfiududiielisesiuanudsnisvaniu Tnefideliinuideusdnlunsdaulas
Tama RBAC iesaifnlvisessunudiosniamaniuluund Tnsuiseondu 3 vade Ae
NIST RBAC MTAS ifulannadifideldinmduiuglunmsuflaiigmilifetu fitesue
Tuunfl 1 wazaevnefonuiseusdnildiauslaeldluina RBAC Huiugy

2.2.1.1 NIST RBAC
Tnsauideduildilunanisauaunindifeauunuim (RBAQ)
TngeSune NIST RRAC luluiaawes NIST RBAC tullunisesune 4 dau e ssddsznau
w&nues RBAC(Core RBAC) drdiudulu RBAC 4o1fafuaas RBAC (Constraint RBAC) was
fleruldlunsannisivesdusenauriavusues RBAC

a"suﬁwfia 29AUsENOUNANYBY RBAC (Core RBAQ)

(UA) (PA)
User Assign- Permission
ment Assignment

user_
SESSIONS

session_roles

A 2.5 wandliiiugle Core RBAC
11: “The NIST Model for Role — Based Access Control,”by D.F. Ferraiolo, R. Sandhu,
and S.Gavrila, pp. 224-274. Copyright 2001 by ACM.
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dm¥u Core RBAC namilsesduszney wazanuduiusauiidivue
Wlunwd 2.5 Fedsznevluse 5 esduszneundn Ao glda1u (Users) unuam (Roles)
\wadu (Sessions) T0g (OBS) wazn15eyqy1n (OPS) wagAuduius 2 daufe User
Assignment (UA) 1lupiuduiusseninglaanuludaunuim wag Permission Assignment
(PA) Wummidtussgnisunumlumseyandmiuingeing 4 deesureluguuvumisms
Idunsnei 2.1

AN 2.1

UaRaAIEe Y89 Core RBAC

AteY AUNRNY
USERS wnvaaR i gose U
ROLES LYAVBIUNUIN goRae R
OPS LezjmsuaﬂauJaLiﬁiJ"'uﬁ;ﬂ%'mummiaﬁﬂﬁ
OBS LezjmsuaﬁmqﬁLﬁ'mﬁi’faqﬁ’uiamawﬁ"u
SESSIONS wediAuwadunsidildnuesgldnu
UA € USERS x ROLES wnANNFURUS ST lduiuunUm

N 2ROLES

assigned_users: (r: ROLES) ilartulunmswsvesgldaundunum r

Tneeulidu assigned_users (r) =
{u € USERS| (u,r) € UA}

PRMS = 2 (0PSx0BS) waRiruanseunInlagsEy
AT TERIslalUaL s TuwaL TN
envasiuloarsdu

PA < PRMS X ROLES LR AU AUNUS TLINENT I UNS LY AU
UNUM

aSSigned_PermiSi;%& (r:ROLES) | flanduluniswienves PA fanunsold
- 2

unum r e Tee@euladu

aSSignedpermissions(r) =
{p € PRMS| (p,7) € PA}
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AtEY AUNNNY

Ob(p: PRMS) — {op < OPS} Hendulunsmanuduiusves
permission fulaastulasunisennn

Ob(p: PRMS) — {ob S OBS} Hardulunsvanuduiusyes

permission fUingNtaTun1seuym

ZSESSIONS

user_sessions (u: USERS) — lafdunsmeldam (u) Mldanuey

session_role (s: SESSIONS) — 2ROMES | §iqssunismaunum (1) ﬁiﬁi’fmuagj

avail_session_perms (s: SESSIONS) | flafisunisvwnans (p) Aot
N ZPRMS %

dufises drdudulu RBAC (Hierarchal RBAC)

Lﬂumia‘émaLsszJmﬁﬁu%’uiunﬁﬁmumwmmﬁgﬂﬁwmmmﬁ
witlauiy 1mvualugukuuesnIsaunen mﬂwmmﬁﬁagjué’a WUz iuununuImi
finnusdeoury Tasesuneldludnvazaunni 2.6

(RH)
Role Hierarchy

(L) :\ ,_-’ (P4)
User Assign- Permission

ment Assignment

user_
SEsSions

session_roles

29 2.6 wanalviiiude Hierarchai RBAC

77:1/7: “The NIST Model for Role — Based Access Control, ”by D.F. Ferraiolo, R. Sandhu,
and S.Gavrila, pp. 224-274. Copyright 2001 by ACM.
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Ay

AIUKNNY

RH <€ ROLES X ROLES

ANNduNuslunsMuAaIuTuYesUNUm agld
WATBININEY = WD 7y = 7, WAASIINITEUYINVIINUA
Y04 ryazdunaallidunmsoyginiaiunves ruas

1% & g v I3 1% 1% a v
Aldeuiavuedld r udldauves r, e lneduls

N

=T => authroizedpermissions(rz) c
authorizedyermissions(r,) N QUthorization,sersir) <
authorizationysers(ry)

authoized_users(r: ROLES)
_, QUSERS

lantulunismglda fanunsaldunum r fegly
Anuadnutuures RH Tataaeauladu

authoized_users(r) = {u € USERS|r’ >
r (u,r") € UA}

dm5u RH dululdgnuuseanilu 2 Yszian Ae limited role

hierarchy Aailunisinda iielinisdunenunumldlduaunumipensingy wag general

. < o o v o =] o o =
role hierarchy [ Junsimuaaisuturesunumlngliddnisdrdnlunsédunen

dufiany YaUaAuvas RBAC (Constraint RBAC) wiatludatsaulunslderuuu RBAC
Tnadisngaziduauniioandu 2 ANUFURUS A

® Static Separation of Duty Relations (SSD)
Jungdeviduiialdlunisnisimuenauduiusues UA uag RH

TulmAnn1standaiuesuainisivunum nanlame a1uindnisiivuaidulsanves SSD

way leggldaunlasuunuimmis Saunumdenandmuainasldaiunsaldunuimdn

unumnidla ilaluvagitiunuimduiugdldau agldausalvdnunumandauds

fananle

® Dynamic Separation of Duty Relations (DSD)

I Y v v A o o v 6 . d'
Wungredsduriialdlunisimuaanuduiuslunaas Session 9

Avualilulwnves DSD WenTivgeuunumiegnimuaty zdeslilliaiunsaldnels
unummseniulaludisszesnanieniu
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dauiid daidulunmssanisvesesdusznaunazanuduiudans q anaussdlsznou
w&n e Core RBAC, Hierarchal RBAC uazdotaduvos RBAC Taeludauil 44 duansiis
flafdusng q fimdhilunisdanisiie deulvd wiuivunesdusznounazanuduiug
e

2.2.1.2 Administrative Multi-Tenant Authorization System
(AMTAS)
lananfslunaues MTAS IuﬁﬂwmgﬁlﬁzﬂLLUUﬁL‘fJ‘IJV]’NﬂWi sauvild
favualafdulunisdnnisiiugiuvestuna MTAS Susenluaalmsiiddn AMTAS Tasuus
demeenliilu 3 dau e

dunile NsasulganuwuzYaIluma MTAS

Tnyssuy MTAS azUsznaulunie 5 e9dUseney Ao Usvifu
(Issuers:l) l}ﬁ%mu (Users:U) n15augy1s (Permissions:P) unu1v (Roles:R) LagLTaty
(Session:S) 524 1 mmé’uﬁuéﬁgmﬁmﬁmm RBAC Ao aauidediovas Issuer (Issuers
Trust:IT) S1eazBenniun1ssi 2.3

Permissions

]

Al 2.7 TaAauesszuy MTAS
11 “Multi-Tenancy Authorization Models for Collaborative Cloud Services,” by B.
Tang, R. Sandhu, and Q. Li, pp. 229-238. Copyright 2013 by IEEE.
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avAUsEnavYadliing MTAS

Adleny AB5UeY

Issuers Wrwesnisidn Tunuesdng vieyaraitlduinisnannd lnsuinisay
a¥r9Bumedina o1 §i91 (tenant) Tuusiay issuer  Fetiudoya
wazn1snszvinvesluusay issuer 2¥QNUENBDNANN issuer DU 9
28197

Users Jldau unuisdyana laen1siigatiiateazgniiainaieuen

el enldsifuremn 9 Wwesnisi (ssuers) iumsldumy
04AN3 ioyarailivinisrani Tasuinsazaiisdumesiva
3on97 {131 (tenant) luustag issuer  fsiudoyauagnsnsevhues
Tuusiay issuer  wgnUENOONIN issuer Bu 9 BEeTaLau

Permissions

n1saygn iudedielumsliavs iledl4luing vedfidn Feas
urudumesina laeniseugn sUsenaunume 3 dufe
A5, fitn, Tgfliavs Tnenseugedmiugiamils 4 duazdesed
aelfung issuer LB issuer oty uagyn 9 NTEURYIAAE
Reatoudios issuer Weawitugae wilu issuer wile q awnsading
ougalsnnImiseLuiu

I 'z Y A A v Vo2 A v A
U uisnturemtng wieazlenainidutavemuni veq

R issuer 11 q Tnen1sunuvesunumazdsznaulude role (issuer,
Founun) Feunvmnisunuineslennduldldiemile issuer

Wity ugt issuer wila 9 Silgmaneunumituiiy
4D waty Wudnedl Aigniiufanssusng 9 vesnsdildnuseslday

Issuer Trust (IT)

anueiululdag issuer Fufinaniwnves | v | Inediteuly

4 J g v o § & A v &
anugeiulunalnlunisvenauduiug Fadeuluglaunislaidy
AT S I X I, Tesaedolugives " S ") Tainalagnilenuisesaiuiiedy
AN Vi, i, iy € 1, IT amnsadounruduiuslaidu i, < i,

- ldawnsoadieneald i, S i, A i Sip 2 i S i
- Lifinguesnsauung i, S i, # i, S iy

a0 . . . - .
- ldfianevenmsauuns i, Si, A i, Siy P iy = i,
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De

e 1: 1o A uag B unu 2 issuer lpeinguesnisdedu dil A S B dmuneda B

=

Wodulu A NHTBINITUANAIRUTBIUNUIN WaZUNUIMYBI B 7189 B 1dulumunis (Tang
et al,, 2013, pp. 135) Tvnsil

1) TWinseugnved B Auunumues A way

2)  TRunumaes B Wuunumeasuns A

daundes n1sasuneluma MTAS Tugduuunienis

Heun 2 : lunan1snsiadeuansnisidnld desAusznaunsil (Tang et al,, 2013, pp. 136)

AN 2. 4

0T WUAANAPINALNUSHN 9 52T NeIAYTZNOUYEY MTAS

Ay ANa5UNY

UOC U x| Juaruduiusiiinduanvateanuduiusvedldau T
FIANMUFUNUSLABIVDY issuer 138077 LIRYDLINVDINITHU

RO C R x1 Duanuduiusiiintuainvaneanuduiusvesunum W
§aPUAUNUTVDY issuer 138031 LWAYDAINVBIVBIUNUIN
wiazunuInazfesdulumuilsidunnsinaeuunuimiteyly

' . 2 ' = a
whay issuer ¥3eld roleOwner(r: R) — I #500199v 38U
1991 roleOwner(r) € {i € I| (r,i) € RO}

POCPx] Huauduiusfiaatuanvansanuduiusuasniseyg e
TUfarnuduiusves issuer 138N WATDLAIVDIVBINS
ouan wiagnseygeiduluailiiduiingaaeunis
auaeineglulsday issuer visokl

permOwner(p: P) - I %398193138uld
roleOwner(p) € {i € I| (p,i) € PO}

o w

ITSIXI Juanuduiussening | 185esvesnudeiiolduddny Tae
aunsavulaaniasesvuig " S "

canUse(r:R) = 2' | [ Juilantuiingi9d@auionvasunuin Indanuduiussiu

issuer visold WWeulsidu canUse(r) = {i €
I|roleOwner (r) < i}
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Aty ANaSUY
UACUXR Duprruduiusiiinduanvateldanu Tdmane
ANMUFUNUSVDIUNUMN
PA S PXR Jupruduiusiinduannuanenseygn ludmany
ANMUFUNUSYBIUNUIN
RH S RXR Wuauduius iieas1sdvuturasunum flduny

wiewaney = wavdndudeadeulidu r = r Tnelu

AMNFLINUGYDY RH 93ADInTI9d0UIN roleOwner (1;) €
canUse (1)

user(s:8) » U | \Juilsdduiinmiagousswinawatu 1dgldnudinaniedlu

Y

LnYRIK LIS b

roles(s:S) = 28 | lyndosvasunum Tnsasdoadulunu roles(s) C
{r|3r, = r[(user(s),rz) e UAN userOwner(user(s)) €
canUse(r)])}

forufl 3 - N1951UANITUSUITIANIT MTAS wselaina AMTAS (Tang et al., 2013, pp.
136) Wuileiduiismustuiioldlunsifiundoaussdusznauves user permission RH uae
Trust Inefidoulvlunisnsivaeuniunedutl Conditon winasradeuwdniuass 3
sflunsifin/avesduseneunuaedutl Update

e ineNINHTewe A zdesnauaustlunisIanisauduiusueinisivene
lnonsfienan A < B

®  inynsveudes B axmavausdlumsdanismsiitiuunumuesSesve A

Function Condition Update
assignUser i =roleOwner(r) Au €U UA'=UAU
(i,r,u) {u-r}
revokeUser i =roleOwner(r)AueUA UA'=UA\{u—-r}
(i,7, ) u—->reUA

assignPerm [ = permOwner(p) Ai € canUse () PA"=PA U {p > 1}

Grp))

revokePerm t = permOwner(p) Ai € canUse (1) PA" = PA\{p - 1}
(i,r,p) Ap—-rCcPA
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Function Condition Update
assignRH i =roleOwner(r) Ai € canUse(r1) A >'=>U{r2,r3:R|r2
(i,r1,7r) 2 (TI>r)A-(=2r)? >rlAr

=713
AroleOwner (r3)
€ canUse (r2) -r2
- 13)
revokeRH | i =roleOwner(r)Ai >'= (2\{r1 » )
(i,r1,7) € canUse(r1) A (r1 > rb)
assignTrust ii €1 <'=<U
(l) ll) {l g ll}
revokeTrust G EIANL <AL+ <'=<\
(l, ll) {l 't ll}

a. This condition avoids cycle creation in the role hierarchy.

b. It requires 7y to be an immediate ascendant of r.

c. Implied relations are preserved after revocation.

d. By revoking the trust relation, the canUse () function of I’s roles

automatically updates accordingly, same as PA and RH.

AN 2.8 WHUAINBTUIBTHINTUVDINITUSIITINNITUDS AMTAS

7407: “Multi-Tenancy Authorization Models for Collaborative Cloud Services,” by B.

Tang, R. Sandhu, and Q. Li, pp. 229-238. Copyright 2013 by IEEE.

duitanu mia%magﬂmelaaﬂmL%aﬁaﬁl,ﬁwﬁu%u (Tang et al., 2013, pp. 136-137)

v

Reun 4 : nswetalagldunuinasisaznans (TCPR) laawdsulanadl

o Pp.(i:) - 2R Puilsddunldlunisasiaaeu issuer fulwnvas

. < ~ Y v v
UNUIMAIsIsUENand e i luunuimnuaneenlylviiuggn

W00e Whay

e canUse(r:R) - 2T Waswdu CanUse(r) = {i} U
{i;eilisiyAr € Pp(i)}; i =roleOwer (1)
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[

ReuN 5 : nMswetalagldrmnuduiiusvasunumansIsuznane (PCPR) Taawasulanadl

o P.(i:IT) = 2R Juilesndunldlunisasiageunnuiiaiiosyning
issuer AUAULTDUDUYAVDIUNUINETITULNANS

® canUse(r:R) - 2T wWasudu CanUse(r) = {i} U
{i,ellisiAr e Pr(i Siy)}; i =roleOwer (1)

2.2.1.3 91UATe3Y ¢ fivhluea RBAC undasan

9nluaa RBAC Hufldfimsthitugiuinldlunisdesen lnefidels
Anwauiileii RBAC wsevenifisidiy iielifiunimusanisiauees RBAC fifldnwausd
WANANSAU aqﬂl@fé‘ﬁﬁ

RAMARS_RM (Jin, Ahn, Shehab, and Hu, 2007) iflamaiithitugiu
Y9909AUTENOULLTIT, UNUIM UAEN1TOUYINUFREEN ewfisBuauanunsaluiivug
AuNsdedie (Trust) Inewfiuenuas Attributes Set (AS) iiotduanuduiusifiusening
AlauiunuanvaeuIaUTENIs diothunduen lunisnsraaeumenudelunisiadn
spuu wasdeimunulevneifionsisaeunisidings naudnuarinnfugldaudngn
Tneldasrusznoudiu (Aname, Value) wWu (Feva, o) Wudu wazinlevefideulne
nsenaiiu AS titeliiAnmsasedeuansnisdndeiues

D

AN 2.9 WNURILAAIDIAUTENU wazAudNNUsSTosluAa RAMARS RM

fi117: “Towards Trust-aware Access Management for Ad-hoc Collaborations,” by J. Jin,
G-J. Ahn, M. Shehab, and H. Hu., pp.41-48. Copyright 2007 by IEEE.
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WS-RBAC (Liu and Chen, 2010) 1ulutaadivn NIST RBAC f1Waiu
sovanliimuansalunsldanuuuanimwndsuveaiuuinisls Tagldfinesusznau
2 @3 A druvesnisiivuauleuletenInuan1egsng (Business Process) agld
BPELAWS Tunnsesuie adu XML Aldlunisivuadedadumesifa dsldinnidendu
msiuaunum lelilunsnssaeummaenadesmudetifunsgsiioli wazdu
i 2 #io Enterprise Wuwniitmusednsildmuiuuinisld waglddauvananvesing 1o
Waswduwnveuiuudnisuny (Web Service) iainuaindiiuusnisianunsaldliu
wuwld lulunagendnldinnisesuisludiuresnismvundifususesunuimesn @9
wﬁﬂizﬂauLLazmmé’mﬂ’uﬁ‘lﬂulﬂmumwﬁ 2.10

BP

Business

—— c
Constraints

AA

AN 2.10 99RUsEnauULazANNALNuSYadluma WS-RBAC

ﬁm: “An Access Control Model for Web Services in Business Process,” by P. Liu, and
Z. Chen, pp. 49-56. Copyright 2004 by IEEE.



30

SWS-RBAC (Roosdiana Wonohoesodo, Zahir Tari, 2004) VLﬁwﬁjjugm
vasluna RBAC wltluanmuindesveaiuuinis (Web Service) g Bldiiinufuuse
psAUsznouvesing seniiiu 3 esdUsznou Ae Access Mode Llaiiulsmuesisnisinay
81 1Teu 1Wudy lwevesnudnuasiiltununaiiuingiannsadhiald wae service
dofuemresnedevenivuimsiflussuy Suisauiionazdenldinduesdusenovves
0 (object) lulannaves RBAC titeldluniseBursamnuduiuuesnisnsavasuansnng
diweniuwesia lngesdusznaunazauduiudidulununmi 2.11

Adtribate

consist of

his = Role E Access Mode

- w
< 1% maigned 1o 1 i% granted *

applicd 1o =

U st

o pognzrd
has minimum

Service

ANA 2.11 99AUTENDULAZANNAUNUSYDILULMA SWS-RBAC

ﬁm: “A Role Based Access Control for Web Services,” by R. Wonohoesodo, and Z.
Tari, pp. 292-298. Copyright 2004 by IEEE.
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MT-RBAC (Tang, Li, and Sandhu, 2013, pp. 229-238) @udusuide
fisiaranain MTAS Taeufiunisuenesduszneures Tenant WislWiAnanudaanludesves
AsfIuRANFITLS ST I s fuunuInanBaly  wadleauduiusyes
UserOwnership (UO) fifvuaninuduiusainvatsanuduiusludinnuduius feaves
Aduludamann ilinmsdmuagldomludwesfontu Adnuimssniimagwes
s shlidesdndldnunarstnd  dutelfiinausidoulumadiiedydaeliluuiay
Msin uigideldmunauduiusyes Userownership (UO) luauddeiiindsdnuni
uANEN991n MT-RBAC Tumsimumanngldalugh issuer unu duiliiAnauduiusues
fldarufy issuer Alddonrumnounuiiveseanisldanu  Keduriliiydgldauly
WweuAeItu @mnsaldauluratsnisdild  lagesAdsznau wazamuduiususslung
MT-RBAC tHulmunind 2.12

Issuers
(n

Permission
Assignment
(FA)

Assignment
(UA) Permissions

(P)

Role
Hierarchy
(RH)

ot . (--";;.Mfmm )

AN 2.12 99AUTENDULAZANNALNUSYDILUMA MT-RBAC

user(s)

Sessions
(S)

#i1171: “A Multi-Tenant RBAC Model for Collaborative Cloud Services,” by B. Tang, Q.
Li, and R. Sandhu, pp. 132-138. Copyritght 2013 by IEEE.
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222 dnwniziitadesnszurunminddnisBenlduinsuuuyssauau
Tngdruusniithuneiuisde suuvuvesmsimuanudede Tageu
fugniludoswesnuindedety \Junsesuiefsmnuduiussewinaaesing Fainqusn
HuimgiviliiAemnudeds (Trust) eazFonin dgnidedie (trustee) Tnodelugiduasly
A “fgnidetio” uavingfiaesdio mgignyiliAsidetie FsaziFenin fidledle (truston)
Tnosiolufidagldiunuin “Gidefio” TnsguuuuvesmmiliiAnanudeiiofiivanans
sy oy Wudumaduien wiedunsmiifivaredunis Tnglunisfiazedune

ANMULTBDD T Ub AT

Imaié’gmt,ﬂqaamﬂu 2 WUe AB N198SU1eNTANINLUSDIYDIANLLT DD
WaY LULMAYDIAINUTIBDD

dauil 1 MsesureiyadinluizasvasnNULale
Falgina1n JUvunsAndmsunmsAwneudeiiossndy 2 Uuuu Ao

gULLUUﬁ 1) ns1lunisesuteauiedoty adosnuny & gnunu
auvangluidsvesaudefionisden Aldlunsmdivesanudedoioludignves
Wngludumaientu danunsaesuieldaunini 2.13 Tagazdiuladn T1 Huay
Fodelnansewas A ity B waz T2 Wuanudedelnensewes B filvitu C wutuieasy
FauaziAnmanludesnudedonn A luf C tulimnudedesdndls Jedonluaunis

wwiuT; @ T,

@

J
@ f ® Iy Q

—— g -

A9 2.13 aSuneanuvunglunisidaiemue @

#i11: “A General Trust Model Based on Trust Algebra,” by Y. Wenzhong, H.Chuanhe,
W.Bo, And Z.Zhenyu, pp.125-129. Copyright 2009 by IEEE.
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sULuLT 2) ey @ uedesneildununiseyuumnuideiionisdey
wilumseuasdeiolunsdo msﬂéﬂ,é’umﬂﬁwmﬂwmaiuﬂsWWﬁLLamaﬂUWML%aﬁaawﬂ
mumﬂ,ﬂmﬂmamwu Emmamqlmmumwm 2.14 nanlame muaﬂ 2 unsfefiuans
Adofiean A Wedeluds D Feiwesmuidede sxdesiiansania 2 nsdl ﬂa T5 uag
T6 T,msmqaaaﬂmmama%muimwLﬂmamwaaamgﬁluaﬂwmzmqaamm@ Feaunsn

wuaunsiiu Ts @D T weii Ts =Ty @ Ty, Tg = T3 Q@ T,
D 2\

,-’.']-I .]-:_"~ - .] .]-1'
B——O—D

N g/

AN 2.14 aSureanuvanglunisiaesasune @

41: “A General Trust Model Based on Trust Algebra,” by Y. Wenzhong, H.Chuanhe,
W.Bo, And Z.Zhenyu, pp.125-129. Copyright 2009 by IEEE.

a9 2 N15aSUIlUNanIINLTBDD

o 2 Wunisesuieeulnst 1lunsAunaeenudeds Iadu

T(< trustor, trustee, action >) { 0.5H(p),0 < p < 05
rustor, trustee, action >) =
’ : 0.5(1-H(p)),05<p<1

die H(p) = —plog(p) — (1 — p)log (1 — p) uax
p = P (< trustor, trustee, action >) lagA1v0IANUTRNLDYTENING [0,1]  Uay
ileor1vee p=0 wanslnildiinuietevewivensludupniveds uaziller p=1 uandla
Tilanueiovedivetsludugniveie

dlerANtetie dvgnanadiilaliauduiusseninnnuenagn
Uszanaumsalludumades leeld @ anunsafienulamdu

Va,b e S,a@b=axb

wagludumanivainvay lagld @ arursatieylamdu

Va,b € S,a® b = max (a, b)
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Fea1nflenuning1d awnsoaguledn Wadhandwiamen T 33d1 T fe
A1YRIANNTBRDTENINANNFUT LS VR DoWe wavdgnite Tudnwaeninisdunennis
Wollo waraNuMEYaINIIMAIYRINIAUNanIdunslalAveIrNweiaNINN iU

Tngluauidey (Wenzhong, Chanhe, Bo, and Zhenyu, 2009, pp.125-129)
Aidslaisunuuvesmueiefndnltlunmsesuignisiinvesiilgnmssenlduinig
WUUUTEEIUY F991nn1nd 2.13 delerndumalduuutduniaden wazlunind 2.14
wansldudelguuratad@un1e 399sula11nsEuIUNITENIAATIE R TiiAu
waneineiy wailuiednuaeued Saas NEITeARAnY %Lﬁumﬂﬁmiugmwmwﬂ R
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lLififiduaadmiunmsuinsfiin cyclic Gserlsifuinsernanianisaesnislinineins
paeanan  audliuinisdu q liaunsoveldnisuinismsaaeuansly §idenins
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dradumesnidumareansdisimsaaluld onnlifidumaduliudy Jsdoundulugn
founth wagveunszuIunnAY Seaunsodenldied geveansivanduiiiay dud
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Nan Aoidudnwazues Exponential 2098 1UAUARANITIUNAY

q

Tarjan (Tarjan, 1973, pp. 146-160) ié’ﬂ%’w@ﬁ%%’jumawuaq Tiernan agld3s
vieansluwuidn (Depth first Search) wazifinawnn 2 & Tun1siiuidunisiinesiuds
39071 “mark stack” uaztdumsiagiuBendn “point stack” deagiilnlidesladunied
L dumiiousuwndn Tiernan fladumaiduly vlszavnandildves Tagan lu O (
(V+E) (C+1) Taedl v ifusuaugedtonun £ @udwauwdunme wae C Aedwiudumaves
AnduiAnTy



37

agalsfinny wuafnves Taran Admulgwiluuiensdl fvildssesandild
uwuudadu (Linear Algorithm) aunnd 2.17 saznudn uduniediliwenisiundu
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(2,3,..,n) Fududuneiiondu wasuieatuiu i 2.17 399gnUILduNanseann
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wndu Taed N udnnuwesne waz M fudnauvesdums

1 2 3 4 n

0—:——* > h ¢ o = 0-——)0

a o | a o o = v & 1]
AN 2.16 wanIf8819n5 1NN lLTNISIUNGU Fakansliiiiy worst case UBINTIAY
JHLLIAUBY Tarjan

fan: “Finding the elementary cycles of a directed graph,” by Szwarcfiter, Jayme Luiz,

Technicla Report Series no#60. Copyright 1974 by Newcastle upon Tyne, England.

1 2 3 4 n
_7. e » o ._q'

P o 1 aa [ a v v v = Y @
AT 2.17 wa@naieg19anTINAINITIUNGU taslidunesidudou Falansliiiu worst case
YDINSLUILYELIA1VOT Tarjan

A “Finding the elementary cycles of a directed graph,” by Szwarcfiter, Jayme Luiz,

Technicla Report Series no#60. Copyright 1974 by Newcastle upon Tyne, England.
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wlgnsusnisuuudszanunudnlvgasidnuvaganunmi 2.16 ludeyandsliiinnisiu

(% A awv (Y H9 vy 2o & = [ 14
ndu uazileddnvazvesnisiunduseesiianld Adulu O (V+E) Feazarunsavinla
Usganinmlunisnsiaeudvudnme
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permission(s:S) - P

Handunldlunsnsisaeuiwaduveinisoys1nngldau
Ialdnunmseygneslstng

Permission

(P)

roles(s:S) — 2R

Tusagagvasunun lasazdouduluniy

roles(s) € {r|3r, > r[(user(s), ) EUAA
issuerOwner (userOwner(user(s))) € canUse(r)])}

Roles (R)




ar

padldfend 2 du andumseiusaruduiussenineiu nelulueg
MInTIIaeuNTdnds wardmiunmsnaevAvity fasarmduiusteusnues PO,
RO, RH, uay U wldlunisesue Tasiduduaingd ngiidesmmadeuaninisdniiedu gn
thanldmsunumlaldtiie Gasisluunumluenves RO wasumumiignansnealsiiy
flduiifienudetosessu nedensuiunumlathwdndu fMhumenuduiudsod
unumiuasnsatalsugldaulaldte wswaveldnuiifinnuduiusivumum
fanam essfugldauimdadildauegrield Fadmnese Auandleiin Gléaudang
favEaldauiuTngiideansldld uivnnliwuanuduiusseminadldon, vmum wagms
ounaud Tulieadingnn Ifedunednvaedlidanuduiuslen “Lifdviasd-lda
fufmgiiu 97
Jg1ail 3 : Herdulunsdanislumsuimsmsaueumdngs

< a 3 1 P [y [ Y =%
WWun1ste Ut uUaIg 9 LW@ImUﬂqi"\]ﬂﬂqiﬂUﬂ’]'ﬁﬂ’JUﬂ‘ZJﬂqiL?ﬂﬂﬂ 1ag

[ [

agUladunadl

MN519% 3.3

derulengulunisdnnislunisusmsnisaaugunsigie

Wendu Rouly A13n529N
assignUser |u€ U At € UA"=UAU
(t, 7 ) (roleOwner(r) V roleTrustee(r) ) fu - 1)
revokeUser ueu A UA" =UA\{u—-r}
7w (roleOwner(r) V roleTrustee(r) ) A
1] u->reUvA

assignPerm t = permOwner (p) At € canUse (1) PA"=PA U {p > 1}

t,r,p))

revokePerm t = permOwner(p) At € canUse(r) PA" = PA\{p - 1}
(t,7,p) Ap—-rcCcPA
assignRH t = roleOwner(r) Ai € canUse(rl) A >'=>U{r2,r3:R|r2
(t,r1,1) (1> r)A=(r=r)? >rlAr
>13

AroleOwner (r3)
€ canUse (r2) -r2
- 13)




a8

anu Roulv N131329N
revokeRH | t = roleOwner(r) Ai >'= (2\{r1 » )
(i,r1,7) € canUse(r1) A (r1 > r?b)
assignTrust tleETAtETATLERNA TTRO' =TTROU
(r1,t1,¢t) = roleOwner(rl) A {(r1,t1,t)}
tl € roleTrustee (rl)
revokeTrust tlLETAtETATIERA TTRO' = TTRO \
(r1,t1,¢t) t = roleOwner(rl) A {(r1,t1,t)}
tl € roleTrustee (rl)

a d' & Y =
Heud 4 : Hendulunisnsiadaunisitnia
< a 6 o ~ v o oS Y =2 v
Jumstiewdlandy ieldnsiaasvansmsdnfs angldan wazns
aun e afeulendu authorize(w: U,r: R, p: P) - {True, False} Failsidusanann
a < Y @
Weouduaunsiadu

authorize(u,r,p) = {PermGetRole(p) N (userGetRole(u) N{r})}+ @

raa S

Fomnwadnsilu @ waneirgldau U dulifidvslunisididsdmsu P

manann uimnllly @ wansigldou U Favslunisiindsdmsu P du

Dewdi 5 : wedmiuMEenUInsLUUTENISSENUSASWUUUTEALIIY

dlefinsiuualifivaslgnsienuinmsuuulszauay snduasdosd
fofmuaiioursdoindlddarnnsaintuld Fedufitedaldiimun Chain Calling
Permission Relation %38 CCPR

CCPRSPXP

Dunsadeeuduiusanmisnnuduiusludmdseuduiusvesnis
sy nludaniseye \WiovenduanfianunsainnisidenusmsuvuUsyanauiniuld
Tnefifladduiieldlunisnsinaeude getPermissionToChain(p) — P viseanunsadeou
Idu getPermissionToChain(pl) = {p € P| (p,p1) € CCPR}
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3.3.3. MsUsnsuuuielgnisitenlduuudssaiuau
Tuguuuwrewinelgnisisenusnisuuuysgauauiy Wunsenldusnig
auliodldausmdu q edesnisteyaviserinfminensigisenldusnisdents Tnglu
anmwindeufieguuauvatnratglunisiindy Feanuduiusiuninsenldusnisae
< =
uluauning 3.3

119N19 A Gen 113019 4 1171019 N 7

yald ;13017 A, BNLENIT 2. asianag 2. Bansaldshiiznig n.

AT 3.3 ATNLERINEEN1SISEAUSNNSLUUUTEEUEY

Mndymueanisivun cross-issuers fimndintsfvumdiiuty desinig
s 2 d Fevilinnsdansinddanugienn saustadelnduloveinglaiu as
AelAnnsliminenns 10 lunisasadeuiinnndy dedu ileudtgmndnany §idedald
Amualnddmiunisuennismnuauleuienisidifedmsunisiinrasddnisusnisuuy
Uszaunuoonin Tagrfmuaain CCPRSET fatimuslufienuil 5 uagiiteteostulalinag
U3n1sNInsaaeuinIsemineInInsnndeuiiuaus iy dwidududons
Uimsfifimsnlsifau §idedsiudunisnsnaeunndeyaluwaduinmaiinsSonuing
U permission #3eswasniuin cycle wioll Famniin cycle Sainnisvadoiu 9ig
Yoswaizunuimaunlmi LileflavanunsnsesiunsiBennisfoseld deldasunsnsasey

a

£ Y = | 1 a [ a a o &
ansnisitndelusglgnisusnisiuuyssanuanudunudenui 6 Al

RY1UN 6 : N1FATIVFBUANTNITUIDNI DL AN WULVDINITNITENLUVUTZETUIY

WA TIVABUANTAINNLIIVDINTHYIINLNT AANT AR
wsold authorizeChainCall(u: U, s: S, p: P) — {True, False} nadouduilesidula
<
WUy

authorizeChainCall(u, S, p) = {(user(s) n{u})n
(getPermissionToChain(p) N (permission(s);qs:)} # @
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Sadnsilu is @ wansirazdeddilesddy authorize(u, r, p) Tunsnsivaeu
avdsioly uidliidu @ feldin fléaudndn aunsaliunumlunsdndanseygnd
Sosvpiiuanld Memepainiwesninuinisideswety Heelianivesfesmodingn
Tudlunszuiunisvewinlgmsiienuinisuuudszanuanuue

& 1

L a Q‘ a a o ¥
3.4. NMSNAIUITZUUNIIASIVEDUANSIINTUAANTTASIAEDURNS AN RUATY

(%

Tudunaunisvasimu1anluieg CMTAS anaaaslmauiluing C-MTAS
Wuarusadlldaulaatenusduuulumangninauelusuidegul  Iaegidulay

Formuniiioadiauloute eXtensible Access Control Markup Language (XACML) ety
3.0 unlduiiugrulunisiaun

Tnganfiugiuves XACML fildosursneduiug lunsideu XML ilesduny
auduiusiiieldlunisasisasunisdds Tneldesdusznausening Users, Roles,
Objects, Operations, Permissions Lﬁaﬂizﬂauﬁ’uL‘fluuiamsJﬁm%’UﬂWiMﬁmaauﬁwéﬂws
RIehR

I@aﬂiumumilﬁas[fiﬂummiwaaumwﬁﬁﬂﬁm%mi implementation Tu
Tuea C-MTAS & luawideduillalédodn Authorization as a Services (AaaS) vinmtinfinas
Uiﬂ’]iLWEJsLﬂumimi’Jf\]ﬁ]ULiJEJiJNiEN"UEJUiﬂWi TunsnsI9doUaNEMsWE oS nennsd
Soaueun ImamaaWﬁf\nﬂmﬁiawauu Suunlondu 4 nadws nanlade

®  Permit : augaliiFosvaithdimsnennsiisosveunls

®  Deny : lioygaliisesvaishamsnensisosvenls

®  Not Applicable : fimsrivuausluisae 7 lailpraawsovgimmiali

® Indeterminate : wuulguigiidmualumsdadula ussenirnsdnaule
uife Error u

waztunaulunITnsIvasunIsnasly Aaas aztduluniunszuiunIsiunIng
3.3 lnedTunaundd

SUAUAINGABINTTITUINITT0eVBLNBLIUNNEINTNTIAA0UTDY AaaS kad LY
AaaS @9n19599UAINa11 U189 Policy Enforcement Point (PEP) 1ag PEP azdssiaues
context handler &sludiuiuisnisnsiageusonidu 2 Tuneu Ao
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(2.1) tuneuiinils avsdeutetedu lunsnyeasudnvazaes
Cycle TnumsiadauaInieaty suiiolwatuiisnvay Cycle ﬁﬁ%%’aiéfﬁwé’aﬂa%ﬁu
SzwarcfiterLauer snldlun1snsavaeu eadadudesifnves CCPR Tasidefinsads
waduresnisienvesunumnsdimniinvidefiinginssufidelunienisludnunzves
Cyclic Tnsnsivaeuly Session vasgldaruindinisisentdniu permission Wauvsald 1N
\Anlw permission Wia 3dalainenvasiindnuarved cycle JadamadnsnauludeFosvein

U “Indeterminate”

(2.2) TunpUNEDY LIaNIIFAUTRTIAUNY 2 1TUN1TATI9@0UNIS
$999eNda 1N ULUUMINEN1558nITUSNISHUUUIZANUIUY 92ATIVADUININVDINT
wldmeaygaliiugSeweudmiseld mnfimslidnsuds feldimadnwsazdu “Permit”
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Context handler considers the request

s/case “chain calling coordination”

Var session_ID := get current Session ID;

Var roundCalling := Loop count in Session Table Role+1;
Loop in Session Table Role

// stepl validate cyclic calling

If Search Graph Session has Cycle (SzwarcfiterLauer Algorithm)

for Role request and Permission request
Return Indeterminate;
// step2 search ownership
If Search Tenant Owner to request has Match &&
Permission request in constraint CCPR
Return permit;
// other case “normal calling”, send to Normal PEP to evaluate

Return send request to PDP

AN 3.4 9ANDINUNITHSIVADUANTNSLIND
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(1) ile Context handler ns1aasuludosvosnisiFenuuunaslgudy
asrvdouiIvesnsdelifinensivaey winlumsienuinislul avgnawnnsivdeu
sielugauves Policy Decision Point (PDP) 3sludruilaznsiaaouain policy ﬁgﬂﬁmumlf’i
910 3 @ Ao

(3.1) Trust Policy Duulguneiidmuaiuiiienansnnuduiuiaes
Anudelesyvinefureuiaznaitn Tnsazuszneuluse (unum idedie dgnidede)

(3.2) Tenant Policy {ulevieiifmuatuileuansauduiuses
issuer MsiA1 waggfldnu itelilumsasvasuniinvesvesmsiddmiuluusazlday

(3.3) Authorization Policy L‘ﬁquEJU’lﬁlﬁﬁﬁwum%mﬁauam
anudutusvosunum glde mssyye ileldlunisnsisaeunisididsuemineinsi
fdnudomeitelilunmsnsiaaeunsidniis

(4) \ile PDP(Policy Decision Point) fndwlavinulouie lénadnsvesnis
pyvaevAnsmainfayduiudsadndndululviiu PEP ilensuausslufwFoswesiely

(5) lunsdiinnsnevaussludagfesvonisnsivaoy nadnéidu Permit
PEP azifiutwaduludiuvesunuim lasifu (Session_id User _name seq Tenant Role

Permission Reference permission Reference tenant Status) 13l Table Session Role

%Requesta.l?espnse% JQ

Authorization as a Services(Aaas)

_ e W > ST >
CCPR Set

!

Policy Decision Point (PDP)

—

AN 3.5 whuraanUnenssugannwsiialglun1snsI9aauaNS N5 D9 luma
C-MTAS

[

waranlasIadeiiugIures XACML Wu 3dulatdwdsenay ieldlunis
gdugluna Ilununind 3.5
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*

User <PolicySet> (UPS) Trust <PolicySet> (TrustPS)
User <PolicySet> Trust <PolicySet> R
<Jarget> <Jarget>
Role <PolicySet> (RPS) subjectuser-d = subjecttenant =tr
Targe> Yath: Perm <PolicySet> [PPS)
subjectrole =te... <PolicySetidReference> <PoligySetidReference> PA <Targe>
UA> [ —— — —_—_ — resourceqd =1 te, .
<PolicySetldReference> User <PolicySet> Trust <PolicySet>
RAS il <PolicySetldReference>
<Jarget> <Targer>
Subject-userd = Subject-tenent =r
[IcTid
<PolgSeldReference> <PolcySetldReference>
t (GossTenant RH

AT 3.6 WU NUSENBUNSEEUNE XACML Aldlunisesunslana C-MTAS

1N 3.6 wansliiudaulovisvesluaa C-MTAS Faduniseduiese
XACML Tneuuseantailu
(1) asvihenduanwund A8slildimualuguuuureanistunisg
Tnoisuduain RPS sunmil 3.6 lnewdledlinuiomwelasdnedmuunum te W wae
RPS asdvdoudgldnudnaiaunsaldunuim te lalaedsluda UPS Tunisnsiaaeudn
voslinuiifows uavdunasiaaeusluds TrustPS LiensiaaeuauiBeiessnineiy
Tnelufifunumdinaridumstmualunisléauaesnsd tr wsdaiili tr gnidefiafies
ogudn avdasionnds PPS iilensiaaeusieluiunumiananamsaldnulunineinsy
AldeuFesvaunlanseld vinnuninensasnaegluniseugyinves PPS Jedialadn
Adsndavslunisdrfminensisowen uwimnldwuazdeldinfldnulidanslunsly
N3N INTAT0I0I
Tunsdlfl PPs In1sdunenunuimdeduly dmiu XACML azdinnsld
PolicySetldReference Lilagsdsunumluauisunumeosan ilemnseygnsoll 1ag
Tunwdl 3.6 azeeluduves RH g PPS azidenfuluss TrustPS tlevnunumeosan ui
Jahumsiaaeuniseysnly PPS sialy
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@  msienlugamidainsiuaunuinidaiunsaldenlunis
Fruvasnsidnld Taeisuduain RPS munmi 3.6 Tneilegldnuiesvelnesnsdaniu
UNUIN tr 10 wae RPS asavaeudngldaudinanaiunsaldunuim tr e oy RPS ag
Fifiunsdsionds UPS iesiumnmadeumnisdniidudwes Tngluiitfonis
te wazdnnanaaeusoluds TrustPS Iumum tr Lilensiaaeuaudefosznineiu
ndegndlu TrustPs Tuduiuandonisimunanudeiiossninamaa te fu tr luns
THunum tr feifuludruees TrustPs agfiolddnfinsdmualiedegndes Fesdudunisds
sioanda PPS Taglunsdlil PPs delddnfinnsimusluguuuures RH ALfunstunisidl
(Cross-tenant RH) fatiuagasndulug1edafu TurstPS Wiiemunumildesiign wazmsraaeu
n1seunndinIsimuansidmselyl Inenindmnuanisidnfmineinsaenaiegly
mseyaaves PPS edeldindldendavslumaiidminensiifesvenn uivnlinuaz
feldildemilifavslunislimineinsitfesveuntiues

3.5. ATTUAUNITNAGIUNAIIINNTS implement

dlo Implement andulude 3.4 Soudosudn AI38TUNITVIAdR UMY 2
funeulunismagey  nanldde

3.5.1. TUADUNIINAROUNISTIIUYBY C-MTAS Tasidaagreunldlunis
NAFDU

dmfunszuauniaifieldlunisnaaeugnioandsdunouresnis

implement % TusiAsetuilldiiudduneureinisnsivaeuansnsiinds (Authorization)
G’Tﬂﬁ?ul,ﬁaé’%fawamammaau%m‘éﬂf Tulumadslylatinisiaadddinu (Authentication)
fifumaiionisnsnaeunuulsuemadndsiidrvessenduasiduddmmunliugian
Wiy wardAdeldsiasddaslimodlaeiiseaziBoavesnissiaosmuaini 37 &
wiafussduszneuldidu 2 osduszneu e Enterprise (E) Fsdouism Tnefflden fo
Alice Bob Charles Dan uazu3sniliinnss1assnisldszuy Documentum Application
(DocApp) wazszuutaydnisidu Financial Application (FinanApp) Iaeiinnsvinauseil
52U Documentum yJuszuuiildlumsimfvienans Saussmiuldlunsdafuenans
dmsutoyanensiunazdny? wagszuy Financial Application srdesiiansidnldlunuly
msdauienans iieuuulild uAlvld wazgldld Tunsuuulndivy Tuasesuiu lu
oy Weduaty duunenansiilisuda-deinesis q Tnedl Alice Wudmihiiguassuy
Futfiadanazudlolasnnedng 9 lunsdafiv Bob twdminfinianisdu uway
Charles Lurdmthiinstiyd Tunn 9 aud Uitmdeadeiuuitasedeutad Tnglddns
Dan unsivaeuLazidususestyTuitn Fauitnasiaaeudadld Account Audit
Application (AuditApp) 1§1u19151891u SauansIanIueenne ey FaRpailivoya
esfuanszuu Financial Application dmSunisusvananansianiutyd Tneldanuniy
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At 3.7 flunuinlunisyieuiiuanssiudafilananliugs wasfiansldmudiuiy
szuiensiuinsauidiuludududssdunsduan Tnediaudesnislunistinue
External-tenant Access nanilafe

O  $¥UU Documentum azdasliaudedofussuu Financial Tunns
1dunum Upload File (R2) uag Preview File (R3) dwSurl¥a1u Bob uag Charles wslsidl
avsluunum Manage Directory (R1)

O  $¥UU Financial azdadlinuidediotuszuy Account Audit Tunns
1gunum Financial audit (R6) Tunrsasianumedaydlviiuglden Dan vaeseuU Account

Audit 9

Enterprise (E| | Auditor
B 07 lacadih SN o S RN LR L R WL i o O
6 <4
& = e
N / Auditor Account
Owner W
Documentum Application _
Account Audit
* 7y Application
N\ I
s

Financial Application <« — —

—1tAtranel-tenant Access — #Xxtranet-tenant Access

AWM 3.7 uHunansvnn1saidaesieltlunszulunsnaaey

wazludiuresnisivuaunum waznmsoygndldelaaguiluluaunin
d' d'> 1 < 1 @ d{' U a a‘
1 3.7 Gagnuusunumesnidu 7 unum Tegusazunuimiieuludadnsluvesniseugyn
Tuansnisiidawuuundvly Tonaasdiiuluduresdiden  wasludiuvesnisiivuaans
P1UTLUNINNAWRINITUSNS Tunsuansliiuduidudnng

' 1%
v tY A

nigIdelanaifaitegraieldlunmmegeutu fITedenihunumiay
NNy

Al 3.8 Weusonunduanuduiudifioainadu XACML file muiigide
Ismualilunndl 35 wasndnduiiseiadounsdvasouannisimuaniadifies
fldfauits 4 gldauie Alice Bob Charles Dan Liienaaaunisidndsunuimite 7 unuam
LaznIsouIATe 15 nMseyan laedidelddounsdnaaeuimunoontdiiu 420 nsd
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Ya o

nadeu laeiideladsunadnslunisnaaeulilunsasnstivegeu enaaaunszuIung
L va v

M333a0UANSNEITEle implement JuiienaasuiUSeuisuiunsiinageunianialay
agunanisneaeusell Fdlunsaimmeaeudingn delusludiuvesnisenuiniswuy
Usganu WesanidunisesieaeuanslunisSenuinisue 1 vdnis Selifinnsmvuaiiie

LIRNNSLSENUSNNSWUUUTTAN U UAULARTIY

Documentum (D) - N
Roles and Permissions

\m@mﬁw

a Permissions
O

11111111

/ Cross-Tenant

Financial [F) - N
Roles and Permissions

— —_—

i - il ——

‘& Object

a Permissions
N o SRR

mmw

R I R

v

Account Audit (A) - D
Roles and Permissions

a Permissions
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A 3.8 ANUFUNUSVDINITAMMUAUNUINKAZNITOUYINUNITHIVBINLEY (1FUTIV)
SAUNINTANAUAUNUIN N TN UUDILAREANTEY (HUUTE)

g’ o a Q‘
3.5.2. YUABUNITNAHBUATH19I1UVBY C-MTAS Tunrsasiasaudnslu
sUuuYasiaalagnIsIIENUINSHUUUSEAUIY

TunsdineaeuiilddmiunismaaeuluiFssveinlgnisifonu3nisuuy
Usvanuauti {3deldldandegadisatuantuneu 3.5.1 udldiiudeulsludiuves
LAty iieliinnisdgnisSenuinisuuuyszamau Tng Dan Sansldumum
R7 lumsi3enldan Auditipp FsldignimunidielililunisSenseauiiensiaaeugdoya
matadsned Taonsusnnsi Jndudesisdayalunisusnisvesszuy FinanApp Tunisld
Faunumlugs Ré dieldansues P11 SufuavslunsSenmenumetaTlusdasiouiils
anfanaauds Taslunsguaunisiiessidudedlidoyaiiiogaenunstaydussdiiuse
Feudduaniuss P10 wagsswienisnmsaeuenulssiiiuey fnsnaeudnusiodd
nansfiniufiiedestiunisdudieusesniu %QlﬁQﬂLﬁUIﬁU’i%UU DocApp tunslédns
Frunsinvesunum R3 wieldans P3 Tunisifteanivaslndinduiunisnsvaey wie
Fosmsnsraaeudoyaiieaiulndludnives Pa Al dearnngmisgsfafindntls awnsa
WaunmLaninudiusuasielgnsitenlguinslaniu

ATl 3.9

1 : > > Q1 » O

| ! IL&J (Qﬁg

| J

Z f P14 P11 P10 P3

{ o
Dan's Request | @ =

AuditApp FinanApp DocApp

a a ! 1 a
AN 3.9 nsanadey TunelgnIsUSNISWUUUIEEI U

FarumaunInaaeuly (338 lMTeunIdiinadeuaNnINTINEBUNTT
WND9UDY Dan VUALALSULANNAATY LNDRSIAFOUINNNTUNAFDUNINUA TIVELADINTI
ANUAIUANNIIIVBINTEINAFOU  F908INNTNAABUBEUIBY
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3.6. NATILAIULTINISUTOUIEU  1599989015USUVUIAVBITISAKISIUNITIBISUNNS
119749849 C-MTAS

ndanszuaunmanaaeuldmaaeuisuiooudn §iseldinseiluniymils
iierUSsuiisuTinalunssessu Asas veduiaa CMTAS dwfurnaludeensaws e
mensawrsfimngiunsvihnuly Aaas diian lneieuiflevrnaeseriauiisium g
gasneiy Tnglderfunsinisieiasdiass (Visualization Machine) Taef3suldanissi
iAdpssasananlusunsy VirtualBox 4.3.10 niAdeensauaindn Ainineinsded

® (CPU intel Core I5
® RAM 8 GB
® Hard disk 500 GB

[

= o 3 [ A o Y < v
LLﬁ%"’ZN"\]’]ﬁEN‘EJ’]i@LL’JﬂUﬂ’lﬁﬂ’]Lﬂ’iaﬂ"iﬂa@Q lmﬂumu

® (CPU u1m 1 core/ Ram vu1m 1024 Mb
® CPU 9u1n 2 core/ Ram 9u1m 1024 Mb
® CPU u1m 2 core/ Ram u1a 2048 Mb
® (CPU vu1m 4 core/ Ram vu1m 4096 Mb

wazidloldsasedasis 4 indoaduufesuds {ifedni Aaas Aldwanniu
wfaen 4 iedoadlaifuszsrnatlunaidon Aaas Tnewfuaindeyavesnisdenlduinig
Tunsidnfanseuiu 10 gldew 100 gldew wag 1,000 gl dhamageudiuiu 1,000
soU wardsimavasszeznanfiléanits 4 indesdransniuisuiieun ssaziiainis
AEUAUDILAAY AT wardlnTzidalaunsy Weguualdunisuanuasanuives
syogaltlunsUszinana
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un 4
NaN158LazaNUs1gNa

[

nan s Tnesuunnanisanulgdused
4.1. anmuandoudildniswaunisians C-MTAS
4.2. é’aiwuﬁgmﬁaaqmﬂiuma C-MTAS
4.3. agunamanaaevlunsaiveaeulunsdiuni

a.4. as;dwamﬁmﬁaﬂuﬂmﬁmaaﬂuﬂm‘fmmm%ﬁmm‘%aﬂu’%mmw
Useanuau

4.5. a3unan153Asgiluganisiiieuiieu 130999401505 UTUIAv0Y
F15ALITIINITTDISUNTIFIIN1UYDY C-MTAS

4.1. HNINLINADUN LY IUNITWAIUILASNAFIUAI1889 C-MTAS

4.1.1. 3130123 (Hardware)
g15ausildlunsimufsians C-MTAS Usznausie
(1) n3esnouiinmeslinta mieUszinana Intel (R) Core (TM) i5-
2450M CPU @ 2.5GHz
(2) wiheanudman (RAM) 8 Anzlus
(3) 815afd (Harddisk) 500 Anglud

4.1.1. ganAwIS (Software)
gonFursalunswaun@IsIaes C-MTAS Usznaude

(1) s2UUUfURN1T (Operating System) lulaswoniiulaad 8 Tuls
wlesiulug (Microsoft Windows 8 Professional 64 bit)

(2) izuuﬁﬂmﬁg’lu%}aga (Database management system) MySQL
o5 5.0.67-community-nt

(3) WWWIAIT1809 C-MTAS Aen1913191 tagldlusinsy Netbean
IDE 8.0 lngld library

® DK 1.7
® Sun XACML vt 1.2 wieldlumssuiiugiuves xacML

® JGrapht-core 11835%u 0.9.0 wieldlunisnsrsaeunisiin
Szwarcfiter Cycle Alogirthm
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o Junit Wisldlusuniseasuannsdinaaeuiidawieuls

(@) 3esilofldlunisdanisgrudeya MySQL Workbench 1aafiu
6.2 Community

(5) Juidsniaes GlassFish Server 7.0 Tunssuduiesia

6) wiesdlelunisnsisaeumsidensaiiuimesia Soap Ul estu
5.0.0

(7) w3sadlelunisnsaaeulszansnmueanssuiviwesia Jmeter
nesdu 2.9 11437961

4.2. fnszuungnnaeeanlunga C-MTAS

waINTEUILMIRRILISTUUINTILAE C-MTAS uda Fsflasdusznaumiu nw
7 3.5 udiiu Wewssnszuaunisineu (input process output) aunsautsesnigidu 3
d1ufe
4.2.1. Msdensvedeaiiensivdaudnsnisidnas (input)
NN 4.1 wansisesdusenevlunisveeuiieldlunsnsivdevanves
nsinds fu Aaas Tneilosusynausiedl
(1) ROLE_ID evandsunuimiivees
(2) TENANT ID Wlouandanisigniivedos
(3) USER ID ilevandsgflfsuiiiose
(4) PERMISSION_ID \leuaniisdvsiisosve

Iy C-MTAS AUy AaaS duasyimsauwin IngldesAusenauiia 4
\ensIvaeuIgldaunieswweniu Javslun1svinaiuniu Permission vivell

4.2.2. N5TUIUNITAUIAUNTTASIAEDUANENSIINDS

NN 3.5 lananadaesnlsenauvadluma C-MTAS IagUsenaunie 3
29AUTENAU 1A8NTEUIUNTITATIvaauanSTutdulunu AN 3.4 AwanidanasAunis
MU lpedlosrUsenauLazs1asen el

1. PEP_(Policy Enforcement Point) tJufinalaii§u

A5 iweslunisiidunnsisdeudnanisidia

2. ContextHandler \Jugfisudsnain PEP lunisdndula
Lazns19deuIansivedeudrunduriddnisuinisuuudssarununiols Tngdun
asavaeufunidiviualy CCPR wn tnglunmil 4.2 nanldfe Wuwnves ceprset Tny
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AvuaAuaNURvesadlyl 31nfiee19ee AuditApp Falwnvesdnslunisiinuisldnis
USnITMUUUTEAIUIIY Taet3u91n previewReportYealy () @1u1salulddnsaes
previewReportMonthlyAccount () Ingannqaasdves first Aetdugaiusduvesiuliives
CCPRSET #l9nan?

Respnse——» Je

Reguest XML

<Request>
<Subject Subjectlategory="urn:casis:names:tc:xacml:1l.0:subject-category:access-subject">
<RAttribute Attributeld="urn:scmapp:attributes:role”
‘ Datalype="http://www.w3.org/2001 /XMLSchenagstring">
<RttributeValue>ROLE ID</AttributeValues
</Attributes>
<Attribute Attributeld="urn:somapp:attributes:tenant”
DataType="http: /Swww. w3 .org/2001 /XMLSchenagstring" >
<httributeValue>TENANT ID</AttributeValuex
</Attribute>
<Attribute Attributeld="urn:scmapp:attributes:user-id"
DataType="http: / www. w3 .org/2001 /XMLSchema$string">
<AttributeValue>USER ID</RttributeValue>
</Attribute:
‘ </Subject>
<Resource>
<Attribute Attributeld="urn:ocasis:names:tcixacml:l.0:resource:resource-id"
Datalype="http://www.w3.org/2001/XMLSchena#any ORI ">
<AttributeValue>PERMISSION ID</AttributeValue>
</Attributex
</Besource>
<heotions

</Acticn>
</Request>

AN 4.1 23rUsenau XML Tunnssasvasiialglunisnsiaaauansiussuy C-MTAS

'
Q‘dy

iednsniesveiduriasldnunlanmunalily CCPRSET 67
lnaranga1n sznevauesnadnsiululiiuifosvedu “Permit” duuansliainoynyinlid
andsiolUla

3. wivndnslidiliAaly CCPRSET Wulsdwsiolviiiu PDP luns
Fnduladnsigvevelvinmivaeudnsun lag PDP azasiaaeuuloviengnivualily 3 diu

4l
Ao Authorization Policy , Trust Policy wag Tenant Policy m’mmwﬁ 35
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1 <?xml wversion="1.0"7?>

2 <Cccprsets>

3| <ccprset tenant id="AuditiApp">

4 <permsets>

S501= <permset first="trus">

[ <formrpreviewReportYearly () </form:>

7 <torpreviewReportMonthlyAccount () </ to>

gl </permset>

9|zl Tpermset>

10 <formrpreviewReportMonthlylAccount () </ form>
11 <to¥previewReportDailyicocount () </to>

12| + </permsety

13| =1 cTpermset

14 <formrpreviewReportDailyAccount () </ forms-
15 <to>downloadFile (})</to>

16| </ permsecs

17 (= <pETrmSet>

18 <form>previewReportDailyAccount () </ form>
19 <torpreviewFile ()</to>

200 r </permset>

21 </permsets>

221" - </ccprset>

23 - <fccprsets>

QNN 4.2 ANFIBE19NISAIUARYEY CCPR Taaly XML Tunisinvus

4.2.3. HAANSVBNI53D9VD

N0 3.6 wansiseadusznoulu XML Mlunadnsvdsannismsaaoy
Avsvesnindnds Wiu Aaas Tneflesdusznaudall
(1) Result Lﬁauaﬂﬁawaé’wﬁmﬂmsﬁﬂmmmﬂuhmﬂﬁgﬂﬁmuﬂﬁu
Tnefl 4 wadws fail
® Permit IGIEJLﬁ'aﬁwuiamaﬁgﬂﬁmumﬁué’m%’ummaau wn
mMsnsraeunuilevefinaniinsimuslioygyin dudeyaifesvenn szuvisien
“aunlnge”
® Deny lngiflothulsuneiignimuatudwiussaaey wnms
nsraeunuIleutedsnaniinisimunladlieynn futdeyadisesvent szuuiafion
“laloygelviiinde”
® Not Applicable ImaLﬁaﬁnuiauwsJﬁQﬂﬁmum%uﬁm%’umiaaaaU
mnnsnsRaeunuilsuednanlidainu weissiazneulditeygavislieunyin i
Eﬁagaﬁ%’awam 5¥UUT0971 Not Applicable
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® Indeterminate LAATBRANANTENINATIVADUULUNY  B9laWy
Wlguneiignoeds ssuvisdeinfindeRanaia

%Rwuw%- ESPONSE

Users

x

Response XML

<Fesponse
xmlns="urn:casis:names:tcixacml:2.0:context:schema:os"
¥mlns:¥si="http:/ www.w3.org/ 2001 /HMLSchema-instance"

‘ ¥31i:schemelocation="urn:oasis:names:tc:xacml:2.0:context:schema:os

Il access control-xacml-2.0-context-schema-os.xsd">

| <Result>
<Decisicn>[Permit |Deny |[HotApplicable | Indeterminate]«</Decision>

‘| <Status>

| <5tatuaCode

| Value="urn:casis:names:tc:xacml:1.0:status:ok" />
</5tatuax

</Result>
;<IRE3pcnsE>

ANN 4.3 99AUTENDU XML @NSUNAaNSIUNISASIE@aUANTIUSEUU C-MTAS
4.3. aguwan1smagaulunsaiund

lupsalvasmsnaaeulunsaiuniiu glolmhdaginnanliluung 3

A il 3.8 Fslaldnsduimnsdimaasuainesduszney 3 dw A d1udu
fdan 4 fléarn Srunuunum 7 unum wagdnudnsnindnds 15 ans wldlunisn
nsdidululdiomun Gesuudr 18Ty 420 nsdivaaey Tnensdnaaeulugausn Tduans
eaziBoalunanuan n. Tupsed -1

Permission

AN 4.4 wansesrUsznaulunismanulunsainaaaulunsaiwuuuns
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TRENNSSUNARNS AI8N1ThELAT89LalUNITNAEaUNTBIN Junit TUNUINNTEL
VAAOUIINIY 420 N3 HATNNNTIUNASNSAARINITmEe Fudsagunanisvegeuluy
nsdUnAlaLdu “fdAugnees” YIamLa MUAMNA 4.5

TestResults X |

com.dino.RunPEFTest X

All 420 tests passed. (18,463 s) -
0 com.dino.RUNPEPTest passed

o case_normal[0] passed (0.332s)

o case_normal[1] passed )
0 case_normal[2] passed (0.
6 case_normal[3] passed (0.
0 case_normal[4] passed (0. )
0 case_normal[5] passed (0.047 s) [
@ case_normal[6] passed (0.047 5)
e case_normal[7] passed (0.031s)
0 case_normal[8] passed (0. )
0 case_normal[d] passed (0.047 s)
o case_normal[10] passed (0.047s) |
@ case_normal[11] passed (0.047z)

e case_normal[12] passed (0
e case_normal[13] passed (0 3]
0 case_normal[14] passed (0.047s)
o case_normal[15] passed (3
0 case_normal[16] passed (0
e case_normal[17] passed (0.031s)

AN 4.5 HANENITSUNTANAZBULUUUNR

ERCIRGE A

4.4. asunanrmagaulunsdlitiansisenuinisuuuislanisusnsuuuyssauu

TunsaivasnismeaaulunszuIUNISAANISSIAUSANTHUUMIENITUS NS HUU
Usganunuuy gIdeladnsaininiulaan

AN 3.8 FIAIUITOLAANTUNAADUYBINITHAANITESNUSNITRUUAILGNIS
a Y = Y v dy
UsnswuvUszarunulaldu 7 nsdlveaeu lasail
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431 nisiinnsdagldany Dan 13unlduinisenans pPia -
previewReportYearly () WeSenldusnsanans PiL : previewReportMonthlyAccount ()
W5 uSenldusn59nans P10 : previewReportDailyAccount () ieiSenldusnislunis
antlvanlndiigniivanldeu anans P3 : downloadFile () eradwsainnisiiavisly
fsnanadiu Permit Ao Dan favslunisidrddunisandivanlidiigniivlunisnsvasy
euraUszald aunmi 4.6

--E S I : el
Dan Reguest I R ________ Y ._. ! :-;1
(e e . Dockep

AN 4.6 LERINTUNAADUN 4.3.1

4.3.2. MsiaNsangldau Dan Senldusnisainavs P14 :
previewReportYearly () t#al5unlgusn15a1nans P11 : previewReportMonthlyAccount
() wd93nlguTN199IN@NS P10 : previewReportDailyAccount () iioisenlguinislunis
alwdegnafey 9Inds P4 : previewFile () Fsuadwdanmsiiavislgnnarilu Permit
& o L Y = = 44' s I3
Ao Dan "avslunisiiidslunisisenaiiensiaaeuliangniivlunisnsiaaeusieauna
UszanUlamuning 4.7

& i Fe
¥ !
- ! 511
-
Dan Reguest I
N
AuditApp FinanApp BocApp

AN 4.7 WEAINSUNAADUN 4.3.2



67

A v

433 nisiinnsd@gldanry Dan 13unlduinisenans Pia
previewReportYearly () WeSenldusnisanans PiL : previewReportMonthlyAccount ()
wagldldd1idunisndunniongdeyalusiainnislduinisainand pia .
previewReportYearly () 8nafs FuafloufunsSeniddnisusnsuuuyssaunusud
Tmidnads Fawadnderldeindunisiin cycle wavnadndlunisnsivaeuaniae Permit
AUAINT 4.8

AN 4.8 LAAINSUNAADUN 4.3.3

434 nsiinnsdAgldary Dan 13enlduinisenans pPia
previewReportYearly () Wesenldusnisnnand P11 : previewReportMonthlyAccount ()
Wa13a3enldusn1591nENS P10 : previewReportDailyAccount () wANSUNSENANS VoS
91NN P11 : previewReportMonthlyAccount () %Qﬁﬂiﬁ%ﬂﬁau%aﬂﬂ’]iﬁ?lﬂ@jﬂﬂiLﬁﬂ
cyclic IdvpsmsiFonuimauuutszauny ddunadinanoissziiansiendetuliiay
gusnisasiindgmla Fofulunuddetull dein cycle find1n SaodnAnnadns
Ju Indeterminate muand 4.9

AuditApp FinanApp DocApp

AN 4.9 LAINSUNAABUN 4.3.4
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435 nisiinnsd@gldanu Dan 13enlduinisenans Pia
previewReportYearly () Liiei3enl4u3n1591nans P11 : previewReportMonthlyAccount ()
W5 uSenldusn59nans P10 : previewReportDailyAccount () ieisenldusnislunis
ailvanlidiignifivanldau 91ndns P3 : downloadFile O wazglisundudoululd
U3N1391NAVS P11 : previewReportMonthlyAccount () 3slupansalfisnandiodnin cyclic
wuiy Feuszuudsldnadndidy Indeterminate aunnii 4.10

T

AN 4.10 WEANINSUNAEBY 4.3.5

436. n1siiansalAgldearu Dan 13enlduinisaindns Pid

previewReportYearly () ivot5unlguin1531na@ns P11 : previewReportMonthlyAccount ()
Y = o Y a a £ . | o = a £
wa23913unlguIn1391nENS P10 : previewReportDailyAccount () kANAUNILTENENTVOS
31n@N5 P2 : uploadFile () Fslilafaglunisimunanisiinlugluuuvemiglgnisuinig
= A 1 1d a v @ v v

wuuUszanuau Fadedndunszuiunsasisaeuluguuuuund uazgldaru Dan ﬂhﬂmgﬂ
muuatudndsnisenlvanlialaainid1vesnisdn DocApp TFINaEWSVDINTTS0UBMANIILY
nsusnsuuuUsEauanuiinanisianadu Not Applicable aunnwi 4.11

o1 P}Q 3

P | ,
Q; £

Auda‘/‘.pp FinanApp Doc:;;)p

ANN 4.11 WAANINSEINAFBUN 3.4.6
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437 n1siAansdlfgldaru Dan 1Fenlduinisanndns pia
previewReportYearly () iiei3enl4u3n1591nans P11 : previewReportMonthlyAccount ()
wé1305un19U3n15971n8N3 P10 : previewReportDailyAccount () waznduluisonnisld
U3M59naNS P13: verifyReport O @vlldiinduislgnisusnisuuuussauauuds us
Bunsdulduinslvl ddunsdifasieldindunmaaevindlusuuutnd wuiead
4.3.6 UM 4.12

i H

P1i F1g \

3 ¢

[ . B :

Dian Reguest

AN 4.12 WEAAINSUNAFDUN 4.3.7

Tagnssunadns f37ulald Junit Lileneaeunstinaaauis 7 nsdinaaey
AINETT WAEWUIINY 7 NIRATINUNEANSNABIN TR Asiudasuranisnaaeulunsel
A & ! ! = < « ¥ 9 1 =~
Mmdumddgnisusmsuuudssaunuiu “gades” Mavae auani 4.13

com.ding, RunPEPTest2 X |

LD0IDD Y v —

&ll 7 tests passed.(11.727 s)
com.dino,RUnPEFTest2 passed

@ case_chainCaling[0] passed (3.847 =)
Q case_chainCalling[1] passed (0.285z)
Q case_chainCalling[Z] passed [0.28 5)
a case_chainCaling[3] passed (0.2435)
Q case_chainCaling[4] passed (0.415s)
0 case_chainCaling[5] passed (0.235%)
Q case_chainCaling[6] passed (0.275z)

ERcRGE A (211 -

AN 4.13 HAANSNITSUNSINAFUNITIAAMINENISUSNSHUVUT ALY



70

4.5. syUnansiasziluidanisiuieuiiiou 13esvasn1suiusuinvesarsanailunis
5995UM519UY89 C-MTAS

MNMFIeTeiludamsdioudiou Beswesnsuivruiaveseniauwaslunns
sesfunsnInuUUSIaes C-MTAS th §Adeldsass C-MTAS Tuieuduiumeialy
Tu Virtual Machine (VM) 24f33l#l4lUsunsusians VM veq VirtualBox 4.3.10 annLA3es
gdauasudn fAfmswennsded

« CPU intel Core 15

« RAM 8 GB

« Hard disk 500 GB

Lazs1ansgsawrslunisiieIesdians Aflanmuindsuves CPU uaz RAM
wansneiy LilevadeuUsyavanissuy SwEnnwindonanunsautsoanltdidused

« CPU 2uUm 1 core/ Ram 2u1n 1024 Mb

« CPU au1m 2 core/ Ram 9u1m 1024 Mb

«  CPU au1m 2 core/ Ram 9u1m 2048 Mb

« CPU 2uU1® 4 core/ Ram wu1m 4096 Mb

Tnetn3ossnaesiisranstuuniiy Q’iﬁ'ﬂlé’amé’jﬂ&gﬂﬂiumm \ienagoun1s¥ineu
989 C-MTAS lagusznaunie

. szUUUURM s Ubuntu Server 12.04.1 LTS

o Judsniaes Glassfish 4.0

+  SzUUgIUUaYa MySQL 5.5
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#A thesisdino [Running] - Oracle VM VirtualBox - = -

Machine View Devices Help

Last login: Fri Apr 17 04:18:19 ICT 2015 on ttyl
elcome to Ubuntu 12.04.1 LTS (GNU/Linux 3.2.0-29-generic xB86_64)

= Documentation: https:-rhelp.ubuntu.con/

System information as of Fri Apr 17 13:01:23 ICT 2015

System load: 1.36 Processes: 84
Usage of ~: 43.3» of 5.71GB  Users logged in: 0
Memory usage: 122 IP address for eth®: 192.168.56.101

Swap usage: 074

Graph thisz data and manage this system at https:/~landscape.canonical .com~

ew release '14.04.1 LTS" available.
Run ’do-release-upgrade’ to upgrade to it.

inoBubuntu-dino:"$

B O @& 0w @ @ Rantcyl

AN 4.14 fpgnantnaeveanssulusinsy VitualBox Tunissnass

Home | About. "Logout' "Help”
User: admin Domain: domain1 Server: 192.163.56.101
GlassFish™ Server Open Source Edition

=] Common Tasks Applications

@ Domain nlerprise or web applica s of modules. Restart an application or module by clicking on the reload link, this action will apply only to the

server (Admin Server) or modfigis enabled

= Clusters

andajons Inalices Undeploy | Enable Filter:
> Nodes — — _ - == - — _— == e — —
v gkppicaﬁons Select Name Deployment Order rEnabIed LEngines Action

O | Saas 100 v webservices, web Launch | Redeploy | Reload

& Lifecycle Modules
Monitoring Data

v [ Resources

o-a¢|

@ http://192.168.56.101: & 192.168.56.101 ‘ ‘

» [§ Concurrent Resources =
File Edit View Favorites Tools Help

> 3 Connectors

> [ JoBC " | . B ~
> g2 IMS Resources <?xml version="1.0" encoding="UTF-8"7>
* [ JNDI
JavaMail Sessions
{Fy Resource Adapter Configs - tions nam q "http://dino.com/" xmins="http://schemas.xmlsoap_org/wsdl/"
v (g4 Configurations xmins:xsd="http://www.w3.0rg/2001/XMLSchema” xmins:tns="http:/ /dino.com/"
» [ defaut-confy xml “http:// org/wsdl/scap/"
xmins:wsam="http://www.w3.0rg/2007/05/addressing/metadata"
* [g server-config xmins:wspl_2="http:/fschemas.xmlsoap.org/ws/2004/09/policy" xmIns:wsp="http:/ /www.w3.0rg/ns/ws-policy”
(3 Update Tool xmins:wsu="http:/ /docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
- <types>
- <xsdischema>
<xsd:import schemalocation="http://192.168.56.101:8080/Saas/AaasWS7xsd=1"
namespace="http://dino.com/"/>
</xsd:schemax
</types>
- c<message name="Authorize">
<part name="parameters" element="tns:Authorize"/>
</message>
- < name="Authori: ">
<part name="parameters" element="tns:AuthorizeResponse"/>
</message>
- <message name="IOException">
<part name="fault" element="tns:10Exception"/>
</message>
- <portType name="AaasWS">
v

- <operation name="Authorize">
sinnut messane="tns-Autharize” wsam-Action="htn-/ /dinn_com/AaasWS/AutharizeReauest"/~

AN 4.15 A9g1911199 GlassFish Inefnge AssS

warlaldimseaile jMeter 2.9 Winldlun1snsiagaudse@nsninnisvinauluy
anindeNuAnARUlUALIATEII1a0INY 4 nal
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KAANE 91NN TUNATOULTIUSIUTEUNITYII4Y89 C-MTAS 918N INHINADUATOIT 1A

RN 1Y

2 CPU,
10000 10 59.05 15 5048 30.50 | 0.000
1024 Mb
2 CPU,
100000 100 34.22 7 1991 173.64 | 0.000
1024 Mb
2 CPU,
1000000 1000 51.12 8 7621 1706.58 | 0.000
1024 Mb

4 CPU,
10000 10 | 40.1581 13 455 28.98 | 0.000
4096 Mb
4 CPU,
100000 100 29.12 8 930 137.65 | 0.000
4096 Mb
4 CPU,
1000000 1000 36.08 7 7945 1170.7 | 0.000
4096 Mb
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Fanadndlunsmaaevlunisiuniaiosile jMeter 2.9 Tagldvinissuniunis
W ldsumdeuiu (Concurrent user) fupnsnaiu 3 nsdl A 10 Gldau 100 fldeu waz
1000 gldau Tnelundaznsdlfisusiuiu 1,000 seU Feiegwamanissulaifuniuniss
7l 0.1 Tavannsosuunagunaléann 3 Jady il

= WebService(SOAP) Request (DEPRECATED).jmx (D:\Nai_directory\Thesis\source_code\apache-jmeter-2.9\apache-jmeter-2.9\bin\WebService(50.. - &
File Edit Search Run Options Help

Dalcaa Loall+[-[+s]e] BRI

[ a Test Thesis

o [ user_oo1o Summary Report
o [ user_o100 Name: [Summary Repart i
o [ user_1000 b ‘

Graph Results

F=] Monior Resuts Write results to file | Read from file
] Monitor Resu

View Results in Table Filename ‘Ja\_dire:10ry\AssaWS\autput\AH_sumary.:su‘ ‘ Browse. LogiDisplay Only: [ ] Errors [ ] Successes
5 f::T:WUﬂ Label # Samples Avsra&‘ Min Max Std. Dew. Error % Throughput KBisec Avg. Bytes
. B User_1000.. 1000; 561 93 10041 2471.69 0.00% 50.4/sec 9.89 200.9
WorkBench User_0100 100, 3330 87| 7161 2299.99 0.00%) 6.2/sec 121 199.3
User_0010 10, 1066, 303 3754 917.83] 0.00%| 1.7/sec 031 190.3(}
TOTAL 1110 5369 87, 10041 2565.95 0.00%|  47.5/sed] 930 200.6

Include group name in label? | Save Table Data Save Table Header

AN 4.16 F9g19UTNDNANITTY jMeter
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4.5.1. AIAININBUAUDILAAY (Average Response Time)

Na1nNsTuUTsufisuUsEanBan luiSewesinszznatnouaussiade
ﬁ?umﬂa']miaaqﬂlé’aa'ﬂa%’mLau'jwmmmaﬁmLL’;%L;‘jaﬁmsU%’wmmmaa CPU Way RAM 7
Fudu erisuiisuainensauaiyail 1 fugadl 2 vesdwaugidldndentu 1000 {lden
wundwunlfufianaunds  feo 63.9% auns19di 4.2 wazdmduludrudu q Afmud
wulthmasdusis 3 499 10 100 uaz 1000 fldrumieuduiidnunrananduieaiu

uaziiledoyavesnismaasy 1000 fldsumioutu uiinsgiandosuy
IATIFILTBIBIANIEA 1. . A uaz 3. sudAuldend 2,551.76 1,706.58 1,295.8 uay
1,170.7 GanudrAndenvumanguidifianas wandiduindedurunvessniouitu
N13N18VBIU0YAL DA

ANS9N 4.2

TBYANATNEIINNITTUYTIUTISUYSETNENIMNITUSUYLINYEITITANIT Inguanim)
SYYLIIAINITNOUANDIAAE

Sum of average (ms) Concurrent User

Row Labels 10 100 1000
1 CPU,

0512 Mb 62.67 42.60 144.62
1 CPU,

1024 Mb 59.05 34.22 51.12
2 CPU,

2048 Mb 41.47 32.98 48.41
4 CPU,

4096 Mb 40.16 29.16 36.08

AVERAGE RESPONSE TIME

200
150
—— 10
100
100
50 B i
== 1000
0
1 CPU, 2 CPU, 2 CPU, 4 CPU,
1024 MB 1024 MB 2048 MB 4096 MB

~ P | I & ¢
ANN 4.17 NSINLEAITLELIAINNTADUAUDLRAY TULAAZENINLINADUYDITNTAKITN
LANFNGAY
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4.5.2. A1NN52NNSINNUULLEINLIBS (Througtput)

A1N5ENNTYINNY wansliiiufanuanunsatunissulnanuy
wieaszananals  Jomnanduuildufiadn  wandliiiuinusgdnsainlunisiunisivnan
Toyavzannlume anuaseadie jMeter laAwuaAinisensvhauuu@snines Tadudel

Throughput = (number of requests) / (total time)

InefRdeladennaassandunudlénudildndondu 1,000 fldmudud
wsdy  esmnlugninwindounisyiniauuueany  dnsunissessulsansamlunis
nsvasumaindedldanundontu 10 ldeu uag 100 fldau orgagliidosly Fedufiseds
dondnuudldnudnldndoudu 1,000 fldvrmunndudmeaauding1n wazdinisnsiveaeu
AIdelasunadns lagldinan 5 winiluudazansouwss wazdurinissau Fawavosn1szay
Dulupmensed 43 Fedliduldedndmauiinusuesendaudileinsusurunues
CPU wag RAM iy Imammia@Jmmszmiﬁmuﬁ%LﬂuﬁuﬁaaLﬁuﬁu

Fsanansaagunaldin  dwdusdauasyausnAinismsieegi 59.6
soUADIUT YABIALTRsmIATENTTIILBYN 62 ToUrDIuNTl YasdauETiamANTY
Msvhaegd 77.1 seuseiunil wasdmiusiauyaiiasnsznsihauegil 80.9 seu
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case| Role
id | id Tenant | Userid Resource Result
1|R1 AuditApp | Dan addDirectory () Not Applicable
2 | Rl AuditApp | Dan downloadFile () Not Applicable
3 | Rl AuditApp | Dan manageCreditor () Not Applicable
4| R1 AuditApp | Dan managelncomeTrans () Not Applicable
5|R1 AuditApp | Dan managePaymentTrans () Not Applicable
6 | R1 AuditApp | Dan managerDebtor () Not Applicable
7 | Rl AuditApp | Dan previewFile () Not Applicable
8 | Rl AuditApp | Dan previewReportDailyAccount () Not Applicable
9 | R1 AuditApp | Dan previewReportMonthly () Not Applicable
10 | R1 AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
11 | R1 AuditApp | Dan previewReportYearly () Not Applicable
12 | Rl AuditApp | Dan processChecklist () Not Applicable
13| Rl | AuditApp | Dan processCloseAccountMonth () Not Applicable
14 | Rl | AuditApp | Dan uploadFile () Not Applicable
15 | R1 AuditApp | Dan verifyReport () Not Applicable
16 | R1 DocApp Alic addDirectory () Permit
17 | R1 DocApp Alic downloadFile () Not Applicable
18 | R1 DocApp Alic manageCreditor () Not Applicable
19 | R1 DocApp Alic managelncomeTrans () Not Applicable
20 | R1 DocApp Alic managePaymentTrans () Not Applicable
21 |R1 DocApp Alic managerDebtor () Not Applicable
22 | R1 DocApp Alic previewFile () Not Applicable
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case| Role

id | id Tenant | Userid Resource Result

23 | R1 DocApp Alic previewReportDailyAccount () Not Applicable
24 | R1 DocApp Alic previewReportMonthly () Not Applicable
25| R1 DocApp Alic previewReportMonthlyAccount () | Not Applicable
26 | R1 DocApp Alic previewReportYearly () Not Applicable
27 | R1 DocApp Alic processChecklist () Not Applicable
28 | R1 DocApp Alic processCloseAccountMonth () Not Applicable
29 | R1 DocApp Alic uploadFile () Not Applicable
30 | R1 DocApp Alic verifyReport () Not Applicable
31| R1 FinanApp | Bob addDirectory () Not Applicable
32 | R1 FinanApp | Charles | addDirectory () Not Applicable
33 | R1 FinanApp | Bob downloadFile () Not Applicable
34 | R1 FinanApp | Charles | downloadFile () Not Applicable
35| R1 FinanApp | Bob manageCreditor () Not Applicable
36 | R1 FinanApp | Charles | manageCreditor () Not Applicable
37 | Rl FinanApp | Bob managelncomeTrans () Not Applicable
38 | R1 FinanApp | Charles | managelncomeTrans () Not Applicable
39 | Rl FinanApp | Bob managePaymentTrans () Not Applicable
40 | R1 FinanApp | Charles | managePaymentTrans () Not Applicable
41 | R1 FinanApp | Bob managerDebtor () Not Applicable
42 | R1 FinanApp | Charles | managerDebtor () Not Applicable
43 | R1 FinanApp | Bob previewFile () Not Applicable
44 | R1 FinanApp | Charles | previewFile () Not Applicable
45 | R1 FinanApp | Bob previewReportDailyAccount () Not Applicable
46 | R1 FinanApp | Charles | previewReportDailyAccount () Not Applicable
a7 | R1 FinanApp | Bob previewReportMonthly () Not Applicable
48 | R1 FinanApp | Charles | previewReportMonthly () Not Applicable
49 | R1 FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
50 | R1 FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
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case| Role

id | id Tenant | Userid Resource Result

51 |R1 FinanApp | Bob previewReportYearly () Not Applicable
52 | R1 FinanApp | Charles | previewReportYearly () Not Applicable
53 | R1 FinanApp | Bob processChecklist () Not Applicable
54 | R1 FinanApp | Charles | processChecklist () Not Applicable
55| R1 FinanApp | Bob processCloseAccountMonth () Not Applicable
56 | R1 FinanApp | Charles | processCloseAccountMonth () Not Applicable
57 | R1 FinanApp | Bob uploadFile () Not Applicable
58 | R1 FinanApp | Charles | uploadFile () Not Applicable
59 | R1 FinanApp | Bob verifyReport () Not Applicable
60 | R1 FinanApp | Charles | verifyReport () Not Applicable
61 | R2 | AuditApp | Dan addDirectory () Not Applicable
62 | R2 | AuditApp | Dan downloadFile () Not Applicable
63 | R2 | AuditApp | Dan manageCreditor () Not Applicable
64 | R2 | AuditApp | Dan managelncomeTrans () Not Applicable
65 | R2 AuditApp | Dan managePaymentTrans () Not Applicable
66 | R2 | AuditApp | Dan managerDebtor () Not Applicable
67 | R2 | AuditApp | Dan previewFile () Not Applicable
68 | R2 AuditApp | Dan previewReportDailyAccount () Not Applicable
69 | R2 | AuditApp | Dan previewReportMonthly () Not Applicable
70 | R2 | AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
71 | R2 | AuditApp | Dan previewReportYearly () Not Applicable
72 | R2 | AuditApp | Dan processChecklist () Not Applicable
73 | R2 | AuditApp | Dan processCloseAccountMonth () Not Applicable
74 | R2 | AuditApp | Dan uploadFile () Not Applicable
75 | R2 | AuditApp | Dan verifyReport () Not Applicable
76 | R2 | DocApp Alic addDirectory () Not Applicable
77 | R2 | DocApp Alic downloadFile () Not Applicable
78 | R2 DocApp Alic manageCreditor () Not Applicable
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case| Role
id | id Tenant | Userid Resource Result
79 | R2 DocApp Alic managelncomeTrans () Not Applicable
80 | R2 DocApp Alic managePaymentTrans () Not Applicable
81| R2 DocApp Alic managerDebtor () Not Applicable
82 | R2 | DocApp Alic previewFile () Not Applicable
83 | R2 DocApp Alic previewReportDailyAccount () Not Applicable
84 | R2 DocApp Alic previewReportMonthly () Not Applicable
85 | R2 | DocApp Alic previewReportMonthlyAccount () | Not Applicable
86 | R2 DocApp Alic previewReportYearly () Not Applicable
87 | R2 DocApp Alic processChecklist () Not Applicable
88 | R2 DocApp Alic processCloseAccountMonth () Not Applicable
89 | R2 DocApp Alic uploadFile () Not Applicable
90 | R2 DocApp Alic verifyReport () Not Applicable
91 | R2 FinanApp | Bob addDirectory () Not Applicable
92 | R2 FinanApp | Charles | addDirectory () Not Applicable
93 | R2 FinanApp | Bob downloadFile () Not Applicable
94 | R2 FinanApp | Charles | downloadFile () Not Applicable
95| R2 FinanApp | Bob manageCreditor () Not Applicable
96 | R2 FinanApp | Charles | manageCreditor () Not Applicable
97 | R2 FinanApp | Bob managelncomeTrans () Not Applicable
98 | R2 | FinanApp | Charles | managelncomeTrans () Not Applicable
99 | R2 | FinanApp | Bob managePaymentTrans () Not Applicable
100 | R2 FinanApp | Charles | managePaymentTrans () Not Applicable
101 | R2 | FinanApp | Bob managerDebtor () Not Applicable
102 | R2 | FinanApp | Charles | managerDebtor () Not Applicable
103 | R2 | FinanApp | Bob previewFile () Not Applicable
104 | R2 | FinanApp | Charles | previewFile () Not Applicable
105 | R2 FinanApp | Bob previewReportDailyAccount () Not Applicable
106 | R2 FinanApp | Charles | previewReportDailyAccount () Not Applicable
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case| Role
id | id Tenant | Userid Resource Result

107 | R2 FinanApp | Bob previewReportMonthly () Not Applicable
108 | R2 | FinanApp | Charles | previewReportMonthly () Not Applicable
109 | R2 FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
110 | R2 FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
111 | R2 FinanApp | Bob previewReportYearly () Not Applicable
112 | R2 FinanApp | Charles | previewReportYearly () Not Applicable
113 | R2 FinanApp | Bob processChecklist () Not Applicable
114 | R2 FinanApp | Charles | processChecklist () Not Applicable
115 | R2 FinanApp | Bob processCloseAccountMonth () Not Applicable
116 | R2 FinanApp | Charles | processCloseAccountMonth () Not Applicable
117 | R2 | FinanApp | Bob uploadFile () Not Applicable
118 | R2 FinanApp | Charles | uploadFile () Not Applicable
119 | R2 FinanApp | Bob verifyReport () Not Applicable
120 | R2 FinanApp | Charles | verifyReport () Not Applicable
121 | R3 | AuditApp | Dan addDirectory () Not Applicable
122 | R3 | AuditApp | Dan downloadFile () Not Applicable
123 | R3 | AuditApp | Dan manageCreditor () Not Applicable
124 | R3 AuditApp | Dan managelncomeTrans () Not Applicable
125 | R3 | AuditApp | Dan managePaymentTrans () Not Applicable
126 | R3 | AuditApp | Dan managerDebtor () Not Applicable
127 | R3 | AuditApp | Dan previewFile () Not Applicable
128 | R3 | AuditApp | Dan previewReportDailyAccount () Not Applicable
129 | R3 | AuditApp | Dan previewReportMonthly () Not Applicable
130 | R3 | AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
131 | R3 | AuditApp | Dan previewReportYearly () Not Applicable
132 | R3 | AuditApp | Dan processChecklist () Not Applicable
133 | R3 AuditApp | Dan processCloseAccountMonth () Not Applicable
134 | R3 | AuditApp | Dan uploadFile () Not Applicable
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135 | R3 | AuditApp | Dan verifyReport () Not Applicable
136 | R3 DocApp Alic addDirectory () Not Applicable
137 | R3 DocApp Alic downloadFile () Permit

138 | R3 DocApp Alic manageCreditor () Not Applicable
139 | R3 DocApp Alic managelncomeTrans () Not Applicable
140 | R3 DocApp Alic managePaymentTrans () Not Applicable
141 | R3 DocApp Alic managerDebtor () Not Applicable
142 | R3 DocApp Alic previewFile () Permit

143 | R3 DocApp Alic previewReportDailyAccount () Not Applicable
144 | R3 DocApp Alic previewReportMonthly () Not Applicable
145 | R3 | DocApp Alic previewReportMonthlyAccount () | Not Applicable
146 | R3 DocApp Alic previewReportYearly () Not Applicable
147 | R3 DocApp Alic processChecklist () Not Applicable
148 | R3 DocApp Alic processCloseAccountMonth () Not Applicable
149 | R3 DocApp Alic uploadFile () Not Applicable
150 | R3 DocApp Alic verifyReport () Not Applicable
151 | R3 FinanApp | Bob addDirectory () Not Applicable
152 | R3 FinanApp | Charles | addDirectory () Not Applicable
153 | R3 FinanApp | Bob downloadFile () Not Applicable
154 | R3 FinanApp | Charles | downloadFile () Not Applicable
155 | R3 | FinanApp | Bob manageCreditor () Not Applicable
156 | R3 FinanApp | Charles | manageCreditor () Not Applicable
157 | R3 | FinanApp | Bob managelncomeTrans () Not Applicable
158 | R3 | FinanApp | Charles | managelncomeTrans () Not Applicable
159 | R3 | FinanApp | Bob managePaymentTrans () Not Applicable
160 | R3 | FinanApp | Charles | managePaymentTrans () Not Applicable
161 | R3 FinanApp | Bob managerDebtor () Not Applicable
162 | R3 | FinanApp | Charles | managerDebtor () Not Applicable
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163 | R3 FinanApp | Bob previewFile () Not Applicable
164 | R3 FinanApp | Charles | previewFile () Not Applicable
165 | R3 FinanApp | Bob previewReportDailyAccount () Not Applicable
166 | R3 FinanApp | Charles | previewReportDailyAccount () Not Applicable
167 | R3 FinanApp | Bob previewReportMonthly () Not Applicable
168 | R3 FinanApp | Charles | previewReportMonthly () Not Applicable
169 | R3 | FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
170 | R3 FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
171 | R3 FinanApp | Bob previewReportYearly () Not Applicable
172 | R3 FinanApp | Charles | previewReportYearly () Not Applicable
173 | R3 FinanApp | Bob processChecklist () Not Applicable
174 | R3 FinanApp | Charles | processChecklist () Not Applicable
175 | R3 FinanApp | Bob processCloseAccountMonth () Not Applicable
176 | R3 FinanApp | Charles | processCloseAccountMonth () Not Applicable
177 | R3 FinanApp | Bob uploadFile () Not Applicable
178 | R3 FinanApp | Charles | uploadFile () Not Applicable
179 | R3 FinanApp | Bob verifyReport () Not Applicable
180 | R3 FinanApp | Charles | verifyReport () Not Applicable
181 | R4 | AuditApp | Dan addDirectory () Not Applicable
182 | R4 | AuditApp | Dan downloadFile () Not Applicable
183 | R4 | AuditApp | Dan manageCreditor () Not Applicable
184 | R4 | AuditApp | Dan managelncomeTrans () Not Applicable
185 | R4 | AuditApp | Dan managePaymentTrans () Not Applicable
186 | R4 | AuditApp | Dan managerDebtor () Not Applicable
187 | R4 | AuditApp | Dan previewFile () Not Applicable
188 | R4 | AuditApp | Dan previewReportDailyAccount () Not Applicable
189 | R4 | AuditApp | Dan previewReportMonthly () Not Applicable
190 | R4 AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
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191 | R4 | AuditApp | Dan previewReportYearly () Not Applicable
192 | R4 | AuditApp | Dan processChecklist () Not Applicable
193 | R4 AuditApp | Dan processCloseAccountMonth () Not Applicable
194 | R4 | AuditApp | Dan uploadFile () Not Applicable
195 | R4 | AuditApp | Dan verifyReport () Not Applicable
196 | R4 DocApp Alic addDirectory () Not Applicable
197 | R4 DocApp Alic downloadFile () Not Applicable
198 | R4 DocApp Alic manageCreditor () Not Applicable
199 | R4 DocApp Alic managelncomeTrans () Not Applicable
200 | R4 DocApp Alic managePaymentTrans () Not Applicable
201 | R4 DocApp Alic managerDebtor () Not Applicable
202 | R4 DocApp Alic previewFile () Not Applicable
203 | R4 DocApp Alic previewReportDailyAccount () Not Applicable
204 | R4 DocApp Alic previewReportMonthly () Not Applicable
205 | R4 DocApp Alic previewReportMonthlyAccount () | Not Applicable
206 | R4 DocApp Alic previewReportYearly () Not Applicable
207 | R4 DocApp Alic processChecklist () Not Applicable
208 | R4 DocApp Alic processCloseAccountMonth () Not Applicable
209 | R4 DocApp Alic uploadFile () Not Applicable
210 | R4 DocApp Alic verifyReport () Not Applicable
211 | R4 | FinanApp | Bob addDirectory () Not Applicable
212 | R4 FinanApp | Charles | addDirectory () Not Applicable
213 | R4 | FinanApp | Bob downloadFile () Not Applicable
214 | R4 | FinanApp | Charles | downloadFile () Not Applicable
215 | R4 | FinanApp | Bob manageCreditor () Permit

216 | R4 | FinanApp | Charles | manageCreditor () Not Applicable
217 | R4 | FinanApp | Bob managelncomeTrans () Permit

218 | R4 | FinanApp | Charles | managelncomeTrans () Not Applicable
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219 | R4 FinanApp | Bob managePaymentTrans () Not Applicable
220 | R4 FinanApp | Charles | managePaymentTrans () Not Applicable
221 | R4 FinanApp | Bob managerDebtor () Permit

222 | R4 FinanApp | Charles | managerDebtor () Not Applicable
223 | R4 FinanApp | Bob previewFile () Not Applicable
224 | R4 FinanApp | Charles | previewFile () Not Applicable
225 | R4 FinanApp | Bob previewReportDailyAccount () Not Applicable
226 | Rd FinanApp | Charles | previewReportDailyAccount () Not Applicable
227 | R4 | FinanApp | Bob previewReportMonthly () Not Applicable
228 | Rd FinanApp | Charles | previewReportMonthly () Not Applicable
229 | R4 | FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
230 | R4 FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
231 | R4 FinanApp | Bob previewReportYearly () Not Applicable
232 | R4 FinanApp | Charles | previewReportYearly () Not Applicable
233 | R4 FinanApp | Bob processChecklist () Not Applicable
234 | R4 FinanApp | Charles | processChecklist () Not Applicable
235 | R4 FinanApp | Bob processCloseAccountMonth () Not Applicable
236 | R4 FinanApp | Charles | processCloseAccountMonth () Not Applicable
237 | R4 FinanApp | Bob uploadFile () Not Applicable
238 | R4 FinanApp | Charles | uploadFile () Not Applicable
239 | R4 FinanApp | Bob verifyReport () Not Applicable
240 | R4 FinanApp | Charles | verifyReport () Not Applicable
241 | R5 | AuditApp | Dan addDirectory () Not Applicable
242 | R5 | AuditApp | Dan downloadFile () Not Applicable
243 | R5 | AuditApp | Dan manageCreditor () Not Applicable
244 | R5 | AuditApp | Dan managelncomeTrans () Not Applicable
245 | R5 AuditApp | Dan managePaymentTrans () Not Applicable
246 | R5 | AuditApp | Dan managerDebtor () Not Applicable
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247 | R5 | AuditApp | Dan previewFile () Not Applicable
248 | R5 | AuditApp | Dan previewReportDailyAccount () Not Applicable
249 [R5 | AuditApp | Dan previewReportMonthly () Not Applicable
250 | R5 AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
251 [R5 | AuditApp | Dan previewReportYearly () Not Applicable
252 | R5 | AuditApp | Dan processChecklist () Not Applicable
253 | R5 | AuditApp | Dan processCloseAccountMonth () Not Applicable
254 | R5 | AuditApp | Dan uploadFile () Not Applicable
255 | R5 AuditApp | Dan verifyReport () Not Applicable
256 | R5 DocApp Alic addDirectory () Not Applicable
257 | R5 DocApp Alic downloadFile () Not Applicable
258 | R5 DocApp Alic manageCreditor () Not Applicable
259 | R5 DocApp Alic managelncomeTrans () Not Applicable
260 | R5 DocApp Alic managePaymentTrans () Not Applicable
261 | R5 DocApp Alic managerDebtor () Not Applicable
262 | R5 DocApp Alic previewFile () Not Applicable
263 | RS DocApp Alic previewReportDailyAccount () Not Applicable
264 | R5 DocApp Alic previewReportMonthly () Not Applicable
265 | R5 DocApp Alic previewReportMonthlyAccount () | Not Applicable
266 | R5 DocApp Alic previewReportYearly () Not Applicable
267 | R5 DocApp Alic processChecklist () Not Applicable
268 | R5 DocApp Alic processCloseAccountMonth () Not Applicable
269 | R5 DocApp Alic uploadFile () Not Applicable
270 | R5 DocApp Alic verifyReport () Not Applicable
271 | R5 | FinanApp | Bob addDirectory () Not Applicable
272 | R5 FinanApp | Charles | addDirectory () Not Applicable
273 | R5 FinanApp | Bob downloadFile () Not Applicable
274 | R5 FinanApp | Charles | downloadFile () Not Applicable
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275 | R5 FinanApp | Bob manageCreditor () Not Applicable
276 | R5 FinanApp | Charles | manageCreditor () Not Applicable
277 | R5 FinanApp | Bob managelncomeTrans () Not Applicable
278 | R5 FinanApp | Charles | managelncomeTrans () Not Applicable
279 | R5 FinanApp | Bob managePaymentTrans () Not Applicable
280 | R5 FinanApp | Charles | managePaymentTrans () Permit

281 | R5 FinanApp | Bob managerDebtor () Not Applicable
282 | R5 FinanApp | Charles | managerDebtor () Not Applicable
283 | R5 FinanApp | Bob previewFile () Not Applicable
284 | R5 FinanApp | Charles | previewFile () Not Applicable
285 | R5 FinanApp | Bob previewReportDailyAccount () Not Applicable
286 | R5 FinanApp | Charles | previewReportDailyAccount () Permit

287 | R5 FinanApp | Bob previewReportMonthly () Not Applicable
288 | R5 FinanApp | Charles | previewReportMonthly () Not Applicable
289 | RS FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
290 | R5 FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
291 | R5 FinanApp | Bob previewReportYearly () Not Applicable
292 | RS FinanApp | Charles | previewReportYearly () Not Applicable
293 | R5 FinanApp | Bob processChecklist () Not Applicable
294 | R5 FinanApp | Charles | processChecklist () Not Applicable
295 | R5 FinanApp | Bob processCloseAccountMonth () Not Applicable
296 | R5 | FinanApp | Charles | processCloseAccountMonth () Permit

297 | R5 FinanApp | Bob uploadFile () Not Applicable
298 | R5 FinanApp | Charles | uploadFile () Not Applicable
299 | R5 FinanApp | Bob verifyReport () Not Applicable
300 | R5 FinanApp | Charles | verifyReport () Not Applicable
301 | R6 | AuditApp | Dan addDirectory () Not Applicable
302 | R6 | AuditApp | Dan downloadFile () Not Applicable
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303 | R6 | AuditApp | Dan manageCreditor () Not Applicable
304 | R6 | AuditApp | Dan managelncomeTrans () Not Applicable
305 | R6 | AuditApp | Dan managePaymentTrans () Not Applicable
306 | R6 | AuditApp | Dan managerDebtor () Not Applicable
307 | R6 | AuditApp | Dan previewFile () Not Applicable
308 | R6 AuditApp | Dan previewReportDailyAccount () Not Applicable
309 | R6 | AuditApp | Dan previewReportMonthly () Not Applicable
310 | R6 AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
311 | R6 | AuditApp | Dan previewReportYearly () Not Applicable
312 | R6 | AuditApp | Dan processChecklist () Not Applicable
313 | R6 | AuditApp | Dan processCloseAccountMonth () Not Applicable
314 | R6 | AuditApp | Dan uploadFile () Not Applicable
315 | R6 | AuditApp | Dan verifyReport () Not Applicable
316 | R6 DocApp Alic addDirectory () Not Applicable
317 | R6 DocApp Alic downloadFile () Not Applicable
318 | R6 DocApp Alic manageCreditor () Not Applicable
319 | R6 DocApp Alic managelncomeTrans () Not Applicable
320 | R6 DocApp Alic managePaymentTrans () Not Applicable
321 | R6 DocApp Alic managerDebtor () Not Applicable
322 | R6 | DocApp Alic previewFile () Not Applicable
323 | R6 | DocApp Alic previewReportDailyAccount () Not Applicable
324 | R6 DocApp Alic previewReportMonthly () Not Applicable
325 | R6 | DocApp Alic previewReportMonthlyAccount () | Not Applicable
326 | R6 | DocApp Alic previewReportYearly () Not Applicable
327 | R6 | DocApp Alic processChecklist () Not Applicable
328 | R6 | DocApp Alic processCloseAccountMonth () Not Applicable
329 | R6 DocApp Alic uploadFile () Not Applicable
330 | R6 | DocApp Alic verifyReport () Not Applicable
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331 | R6 FinanApp | Bob addDirectory () Not Applicable
332 | R6 FinanApp | Charles | addDirectory () Not Applicable
333 | R6 FinanApp | Bob downloadFile () Not Applicable
334 | R6 | FinanApp | Charles | downloadFile () Not Applicable
335 | R6 FinanApp | Bob manageCreditor () Not Applicable
336 | R6 FinanApp | Charles | manageCreditor () Not Applicable
337 | R6 FinanApp | Bob managelncomeTrans () Not Applicable
338 | R6 FinanApp | Charles | managelncomeTrans () Not Applicable
339 | R6 FinanApp | Bob managePaymentTrans () Not Applicable
340 | R6 FinanApp | Charles | managePaymentTrans () Not Applicable
341 | R6 FinanApp | Bob managerDebtor () Not Applicable
342 | R6 FinanApp | Charles | managerDebtor () Not Applicable
343 | R6 FinanApp | Bob previewFile () Not Applicable
344 | R6 FinanApp | Charles | previewFile () Not Applicable
345 | R6 FinanApp | Bob previewReportDailyAccount () Not Applicable
346 | R6 FinanApp | Charles | previewReportDailyAccount () Not Applicable
347 | R6 FinanApp | Bob previewReportMonthly () Not Applicable
348 | R6 FinanApp | Charles | previewReportMonthly () Not Applicable
349 | R6 FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
350 | R6 | FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
351 | R6 | FinanApp | Bob previewReportYearly () Not Applicable
352 | R6 FinanApp | Charles | previewReportYearly () Not Applicable
353 | R6 | FinanApp | Bob processChecklist () Not Applicable
354 | R6 | FinanApp | Charles | processChecklist () Not Applicable
355 | R6 FinanApp | Bob processCloseAccountMonth () Not Applicable
356 | R6 FinanApp | Charles | processCloseAccountMonth () Not Applicable
357 | R6 FinanApp | Bob uploadFile () Not Applicable
358 | R6 FinanApp | Charles | uploadFile () Not Applicable
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359 | R6 FinanApp | Bob verifyReport () Not Applicable
360 | R6 FinanApp | Charles | verifyReport () Not Applicable
361 | R7 | AuditApp | Dan addDirectory () Not Applicable
362 | R7 | AuditApp | Dan downloadFile () Not Applicable
363 | R7 | AuditApp | Dan manageCreditor () Not Applicable
364 | R7 AuditApp | Dan managelncomeTrans () Not Applicable
365 | R7 | AuditApp | Dan managePaymentTrans () Not Applicable
366 | R7 | AuditApp | Dan managerDebtor () Not Applicable
367 | R7 | AuditApp | Dan previewFile () Not Applicable
368 | R7 AuditApp | Dan previewReportDailyAccount () Not Applicable
369 | R7 | AuditApp | Dan previewReportMonthly () Permit

370 | R7 | AuditApp | Dan previewReportMonthlyAccount () | Not Applicable
371 | R7 | AuditApp | Dan previewReportYearly () Permit

372 | R7 | AuditApp | Dan processChecklist () Permit

373 | R7 AuditApp | Dan processCloseAccountMonth () Not Applicable
374 | R7 | AuditApp | Dan uploadFile () Not Applicable
375 | R7 | AuditApp | Dan verifyReport () Permit

376 | R7 DocApp Alic addDirectory () Not Applicable
377 | R7 DocApp Alic downloadFile () Not Applicable
378 | R7 | DocApp Alic manageCreditor () Not Applicable
379 | R7 | DocApp Alic managelncomeTrans () Not Applicable
380 | R7 | DocApp Alic managePaymentTrans () Not Applicable
381 | R7 | DocApp Alic managerDebtor () Not Applicable
382 | R7 | DocApp Alic previewFile () Not Applicable
383 | R7 | DocApp Alic previewReportDailyAccount () Not Applicable
384 | R7 | DocApp Alic previewReportMonthly () Not Applicable
385 | R7 DocApp Alic previewReportMonthlyAccount () | Not Applicable
386 | R7 | DocApp Alic previewReportYearly () Not Applicable
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387 | R7 DocApp Alic processChecklist () Not Applicable
388 | R7 DocApp Alic processCloseAccountMonth () Not Applicable
389 | R7 DocApp Alic uploadFile () Not Applicable
390 | R7 DocApp Alic verifyReport () Not Applicable
391 | R7 FinanApp | Bob addDirectory () Not Applicable
392 | R7 FinanApp | Charles | addDirectory () Not Applicable
393 | R7 FinanApp | Bob downloadFile () Not Applicable
394 | R7 FinanApp | Charles | downloadFile () Not Applicable
395 | R7 FinanApp | Bob manageCreditor () Not Applicable
396 | R7 FinanApp | Charles | manageCreditor () Not Applicable
397 | R7 FinanApp | Bob managelncomeTrans () Not Applicable
398 | R7 FinanApp | Charles | managelncomeTrans () Not Applicable
399 | R7 FinanApp | Bob managePaymentTrans () Not Applicable
400 | R7 FinanApp | Charles | managePaymentTrans () Not Applicable
401 | R7 FinanApp | Bob managerDebtor () Not Applicable
402 | R7 FinanApp | Charles | managerDebtor () Not Applicable
403 | R7 FinanApp | Bob previewFile () Not Applicable
404 | R7 FinanApp | Charles | previewFile () Not Applicable
405 | R7 FinanApp | Bob previewReportDailyAccount () Not Applicable
406 | R7 | FinanApp | Charles | previewReportDailyAccount () Not Applicable
407 | R7 | FinanApp | Bob previewReportMonthly () Not Applicable
408 | R7 FinanApp | Charles | previewReportMonthly () Not Applicable
409 | R7 | FinanApp | Bob previewReportMonthlyAccount () | Not Applicable
410 | R7 | FinanApp | Charles | previewReportMonthlyAccount () | Not Applicable
411 | R7 FinanApp | Bob previewReportYearly () Not Applicable
412 | R7 | FinanApp | Charles | previewReportYearly () Not Applicable
413 | R7 FinanApp | Bob processChecklist () Not Applicable
414 | R7 | FinanApp | Charles | processChecklist () Not Applicable
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415 | R7 FinanApp | Bob processCloseAccountMonth () Not Applicable
416 | R7 FinanApp | Charles | processCloseAccountMonth () Not Applicable
417 | R7 FinanApp | Bob uploadFile () Not Applicable
418 | R7 FinanApp | Charles | uploadFile () Not Applicable
419 | R7 FinanApp | Bob verifyReport () Not Applicable
420 | R7 FinanApp | Charles | verifyReport () Not Applicable
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