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ABSTRACT

A cluster of virtual machines is a common platform for running MPI
applications in cloud computing environments. However, most traditional methods to
provide fault tolerance to these applications are not fully transparent and require
specific, checkpointing-enabled MPI software. This thesis presents A Coordinated
Checkpointing for Cluster of Virtual Machines using Barrier Synchronization and Time
Virtualization, namely the Virtual Cluster Checkpoint-Restart (VCCR), to perform
checkpoint and restart operations at hypervisor-level. VCCR is highly transparent to MPI
applications and guest OS. In VCCR, a software framework consisting of a controller
and agent processes is created to perform checkpoint and restart operations for the
entire cluster. The checkpoint and restart protocols of VCCR are designed based on
the principles of barrier synchronization and virtual time to maintain global consistency
and efficiency. We have developed a prototype of VCCR on top the QEMU-KVM

software and conducted experiments using NAS Parallel Benchmark. Experimental
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results confirm that VCCR can correctly and efficiently checkpoint and restart a cluster

of virtual machines.
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1.3.1 YA munllssn (Assumptions)

(1) muualinarveswsas VM dnanduvesiiies 15enan “Virtual Time”
LAZADILANANDINIAUBY Host

(2) fvualsislefinisyih Snapshot U1 Virtual Time 9zdiosmgaiiu

(3) o VM NYAVNATU kA7 Virtual Time 9eABINgALAY

(4) \ile VM gn¥inms Resume ¥ide Restart M39ianu uda Virtual Time 4z
LAURD

1.3.2 auuAgu (Hypothesis)

(1) n15%1 Barrier Synchronization Tu Virtual Cluster @u15aUe9Auns
\Andeynn Inconsistent Global State e

(2) Checkpoint Protocol @1815099n150115%1 Coordinated Checkpoint
UUIEUU Virtual Cluster laagegnsias

(3) Restart Protocol @1119099N15119%11 Restart 994 Virtual Cluster 310
Checkpoint lpgiegnsias

() Checkpoint Protocol @111508nn15L@81281999 TCP Protocol 81
{loenann TCP Backoff léeeefiusyansnn

(5) Restart Protocol @1u150aan1stdsailunisyinaiuaes TCP Protocol

9uLil99191n TCP Backoff laagnefiuszansain

1.4 YAULVHVDIUIY

1.4.1 spuudilsiannsadndu TCP Messages fdosasyaguu Virtual Network
Tuszninan199in Checkpoint 1o

1.4.2 s3uudslsiannnsadindu UDP Messages fidesansoguu Virtual Network
Tuszn119n1591 Checkpoint 191

1.4.3 syuudslianansaii Live Checkpointing 1o
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1.5 993MNAVDIIUIY

dnsuanmwindenveanuideagyinimeasdagliiaies Server a3auu 2
ww50d lneusznaulume Virtual Cluster susglunianvesiesiilulandiumlaewenidu

dAs¥PaNANIAI1939 (Actual Time) M38n71 Virtual Time

1.5.1 98910AN19A1U Hardware

(1) Host Server S1uIU 2 1A3BS
(2) Network Switch a7u7u 1 1A3es AU 10Gbps wag 100Mbps

1.5.2 98910AN19A1U Hardware

(1) QEMU KVM: sguuae Implement vieldarusaufu QEMU-KVM
Hypervisor wi’ﬂfu

(2) Host/Guest OS: sguuaglt Ubuntu OS version 14.04.5 TLS

(3) Software Defined Network: szuuagld OpenVSwitch Tun1541 Virtual
Network nmeluszuu

(4) Python 3.5: 5¥UU Framework agWaiunuu Python 3.5 ui Ubuntu OS

aunsaaiuayuane AP Nianunsnsesiuiu Version 3.5 Wity

1.6 Uselavunaininazlasu

1.6.1 seuvaunsadaanunsiin Inconsistent Global State wagnni1sal The
Domino Effect Tun15911 Checkpoint/Restart wuulUsdla uu Virtual Cluster o

1.6.2 S¥UVAINNTOANTYEELIAINITINADNG1T0 VM TusEninan15¥i
Checkpoint/Restart wuulussla uu Virtual Cluster I§unndetu

163 58UVUATUITAANTLELLIAINITLAM TCP Backoff 91AN15%1
Checkpoint/Restart wuulusdla uu Virtual Cluster I§undetu

L6.4 szuvarNnTanduuIinaudelaegiagnies naea1ndnasvi

Checkpoint/Restart wuulussla uu Virtual Cluster
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2.1 Anuiinuguuazngeiineidas

2.1.1 Global State

Global State [2] A® state U9 processes NNIITULUVUTUIULALHNTS

a J = Y 1 = A IS Q a dy 1 N IS
fnredearsnuluyisiainile Wedinns checkpoint tAnAuluseni199 process in1g
Anmedaasiu 813Vl global state Alaiaunsaldeiula M3enan Inconsistent Global
State Fsvunefufaunnisainliaenedesiuaudusss wu szuuldvinnis checkpoint 9
P1 war P2 aluseninalu P1 lavinisds message WU P2 lagd P1 lagn checkpoint
< : | a o 1 al (9] Yo | d'
LFIFUNDUVIILYINANTES message UUn C(1,0) warluvagediu P2 Tasu message NBUN
389N checkpoint N19n C(2,0) n&19nUY P2 tindaranatnvilildaiunsavinanusiels 3
Fududae Roll-back nduluda C(1,0) war C(2,0) wiadaunduluinaudeanniy dslunsdl
AaNana AgvinbAAR Inconsistent Global State 1189310 P2 Huldsu message % P1 dslyla

dspanludsliannndasiuanuiduase vilnliaiunsaldau Global state fla

Consistent state Inconzistent state

mwﬁ 1.1 (a) Consistent Global State Cut wag (b) Inconsistent Global State Cut
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2.1.2 Stable Storage

Tagunfuallilesyuuyinnis checkpoint avdpsirluiivlifvasndouay

v

anunsanmuseauRanalnla luanuduasaal Stable Storage Wulleeuusssualy

o w a a 14 1 1%

Fenanuiliu checkpoint file 3edayaddnfiAsadosdenisgAuseuy 1wy event log
files ¥ messages figndsszning processes Lusiu Gedayamariigninluifiuuy disk
storage Snvianniia lae Stable Storage ﬁuﬁLwﬂﬁﬂmiﬁﬂﬂ%@jwmagﬂLLUU iy lussuud
191U Single failure ﬁ]ﬂﬁlﬁwﬁagaawu Volatile memory (Borg et al. 1989; Johnson Lag
Zwaenepoel 1987) [3] druszuuiidedldiu transient failures aziuliuu local disk vo4
host dm3uszuuiiiu non-transient failures azdoafudoyaliiilag Tnssedlsioguu host

'
o

5unuey

2.1.3 Garbage Collection

9991 9NNATINEIININTT checkpoint s ldanunsasladnnnludluaiuise
UldlddAuszuuldlaeiilifia Inconsistent Global State @saznateiu Checkpoint #ilal

v = a

Hudselosnazsinldiin Overhead uazduUdeminennsegnann sejussdinisandu
Algorithm tAgafun1sanuSuia checkpoint #laliduussloviimani Tnen1sdumn
Consistent set U893 checkpoint mﬁi’fﬁmd’lqm fi3uni1 Recovery Line (Randell 1975) [3]
wagvhmsaudoyafiAnnoumamsaiiianue ilvianu3ina checkpoint filsidutsslovd

aantdla

2.1.4 Checkpoint-Based Rollback Recovery

91nn15AN¥1U8S (Elnozahy, Alvisi, Wang, & Johnson, 2002, p.7) [3] 14
AnwmadiansAum Consistent Global State fen15{AUSEUVAINNS checkpoint Bslel
druuninadaoentdu 3Uszian Leun Uncoordinated Checkpoint, Coordinated

Checkpoint wag Communication-induced Checkpoint
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2.1.4.1 Uncoordinated Checkpoint

[ a . A ! [y o . 1

WWuwalinns checkpoint Inefiuaay process Lunfiuyin checkpoint 8819
Hudasy lnglaf1flefian1sdea135ening process uanaiananaiienaagyinliinnig
checkpoint Mlaiiduvsglerudwauannuazileniainlaym Inconsistent Global State @3

a1aduanveyinliiin The Domino Effect anusnlel

The Domino Effect

aunAfisinlfiAn The Domino Effect (Randell 1975) [3] ilosannsyuulsl
a11150v11m15 Rollback nduluds Global State fiusznauludae Consistent Global State
favald qugavhefoinduluiFuduszuud Initial State lusivianun 99namil 2.1 wansli
Lﬁuﬁqm&;midﬁﬁ’ﬂﬁﬁm Domino Effect nanafie P1 way P2 leiin1shndedeastuuazyi
n13 checkpoint WWuszeze gaving P2 tindgynvinlvises rollback naulugs checkpoint
aam C(1,3) wag C(2,3) Lwil,ﬁaﬂé’u"l,ﬂaﬁ checkpoint @1gAv84 P2 (C(2,3)) Ys1ng3Lin
Inconsistent Global State 1iasa1n P2 165U m fawdl P1 azvhnsds vl P2 dasdfoundu
LU C(2,2) titelailfiAn Inconsistent Global State Tuvazifiaafu Tuga C(1,3) loifin
Inconsistent Global State Wuliieniy tesan P1 1650 m’ Aeuit P2 azvinisds faduds
#eadaundululdyn checkpoint neuntin 91nn waziiulédn ilefin1sdeu checkpoint
ndulunnadsagiiin Inconsistent Global State inTusisnun gavhedasoandulududulml

ﬁ@ﬂ Initial State

_ Initial state Checkpoint
V4 A

P1 1 1
7 LA 4T 4 \
;% [ /

o
-

\ \ \ \
T . \
P2 / v </ | w4/ \}'\1

AWl 2.1 wnnsal Domino Effect
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2.1.4.2 Coordinated Checkpoint

99nN15ANY1989 Chandy uaz Lamport (1985) [3] ¥inl#38n1sdaunsa
Jasfun1siin Domino Effect lélneld Process fivimiiinesUszauauiiionsivaay
Consistent Global State Tun19%1 Checkpoint lagiang Tumediaiiusiay Process a9
N157AUIIN checkpoint dwqmaqﬁaﬁmauvhﬁgu %9 Permanent checkpoint 284usiaz
Process fwﬁrﬂmL.Lﬁé'ulﬁmwi’nfuLLaz%gmﬁuﬁuu Stable Storage agnsUannde wishaz

fifeidefaiin Overhead gauazyhlimAneauaidilunig Checkpoint 1ntu Fednludod

n13v1 Garbage Collection Liteandayanlildsnusenluse

A NAsslunsInes Tamir wag Sequin 1984 [3] launauelinisUanu

¥

N1580a13581I19N15v Checkpoint Fadumaiianis checkpoint Tnedl Coordinator tdug

U

Uszauaulunisyin Checkpoint lagagyiniinfinszany Request message LU Process

'
=

Favmpiilevari Checkpoint w¥sanifu Process WNYANTYINNULAE flush F8an1Tdeans
Waruaudass Acknowledgermnent nduly 1le Coordinator 185y ACK asuvivuaugafiayii
n15d9 Message lUuon Process anan31n15 Checkpoint ﬁ?ma%aauuﬁmﬂué”a o
Checkpoint flananlaziluiiies Checkpoint Fansrintu wdsaniuusias Process 951
1381 checkpoint HuLAULY udatin Checkpoint Faas1aluiAuliunu gaving Process
MunzS U egBasTLazTIN AR TumNUNR Fentsvhednuasiasi
A Overhead Aaudnags AufudeiidnTBnsuilsiusuusslunmsan Overhead widniu Ao

Non-blocking Checkpoint Coordination (Elnozahy et al. 1992) [3]

2.1.4.3 Non-blocking Checkpoint Coordination

Mndamdinanisdiinistauniuuunslidniunisdosstum uinng
Jageanisdearsluvaezsinns checkpoint 81932¥1%iAn Checkpoint Inconsistency
Fuanlg Fanndt 2.2 (a) Seflnnsduwldn Distributed snapshot (Chandy wag Lamport
1985) [3] ¥unld danndl 2.2 (b) Ae Initiator %1115 Broadcast Checkpoint Request 7
Fenin Markers 1Ugane Process vidsantiuiladl Process Taldsu Marker Suusnud fiay

NSUNTA Marker lA5UWA1 Broadcast 1U§s Process dusqnoufiagyinni1sas Message m

=

971 Application s Protocol Hzanunsainnulagnsesisaliedeaniansdearsiu FIFO

= a

] & = v 1 4 I 1 o aa v 1 1%
WNUY G901UNNTBININITADANTLUUKUY non-FIFO %lmmmsmnﬁmmanlm N

Ref. code: 25605809035271DZF



12

nsAnwuiuAnlaelels Piggybacked (Lai way Yang 1987) [3] witelainisainisninan
Tldiudean1anisdeansidu non-FIFO 1 denan (o) Taeiin Marker %1 PO Tasuann
Initiator d@slunseniu Message m il P1 145U Marker w1395 Checkpoint neauiiag

5U m wietesiulallifiin Checkpoint Inconsistency

Initiator Initiator Initiator
e . i checkpoint reguest
i . checkpoint request Lo .__cgeclgmmr request fpo q
Py CU:I L . Py CO:I :"-_ Py CO:I
Py P Py
Cix Cix
(2) ()]

Al 2.2 N139191uYes Coordinate Checkpointing

2.1.4.4 Communication-induced Checkpoint

=

Wananides Domino Effect Inglaisidudaslit Process fnsadnaisiu 3

€

N19WAIU1 Communication-induced Checkpoint protocol (CIC) %{um Fanafdaiay
Usznouluaie Checkpoint agapeUseLAnAe Local checkpoint wag Forced checkpoint
Taedi Local checkpoint az1dunsii Checkpoint ag199@s¥lulfag Process @1 Forced
checkpoint %Qﬂﬁ%ﬁm’]aqﬁ’umﬂﬁm Useless checkpoint Tnasuuseiuinazdeaduluniu
nalnawes Recovery line \lo391n Useless checkpoint sglifnradudiuniaveg

Consistent Global State Ailuawnyiliiin Overhead wazduidomsnens

Tun15vn191uves Protocol Hagluldnsinnedoassening Process winly
Message WLABLUUNANITV1 Piggy-backed Uu Coordinate Checkpointing d1%3uUn1%
Andulavin Force checkpoint @9azdusgiutayavain1sdealsiusening Process U89

Y

Receiver lagagyitnsiwinimzuiuuivilliiiin Useless checkpoint wagdindwlavin Force

checkpoint Wevangguiuumina deguuvunisandulatigniaunlaeiiugiuiiain z-

Path wag Z-Circle
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Coo ot Coz
—1

’ \ml \ms
C10 €11 €12 3
N i i

m M, [ s
€20 ’ €11 : C12 C23
| | i —

mwﬁ 2.3 Z-Part tag Z-Circle

Z-Path (Zigzag path) fi LduUN13909 Messages flLoudofuszning
Checkpoint @899a 9nAW 2.3 zuiulean fin1sds Message [m1, m2] uaz [m3, md] 910
C(0,1) WU C(2,2) ilinanendu Z-Path senina C0,1) waz C(2,2)

' (%
v a

Z-Circle fig Z-Part N1119AL5uAULALYAAUGAN Checkpoint UY Process

4 14

Feafu 39 Netzer wag Xu [3] VRRRENTE DI PR Checkpointimqﬁu%tﬂu Useless
Checkpoint fisiaiile Checkpoint Fuudunisves Z-Circle fufumndeanissuusziuin
axllliAn Useless Checkpoint A axdashifl Z-part Tananeilu Z-Circle 9nandi 2.3 a¢
Wuldan C(2,2) Asegun Z-Part [m5, m3, ma] Fafudiumilsves Z-Circle w0 C(0,2) ¥ilH

C(2,2) nanendu Useless Checkpoint
2.2 Wsunsuganausuazimnalulad (Software and Technology)

2.2.1 QEMU-KVM Hypervisor

KVM Hypervisor (Kernel-base Virtual Machine) [12] 101 szuuu3n1sdnng
¥1981U Virtual Machine fiaunsagenunain KVM & Software fananaidodn QEMU &4
Warunlay RedHat 413U KVM Saaiaud@ Full Virtualization Aanu130¥inanusiudy
anndnenssu x86 Aisesiun1svh Virtualization Tusesu Hardware 8819 Intel VT wio AMD-
V leiagnaf vili Virtual Machine Monitor (VMM) @13150A7UANIANISNSNEINTUL Host
05 I¥undatu waz KM Seanunsavhausauiunaisq VMs uu Host tadeaieningll

Tududaainisudlalvd OS Image Bnse
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2.2.2 Software Defined Network (SDN)

neIelasianuaulalunisdunalulad Software Defined Network 1131
Frglunisaupunsinavesfoyanasnisdaivdoya Frame Niaosaguu Network Tiuld

UU Stable Storage lagzainundu

SON uuwfanidsimduuiladymauadnnisssuunietiefigaenn 39
maslasuanutiouedrauntudagdu andyninisidnda Network uagnisaiuau Flow
Control vililfinkuIAANITNI Software Network Mia1315a fivua vse TUsUATH Yuan

audigldienis Fadufinnvesdnin Software-defined Network auufnilldvinliinnas

(% '
v Y =

wsseududoyadionit Control Plane Faduszuduiimuaudunisnisivavesdoya
ua Data Plane \uspduturasdoya Tunives SDN azmuaunsinavesiayalasyily
Centralize Control s s3UsIMIAIUANLATEYETRBgluALFed ilanuRuToyanaiesy
data plane lag#l Control-plan agsjaiiuluinsidnluaiuau State vugunsalildlunis
AUAY data-plane lagAsa 1u Route vde Switch Wudh Tagru AP flanansolusunsuls

38A71 OpenFlow

Device A Device A Device B
Vendor A Vendor B Vender C
Control plane Control plane Pre-SDN
Data plane Data plane Data plane
Control plane
Device A Device A Device B SDN
Vendor A Vendor B Vendor C
] Data plane l [ Data plane l | Data plane

AN 2.4 WEAAIANULANANGSENING Pre-SDN wag SDN

2.2.1.1 OpenFlow

OpenFlow 18u Protocol 1¥1191u520AU Virtual Switch svimdnfiaaugu
dunnsnistnavesdoyadirinu Virtual Switch 1 lnauszneuludie ansafiiu Rules w3e
weulvlunislvaves Packets fvndl Packets flvaltiuinssanueulylunisieiang

Packets HuazgnunlUN1sam1aiaulyves OpenFlow lagazdl Action 19 LYu
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¥ £% '
= 1 v A

Dropping, Forwarding %30 Flooding packets \iusu fusgiunisnsdoulvvesld eld
wweaunsat OpenFlow Tl duldie Router, Switch nieusingzsta Firewall w3o
NAT Aanansavinla
2.2.1.2 OpenVSwitch

OpenVSwitch (OVS) LW Open-Source Software figa8lunasin Virtual
multi-layer switch 1§@za1nu1nde3u wardisee3u OpenFlow a1nuaneqaels 1y
NetFlow, sFlow, SPAN, RSPAN, CLI, LACP wag 802.1ag kag OVS ﬁ?uﬁﬁ;mﬁiumﬁmmm
aud Platform Talagladnluneuilavsousuusa software 1nq uagauisavingiu

WUUNSLANIINAU server 3931 UNaNeAIaInsaunula

Application Database
Web server Web server e e
Linux Linux Linux Linux
VNIC VNIC VNIC VNIC

Hypervisor Hypervisor

Server Server

Al 2.5 OpenVSwitch a13150v191ud13 platform U host iwanaei [3]

UDNANUUIIANWTOYINIUIIUAY Hypervisor Aanedalau Xen, Linux KVM,
Proxmox VE wag VirtualBox Taulufislagnienluldaiusiuiuseuy Cloud Computing
platform @8y Infrastructure as a Service 8819 OpenStack #ag 3915 OVS saesule

$M9UsWAY Virtual Machine laageiiusgansnin

2.3 uAtefifisatas (Related Works)

2.3.1 uReningadasiunisdanisdaya TCP

2.3.1.1 Persistent TCP: Freeze Machanism [5]

ya o =K

ndguiinanlinoudu A33u39aula?snis Coordinate checkpointing

Y

LazueuiuIsNawsarIelun1s9ans Message Nignassening Process N1NLS11B9

Message Tiagluszaunas Network lnafidnludewinlinisidenneniinauiiieie
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(Reliability Connection) 393 ndudesldveanisdearsiiiluuwuy FIFO Felusziuves
Network 9¢3 TCP/IP Protocol 1viu3n1sed wasludiuves Coordinate Checkpoint
Protocol uu Blocking ‘ﬁ?uﬁ‘]”lL‘fluéiaqﬁ']qumﬂﬂ'ﬁ%amiizij Process Nauvinns
Checkpoint Feluseduras Network tufilauiseves C. So-in, R. Jain uay G. Dommety
(2009) [6] La@n®¥1N15911 TCP Freeze technique Lﬁav‘l’mﬁwqmﬂﬁt,%miasm TCP
connection Haas1udiauseliegrgniesetesmsdeasiulnsilifesdanig

WRUADVI DS 1NN TN ATRAGINATIAL TN

III Datal, Win=4

= it A1 07 Py i Mot 1o

Data? to 5, Win=4

2345 N
Ack6, Win=0 | | ZWA
EEN 7 18| 100 Ack6 win len0
o e | i
I ! P g J
ZWPs |\, o L, 100 Ack6 wind len0

Ack6, Win=4 Probe
Data6 to 9, Win=4 Ack
6789

\“ﬁ Win

Update

Al 2.6 TCP Freeze Operation

Tuun@udilefinisifousie TCP Connection W& Sender azvinmsdadoya
lussvurafidrianiuauInves Window Size 184 Receiver 1nila Receiver a1315a%y
foyalfifiunnTufiagriinisds Acknowledgement wiosfuifisuuIaes Window Size 1
fweuntu uarluvhusaieatu vin Receiver liansasudeyalfidesnntgymainms
Ha Receiver 1t Buffer 789 Receiver ifisl fstfu Receiver fagvhmsds ACK niauifuzuin
84 Window Size vy 0 #3l38nd1 Zero Window Advertisement (ZWA) luwsgnisal
fsnamaglifinnslanisiendeiilesanils Receiver Losdanseds ZWA Usnmns Sender o)
naonindslianunsaiuteuald s Packets fanannazgaiiunin Zero Window Probe (ZWP)
anvnBudmn Receiver wianilazsudoyaudafifivsds ACK wouiu Window Size fifinlal

I @ [ 1 a Yo a v =
Wu 0 ﬂﬂ%ﬂ?fﬂ’]iﬂﬁﬂﬂagaﬁ@%’]ﬂLﬂll‘l@‘wu‘l/l AININN 3.1
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uaavnueslymlulanaiuasadn ’mLmﬁﬁﬂﬁlﬁmﬂigmmsﬁamiagﬂ
davimoraiinainnisidouseliiadesinlilianunsofudedeyaldegansuiuuagiin
Timeout lﬂiuﬁﬁjﬂ ﬁﬂfuﬁﬂﬁﬂﬂgjmsﬁw PETS: Persistent TCP using Simple Freeze (C. So-
In, R. Jain wag G. Dommety, 2009) [6] lnafin15ANAY Protocol Lﬁ@ﬂ@ﬂﬁﬂﬂﬁgﬂ@fﬂﬂﬁ
Fousediinaintynidind1r Tudaneifudvzyadiulufinisduni “The Correct
Acknowledgement Number” @sfifiansfum ACK Jagiufiddsinnsdearsiunislu
“Link” 89141 “Link” lufitdnunedie idunisnisdeansingfieusefusenine PETS
Modules Tun15AUNT Packets Aanaiimafiandnag 3 wuu Ae Stateful Approach,

lterative Approach e Best-guess Approach
Stateful Approach

TumasiailagyinnisiAiu States Tanunaauy PETS modules TuvmieNinns
Wousenuund Jeluldfdazaiursann The Real Acknowledgement Number laioeng

=

WUURU WpRTYaLdsAaazAaIlinIsAU States LuswLInYi liAnALaT lun1SE9ENS

Iterative Approach

£%
Il o ¥

lunsal# Link gndinni1sidause imallatiaz1n15AUNT The Real
Acknowledgement Number 1ngg31n ACK Packets N3in15%111u 3 Packets Uaffe i3
\AU States NenIMUUIT Stateful ualuuiensaotaagldinarlunisAumuiutInauia

Timer expired wazyinli Application ¥n1sUaNSLUABAY
Best-guess Approach

PETS Modules vivtifiagasedunnn1sal Retransmission Packets U0du0i

a ] a L. o o a a X . A A ]
agnN15ouRa Mnil Retransmission dnuiiaeainiuly Link ssuvagiodnnisieusaves
Link ugndinwin wasa1ntiu PETS Module agvinisds ZWA nauludednileviudl Weanis
WRUADYNANYINDTI ag A1 Retransmission Timeout (RTO) vuAe1gas TCP Congestion
Window 9g7iMn15aa Window Size a4 3118AMUIHE#I98a13150d U818 ACK 9

dUNusAU Un-Acknowledgement Packet wsnlaivindu vinlwssuvaiunsansiadaulaan

P8LaY ACK sanatidununewauinlaly ZWA 239
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nnIEmstaunding1aun PETS Usenaulufeassaaundn fe Link State
Detection uag TCP Persistence (ZWA) Iagil Link State Detection azvhwihiineeidnigns
Imaves TCP Connections wagaoeiiiounnd Link lagndanisifieuste @ TCP Persistence
(ZWA) azimihfinesgualallinisideusegndnuin saulufenisdummaneiay ACK 1ile

ABIN3NAY Link 31NN1TQNFRNITYRNABTIATY

2.3.2 Adeiieadasiu Coordinated Checkpointing
2.3.2.1 VNsnap: Taking snapshots of virtual networked

infrastructures in the cloud

WJua1uidefivin Coordinate Checkpointing Tael4 Virtual Switch Aae
AIUANNITUTEA1u1UlUN1T Checkpoint Ut Virtual Cluster nog1s Ing il Mattemn
Algorithm mﬂszqﬂﬁlsﬁlﬁamewmwdw Messages TUT19LIa1ADULAENRIVI1NS
Checkpoint F3azfiinainves Messages Coloring ¥ilanusawdlatiayn Inconsistent
Global State ¢ Snsadfail VIOLIN Switch 1u Virtual Switch #iaelun1svins Checkpoint
589N Messages ﬁdaaaaaagjuum%sﬁwLLazmmmam Messages Ainaninauldnld

FA3971880vI1N1S Resume/Restart Tiinauunldaulaanasy

2.3.2.2 Transparent checkpoints of closed distributed systems in

Emulab

WHu91u397911 Coordinate Checkpointing #1114 Implement Uy XEN
Hypervisor Iagn1susuugsunlalvianuisausgaiuiailunis Snapshot 98¢ VMs 1a fenis
¥ Time Virtualization Fa.dunisdraesiatves VM Iiiduvesdieaiiowsnain Host OS
Tneduids waziinisyin Synchronization Iaensusurianves VMs lu Virtual Cluster 9%
A59iU wazansasMuRTasatlunsvin Checkpoint was Virtual Cluster I Snvadisld
Wi Temporal Firewall ifielsfszuuvgasoaunin VMs ynLa3esagn3eniinis Resume

MRanTzezaINIWasLa1U9IaTluUNNT Snapshot a8dusay VMs uu Virtual Cluster et
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3.1 1AS9a519a2AINSINVDI5ZUU (Architecture Overview)

Turuided §3fulfooniuuuasiiauissuy Coordinated Checkpointing
wuulusslaiu TnsanmuandeulnesinvesszuuazUsenaulude 2 sedv deiis1uaziden
Fareluil
(1) sgaulmseasne (Structure) azUsgnaulunae Virtual Machine way
Virtual Network ﬁ]xgﬂam@?ﬂaguu Hostﬂqﬂm‘%m ieadradu virtual
Cluster

(2) sgaugaNALISINTULASA (Framework) ABS¥UU Coordinated
Checkpointing Framework findsaguu Host yjnin3as fiosddsznaumndn
Ao fUTTAUIIU WAy Ay Feazaeevhnindilunisuszanuauly

N13¥11 Checkpoint/Restart

i --------- ! : --------- ! :
— wwi | | vme i wwi || vme
ovs-br-int ovs-br-int
GRE Tunnel gre0 GRE Tunnel gre0

tep0 | Tunnel End Point tep0 | Tunnel End Point
ovs-br-ex ovs-br-ex

’_etho—‘ Host 1 ’_emo—| Host 2

Local Network

mwﬁl 3.1 Architecture Overview
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3.1.1 53AUlAS9ES519 (Virtual Cluster wag Virtual Network)

3% Virtual Network 1Uw3s7ignirluldauiuialulussuu Distributed
Computing #3auIn5299lusz UV Infrastructure as a Service #1%#uU3n15A1u Cloud
Computing 19U OpenStack Afin15%1 Virtual Network Tagld GRE Tunnel Tunisideusie

iwseenelusening Node finaqiiaguu Host

910 N 3.1 d9m3u Virtual Cluster Tuszuuiiusznauludae Virtual
Machine (VM) fiiousiofunaisiades 83 VMs A9NA1I812Y119 U VU Host GRG0
viosaniesiuild dmsumaideusde VMs lu Virtual Cluster §33816i1 Software Defined
Network 1anaaelunnsvi Virtual Network @sluszuuiiazthaenduag Openvswitch
1§18 Virtual Switch aelu Virtual Cluster e Tnedt Virtual Network 9zUsznauld
p8 Virtual Switch wag Virtual Machine d1%15U VMs ﬁaeﬂimﬂu Host Wiegnfuanunsodeans
fusinu Virtual Switch anelu Host usilunsdlfl VMs agsing Host fu VMs agdeanssinu GRE
Tunneling 9nandl 3.1 azdiulen Virtual Switch ﬁagﬂjamuw Ao External Bridge (ovs-

br-ex) waz Internal Bridge (ovs-br-int)

External Bridge axviuiinfivdu Bridee iiioldidousoszning Host Tneil
Interface ¥10ndausofy NIC 93¢ Tuvaizdl Internal Bridge ifiaidousaiu VMs anglu
Host Wiigfiu 290 3.1 ovs-br-int Méideusedu ovs-brex wialdidu GRE End-Point Tu
98§19 GRE Tunnel d1msunisdeanssening Hosts dmsunsdlvesnisdeansaiely Host
923l Internal Bridge viausafy Interface ¥fin TAP 1ot lUidiausafu VMs &1 TAP

Interface a¥gnas1BUNNSAluLAINN1TATIY VMs unnuu Host

3.1.2 seAUganAwIsINsNLAsA (Coordinated Checkpointing Framework

for Virtual Cluster)

o

ndgymiiinailineudu n1egideicldesnuuy Coordinated
Checkpointing Framework @1%5u Virtual Cluster §a1Juszuuysea1ueuve9nis
Checkpoint/Restart Uy Virtual Cluster ﬁqmﬂizaqﬁtﬁaammmLmﬂﬁhwaqnaﬂumaﬁﬂ
Checkpoint/Restart 78¢usiaz VMs llndidssfuuiniian delundnnisifesiures
Framework §fie n1sanszeznaluntsdsddanngussaruauluss Hypervisor vasusias

VMs Tiisiadanign uasneneuuszaiunuly VMs 1ndavinnns Restart 950 Restart VMs T
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asalagldiianlndifssiuuiniian d1usu Framework sananifivsznaulusae 2

a3dUszNeuUnan Ao Coordinator WuRUsza 1wy waz Agents 1Hugaiiunu

Y

Coordinator

Coordinator 8 JUszauaueusieiu Agents ynaafiaglu Framework
lngazvinnueguy Host lafldfiiiousiaiu Virtual Cluster Inevtiindnaes Coordinator
ADN1TNTZAWAIAIIAAU Agents uazyininNnTiadeauaunTou (Two-Phase Commit)

Tty Agents 31 VMs visniualy Virtual Cluster dunsoulunisussananamdaudivsolyl

1oNNUU Coordinator §3¥11%11191 Monitor ADYATIVADUANTULAIN VDS
SYUU 10U @01ULV9 Agents uay N15AaALABIRUANS Checkpoint/Restart 1udu dnviads

ARYSUAEILAENTIANN Administrators aneae

Agents

'
a =

Agents Ao gatiuau Jadudunuaes VMs lun1sussaruanuluudasy

3

(% '

Host Taal Agents %ﬁmmagjt,ﬁawé’q (Background Process %30 Daemon Process) Ll
ABESUAEI191N Coordinator agnaantian waztdugaiuaunsviaIuees Virtual Switch Lite

Jansnisdeastoyaluseninen1sin Checkpoint way Restart

wifivdnue Agents fia N15505UAE191n Coordinator warwlar1daain
Coordinator iledsAdslués Hypervisor ¥94 VMs yjndiifuiiaveu wazdesneesin Two-
Phase Commit LiieUszaIusuiu Coordinator nﬂﬂ%ﬂﬁiﬁ%ﬁ’léﬁ Tnedi Coordinator 4%
:Jurds Request Message vosAdslaqluga Agents yindiitalnosninunion MdINTY
Agent WiagfagiNINIIvdeuAININSaNTeINSUsEIRaNAREaY VMs fifulinvey e
VMs v;ﬂl,ﬂ%aqw%fauﬂizmamaﬁﬁh Agent 9g@4 Ready Message ndulunazaousu Commit
Message lofudunnundenas VMs yiedeslussuy ndsantiu Agents Faazudaddsd
9n Request Message kadslyi Hypervisor 984 VMs wagLASaIUsEIIaNaRIdIF a7

sald

dmfunulusuiangideaininazeeniuu Agents Mausiaiu Hypervisor

Aflairua1u1salun1svin Live Checkpointing WUy Time bound, Pre-copy Live
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Checkpointing (TPLCR) [10] a1l QEMU-KVM fivinnsu§uugslianansasin checkpoint
IhsimdiBe3u Tngldmaiinveanis Live Checkpointing wWhuiady Jaduuwiniafianunse

dwwaliianszeziian Downtime Tun15¥i1 Checkpoint 989 VMs Tusguu Virtual Cluster a9

g1

Stable Storage

Tudiuwes Checkpoint Files gnas1a¥uan Framework 1y Usenaulume
Snapshot File fia State 989 VM o aauzlavagnilsnigniuiinienld Ysenauldde CPU
State fia @nurn1sUsEINARAYeY CPU Tunaistu sulufisdeyanielu Register uag Cache
| & a a 1 o ) v o €
#1139 Wag Memory Dump fi®@ Memory Pages fignisendusntdauluvaeiuy Fasduius
fiu Disk Image v83 VM Wuqae deliunsuinluldazaesiulain Disk Image Mlddugnees
wagduwusiu Memory Dump 7nluly tieliliiAnanuianainlunsdlffinnsyin Page

Fault %18391nn13 Restart VMs &3a1avilvi VM vgan1svinauadle

17 '
A ]

dm3y Stable Storage FaduituiidmiunisiAudoyadises Checkpoint
Files ¥4 Virtual Cluster Ingazgnifiuliuu Host Buftlallign3u Virtual Cluster Fsluaizd
1015911 Checkpoint tu Framework 2z &19 Agents maeNeaeas Checkpoint File N1u
ww3etelUss Host UanemainIenly Jeillusunsuvihutiiidafiu Checkpoint Files aquu
Disk W3oi3unn Storage Agent luvaisifenfiumniinns Restart \indu e Storage Agent
1§ sudgnrudananiagiinissiudoyaain Disk uardanduluds Agents ianundigua

Virtual Cluster 1fiati Checkpoint File Tuvi1nns Restart VMs sigly

3.2 YunauIsn1suibutayin (Algorithm)

\os1nmadidedesniswaiun Coordinate Checkpointing wuulussla
(Transparency) ﬁmﬁLLu’JﬁmﬁmmsaLﬁﬁﬁmwﬁaﬂiuﬂwsLLﬁ’f]gy,mé’aﬂa'nlﬁagjﬁgwm 2 WuIAn
R

wann13 Barrier Synchronization taudlydlam Inconsistent Global State
ioudlulauna Global State finannisdeaisues VM a1elu Virtual

Cluster erpatin1suenuey Messages Nogluyisanounasnasvean1sin Checkpoint T
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wunaananfusg1adaauiiiondlutamn Inconsistent Global State F9vgdasldiian
WoaNAITIUNITUTTAIUIIUTENING VMs LTlousnuey Messages fana1alunisii
Checkpoint/Restart Tuaguanududoureaietisnelu Virtual Cluster lnglanzegng
fonnuuadetieiiviinavesdeyanisdeasidudmiuinnazyilinisdum Consistent
Global State Cut fimanzauuennduguiy

yaAfedalafiuuafnnisuszaruauiiiienin Barer Synchronization fio
n15 Block 5019 VMs nnia3aavinaiundeniu lugisfisiinig Checkpoint Tnennsld Two-
Phase Commit Protocol 1fieUsza1uaMusening VMs uag Coordinator iiaidunisuen
Fra1veneukay a1 Checkpoint Widnau Fasdunsdaulisaisanaiaiia
1wAN158] Consistent Global State Cut 33a1113057ulald31 Checkpoint fand129 i
L‘Mﬁ]ﬂ’]iﬂj Inconsistent Global State iLa¢ Domino Effect Lﬁmsﬁu

uaﬂmﬂﬁ?mﬁammmi‘dizmummwu Barrier Synchronization gavinli
wMs n1elu Virtual Cluster shanuldndeuiuannd sty Suilfanszeznafivaengiiu
5¥M31911390 Checkpoint luusias VMs Uy Virtual Cluster ety setfus sdsnaviler
aunsnanszuziansiiatyn TCP Backoff aslaeig

TuaAted fidvasinausuniigadfanmguiuazufoiinnsld Barrier
Synchronization @11150U23uN154An Inconsistent Global State wagingn158d The
Domino Effect 1¢ wasddenainldanszozinaiindensfuszninenisnia

Checkpoint/Restart Tuwsag VMs uu Virtual Cluster ndaduy

wanNI3 Virtual Time tiaudlytywa TCP Backoff
LUIANYBINITIN1AaDUIA1UB Virtual Cluster A A15AMUALA VMs TLian
Huvedies Insuenesnainiaives Host 05 dslusyuuilavidenianaidenainin Virtual
Time s?iqL‘fluLLmﬁmﬁmmmﬁﬂﬁnamaa Virtual Machine LLE]%S’JZJiUﬁQL’Jﬁ’]%@ﬂ%ﬁ]%ﬁﬁlwa

1 & 1 . a < Y = [ a (% gj a
2gUULATBVIYUU Virtual Cluster fnialuvesiiios@anendudassanlanniousn faiuas

' ¥
a a =« a

MAnvuAgINUTewaLIaIR1Izinansenueguan1gly Virtual Cluster Wity anngi
#odld Virtual Time @ NM3vilin1sAIVANLIATYRINS Virtual Cluster viladieungsuy
N15UYALIALINEYIINTS Checkpoint 4aziigitasiuiaivesteyanlvasg

UWASETY 0 LIATURIY WaliaignuenssuuIsyinnsiuleyauua3evield waslloin
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Poyaaiuinldnuse natveseyamatiuarAeduiusiuNaIYeY VMs A Lievinli

1Y @

A3viaumes Virtual Cluster Aulvalnefidslsidiingnuganisiey

lun19vh Checkpoint Uy Virtual Cluster Imammi‘wqmL'.Jmsuaaizwﬁgwm
fawhng Checkpoint B3 VMs famuauazdiaya Checkpoint figniiulifananazgnugaly
naiflndidesty defimshdeyamdniundualddhens Restart Tunanlafa agviily
Virtual Cluster anansavinnuselfogasaiiedlaeidaliifmingnuganisinanu anns
yhaulunarilndifesiunin vildnaifmdendfures VMs fanunuazdoyaiiogly
spyismsdoansuuadetieiinaiunndsiuiosas Ssanunsnannainiin TCP Backoff
I¢annBatiu

d1113U Virtual Time 9949 Virtual Cluster 929nu31159AN1507852UY
Framework GsapeUszanuafuiiolinaivesusas VMs asafulsinniian daunnsdiaes
Vaved VM aunsarildlagld QEMU-KYM Hypervisor nanahedanislé Ssaedl Option
Tunssentd VM Tilidunanvesiuesls

NuUIAARINET3 Falugnisiaun Checkpoint/Restart Protocol Tun1s

Uszanusulunisvin Coordinate Checkpointing @sazeasuieluiitadaly

3.2.1 State Diagram U84 Framework

Tuns5udusuriieuues Framework §ai1n1s@nga Coordinator wa
Agents 1fuu Host 1ii3eudos ludosduaziinda Coordinator Muwmildlu Host Taglusyuu
13U Agents azgniinsaguu Host ynda Tinsvasuiildfinshadanulaseadiaves
svuu (Fulumuadeit 3.1) 153eusesuds Ine Coordinator flanuztsuandsudunay
ypemsviauanualy Framework Tnedivianus 6 @a1uy fe Initialize, Launch, Ready,
Checkpoint, Restart lLag Terminated

&) )

/ - \ -

Initialize ——— » Launch —— > Ready ——— > Terminate

(1) 2 3) 6)

mwﬁ 3.2 The States of Framework
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(1) Initialize State

Tun1si3uduvesszuy Coordinator Way Agents %Qﬂ%JuL‘fJu Background
Process %39 Daemon Process 1ngil Coordinator agvirdaiduaiiou Client ieudaluss
Agents MTu Server usguu Host ynta3adluszuy Lile Connection seminalusunsy
Coordinator uag Agents gnas1aduisuianudn Coordinator 9g3in1snTI9da VALY

NNUAUDY Agents

MA9R1INTIU Framework 31711N15A51980UINTLUUYNISUAUME A Restart

=) ! < a v a = v Y ¥ o £ =
wselil vndumsisuduwuuunfasmssudinganugnsenriinisasne VMs vw3e Launch
State uwAnIMINTEUUYNLSNAUTNUAIEAIES Restart sruUazgnUTuUAsulUYIauay

Restart Protocol tieidngtunaunisifu Virtual Cluster 910 Checkpoint 91 Admin v

15
(2) Launch State

Tuduneuusnresmswsen VM szfesdinmsimunegredmauinasi vm I
$ul57 Host wadedla Taedl Coordinator agvinnsasdds “launch” T Agent uu Host 7
Foen35u VM daannit Acent Tasumdanzyiinisiinun MAC Address Lailfoulviiu M Tag
7l MAC Address dsnaniazdadliidnfiu VM infasduiimdninusguas VMs fignadstiuan
Aemds uenaIntuaIInInfuue Internal Network lfudnguas VMs fivhnsadistuan
1§ dlow3on VMs 1a5aduy sruvgnieunganiugnieauviin1s Checkpoint %38 Ready

State
(3) Ready State

A0UEN30UN1591 Checkpoint 910 Checkpoint File Tu84 Terminate fng
Tuilasiuaziinsiuuaseunisin Checkpoint Wuszaza1ufl Admin fvuald Tuaaius
AINEITEULLABETUAIgANURANANTILARYLIY Virtual Cluster Ing Coordinator 3¥Ade

o

insdsdyauvenly Agents ABERTINEOUT VMs Suihauegvselal mnil VM weedlaly
#UNIAEE Y IUNRUNRUNNEY Agent SEUULVINTNYANITYINIUYDY Virtual Cluster 719
NUALAYIINITLISLUEY Admin 19911115 Restart Virtual Cluster 91n Checkpoint File 1

n"35 Restart 91n3A Checkpoint 7f@4n15938N1530AUNTYINUIMNKUY Restart
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(4) Checkpoint State

11938 UUATUTOULIANMINS Checkpoint 3alasuAdeanglY svuuazyi
N3 Checkpoint Ta¥1191un11 Checkpoint Protocol finuunll Tasazdsznauluaae
TunauteyeY 4 Tunau Ao Initialize, Stop, Save war Resume lagazvasnliaiuley

swazdealuiite Checkpoint Protocol

(5) Restart State

diaszuunmanuiametatosvuly Virtual Cluster seuuawyinng Restart
911 Checkpoint Tagvingumunalna Restart Protocol suiiiinuall Tngagusenaulisme
TunUoEaY 3 Yunau A Initialize, Load Way Resume lagavvesnlussuiesuazidunly

P98 Restart Protocol

(6) Terminated State

Tudumaugavine e VMs ¥i91uasadu szuuazidng Terminated State

WDAUAANTIYINU MEIINTUUTEUUILAI VMs nean1sinausasfuninensliuissuy

3.2.2 Checkpoint Protocol

dloszuudanailunisi Checkpoint 5¥UUAZL38A Protocol HFunvhanu
%4 Protocol Hagthedanisnsans Snapshot kagN13 Resume U3 VM wﬂm%wu Virtual
Cluster Ly Coordinated Checkpointing @18n13%11 Barrier Synchronization %ﬂ%xﬁagj 2
Fraavindu fie Frsaanewiinig Checkpoint 4ag934138118UMIN5 Resume Lita
Block 581% VMs vheulimdeuuunndian Tnsludumeunsnlunisniauns Checkpoint

a o

5%UUALYIN Barrier Synchronization 1iaL@3auN15VIN15d379 Snapshot U89 VMs Tansow
M wazluvaziAgiusyuuaginisanduteyavuasedigluvaeiiume nasniiseuuih
158319 Snapshot 3EUTREKAT S¥UUALII Barrier Synchronization 8nasatitalyt VMs n

LASINFUNVNUAD LA DI INSDUWT 89U

dwsutuneuluni1svin Checkpoint Protocol azUsenaulaniy 4 Junsu fe

Initialize, Stop, Save ey Resume

Ref. code: 25605809035271DZF



27

Initialize Stop & Save Resume Ready

{a) (c) ) |

AW WP
VA RN/
PR

(h)

¥

=X

¥

A

A

Agent 3

Stop Barrier Resume Barrier

il 3.3 Algorithm of Checkpoint Protocol

Initialize State

1l Coordinator lasudeyay1ulisinnns Checkpoint Aavdsdyyiuluds

Agents IaUszauulunsmIsuniaun151n Checkpoint 1agvin Two-Phase Commit @3

nsruiunseesalull

(1) Coordinator 111583 Checkpoint Request Message TU83 Agents NN
shitogluszuu fsnmil 3.3 (a)

(2) \ile Agent() ¥hmsnsaaaeuANLmFen Vs inditsuRinveulhiseuies
LazLA3oa Stable Storage 1w¥on ndeanty Agentl) 94
Acknowledgement (ACK) nauldéis Coordinator WeBusurundouly
N15%1 Checkpoint fan il 3.3 (b) lnadvunal Agent() nuned
Agent TUsunsuuu Host (lokn Agent1, Agent2 3o Agent3 Tunin 3.3)

(3) \ile Coordinator 1#15u ACK 910 Agents AsUYNG aziUasusineuiu

@01z Stop State dnly

18391n% Coordinator 165U ACK 91nA1584 Checkpoint Request #u18A73
11 Agents el Virtual Cluster ladlaniusniauluyiinis Checkpoint 38usaeuan

Fan35rUUNT59N Checkpoint FeavUsznaulume 3 Tuneu laun Stop, Save lay Resume
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Stop&Save State

ludunousangnd Virtual Cluster 9zgndslviviganisvitaunaun lagi
Coordinator 3g&s Commit Message 211115911 Two-Phase Commit Tuduneu Initialize 1U

€4 Agents tiadslingnn159ieIues VMs yndanseuiu aunssuiaunisdelul

(1) Coordinator ¥1n15ds Comnmit Message ndulusa Agent() slofusuin
Agents YnfINTouvIN1g Checkpoint W AInIN 3.3 ()

(2) Agent() L#5U Commit Message 1un151@598un1991 Two-Phase
Commit w&anntiu Agent(i) 95¥1n1584 Hypervisor 1#vn151gaAnIs
eumes VM v (stop)

(3) Agent() ¥1n15&919 Hypervisor uu VM(K) ¥11n15@579 Snapshot
(savevm) w&391n7 VM QNNYARIITIUT %qwumzé’awqmﬂﬁ VMs
Wunad1s Snapshot Ihasaneusuinaussluly fwmand 3.3 (d) Tne
fmualit VM(K) 1389 VM Ut Host léui VM1 way VM2

(4) 1&39907 VMs 9nLA3esa$1e Snapshot 138uFesuda 9zds FIN-ACK
Message ndulUss Coordinator fanmit 3.3 (e)

(5) 1ile Coordinator 1¢u ACK 910 Agents asunnuda fedndunmsaia

Auan1uy Save State wazildsuanuzluda Resume State salu

n&99109 Hypervisor Ut VMs 9ntA303LavINN15 Snapshot L38U5a8La7

o v v 1

Agents yndaztihdoyadana1ndsluds Remote Server Mlw3entenld Ingsihnsnsieluds
Storage Agent ﬁagujuu Remote Server Liiavinsda file ¥ Storage AgentAdNa1LLATYL
Memory Wwag Disk Liiite1fiu Checkpoint file vaneivie: lusgninansguaunsfananssuy
Virtual Cluster a1snsatUasuaniuzn1sinaudnganius Resume State ldviuiilaglsl
Jududossoli Agent @1 Checkpoint File TuiAulifa Remote Backup Titadaisauipenau

MiganszezIan Downtime 31001598 1/0 Taunndu
Resume State

Na399In91M1n19 Checkpoint 158U508LAY TunsumslUAonIs Resume VMs

Tindoutunnniigaiiioannnuunnaiawewialluns Resume vadusas VMs Mluaningii
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TAn TCP Backoff Aatludesasiinisuseauausening Coordinator ay Agents Aa8A1S

11 Two-Phase Commit 3nA39 FadinszuirunisnasalUil

o

(1) Coordinator ¥1N158¢ Resume Request Message LU&4 Agents 9n#iai
aglusyuy fanm 3.3 ()

(2) \ilo Agent() 1#3U Resume Request Message &2 agvin1seynnls
Virtual Switch 9néalu Virtual Cluster yieusiola

(3) widniy Agent(i) #529@0U11 Hypervisor 189 VM(K) nﬂm‘%lmw%'amﬁw
N15 Resume W&7 W&191nTY Agent(i) 9¢vI1n15d9 24
Acknowledgement ndulugis Coordinator tiafufiuanundonlunisyi
Resume VM AN 3.3 (g)

(a) \ile Coordinator 1¢1¥u ACK 910 Agents Asuynfalieudesudr agvhms
d9 Commit Message n&ulUs Agent() WiioBudiuin Agents YNFAINToY
111115 Resume Wazayaaly Agent() 111113 Resume VM Téviudiiile
1A5U Commit Message A0 3.3 (h)

(5) w&andt Agent() 143U Commit Message \unnsiasadunisyin Two-
Phase Commit W&sa1niay Agent(i) 2z &l Hypervisor Ui VM(k) 59

13 Resume VM (cont)

NEINNNINTT Resume La5aauU s9nW 3.3 (h) Virtual Cluster agnauun
UAUUNR hAB1ARNAINUAITI9INNI5LAA TCP Backoff JUogAUTZHLIANVBINT
Resume adufay VMs ITanuwanmanuuntoetiedls nasanntussuvaznauludaaniuy

Ready State dnAsa

3.2.3 Restart Protocol

MINTTUUATIINUATIRANA1aTinTun1ely Virtual Cluster iilosain VM
w3ndlansomduinanuiaunfvdeliannsavianusels viewinseialymilinainnns
a1uves VM fviliAnuadnsinnann v l¥Aein1s Restart 91 Checkpoint File i
Igvinmsdrseaely iieiFusunisvinenidniaingn Checkpoint laq Tanunsovhausiean

flnalALaiugnianaInlaeg19gnAes
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d115U Restart Protocol ag418¥1191%1115 Resume ¥4 VM %niATaIuu

Virtual Cluster vilbanSounSesiuanngstu Tutuneulun1s)au State ves Virtual Cluster

971 Checkpoint Tag7ifnin1sazdesvinnisinsen Checkpoint File 910 Local Storage 141d

Y
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Memory Ldgnau MieaNtuszuuagyinNsieu State Twn VMs viavian sauiiadeyaiieglu

Y
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seninan1sdeansuun3etnelutiaiaives Checkpoint #9nd17 MEIRINTUILNINAS
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Barrier Synchronization fienfiu Checkpoint Protocol tngazvinlugaeiiviinis Resume
VM tite Block s8l9 VMs vhaulvimfesiuunniign Tun1svih Restart Protocol agUsenauls

A8 3 Tumau AB Initialize, Load ke Resume AIWaAIluAIN 3.4

Initialize Load . Resume ~ Ready
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Y

Coordinator
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Agent 1 \// i Ly »

Agent 2 i [ WIEY | . »
(b) !

Agent 3 i 1 Tl N ] o >
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Al 3.4 Algorithm of Restart Protocol

Initialize State
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(1) Coordinator ag¥in15d4 Restart Request g Agent() ilons39aaUT
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(2) wdvntiu Agent() ¥inseandsld Hypervisor U VM(K) vnnsauen
State (loadvm) 210 Snapshot(k) il Checkpoint File C(i,n)

(3) 1o Hypervisor Ui VM(K) ﬂﬂLﬂ%@ﬂléfﬁ”]ﬂ’ﬁﬂ:ﬁu State (loadvm) 1&59
Beu¥enudn dniiu Agent() avvinnsas Acknowledgement nduld
§1 Coordinator Liefufiunnnumsexlun1syi Resume VM

(4) %&591ni1 Coordinator 13U ACK 910 Agent(i) AsuyniniFeusesuds v
¥n15d Commit Message ndulUS Agent(i) Wilofuduin Agents VlZe
W59UMNN15 Resume uazauq1wilin Agent(i) vi1n1s Resume VM lgiviui
L‘ﬁlabléjgu Commit Message

(5) Agents() 1#§U Request Message n&e1nvu Agent(i) 3z 13 udeLo
Hypervisor Ut VM(k) 11115 Resume VM (cont) 910 Snapshot(k)

(6) &3 nT Agent() nniwihauada flagvinnisds FIN Message ndulus
Coordinator ieuaninvhng Restart Lasaisousosuda

(7) Wil Coordinator 185U FIN Messages 910 Agents ATUNNAILAT D871

\Junnsdugnnisvin Restart 18391N1USTULAZO8NN Restart Mode

w8991n9 Virtual Cluster gn Restart Yunnvinausaiasadu ssuuaznduly

§3807Uz Ready State 9NATY

Ref. code: 25605809035271DZF



uni 4

NaN158LazaNUs1gNa

4.1 N159NLUUNITNAADY

33

Turuiddell n1eg3delaiin1snaaesssuuLUATEIABLNILABSATY (Host

Computer) 31174 2 1A304 3u Dell PowerEdge R720 server fivagusyanana Two hyper-

threaded 10-cores Xeon E5 A111t57 2.8GHz (CPU 523 40 Cores) Wag #18Au31 192

GB LAuteyalagld NAS Storage AIMugaUIA 12TB L¥eudo0 ULLATEYIY 1Gbps waY

10Gbps

eth0

1Gbps

Management

eth1

10Gbps

eth0

Data

Host 1

eth1

Host 2

mwﬁ 4.1 Virtual Cluster

4.1.1 Virtual Cluster

AIlAoanuuy VC ULLASEIABNIMDIA3Y 2 LAsae Aslinadliluund

3 198 VC azUsenaulusie Virtual Network 97171 2 Network kag Virtual Machine 37u7u

8 LATDY FININN 4.1
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4.1.1.1 Virtual Network
UuIATDY Host Misapsazgnienseiuselnietnenuiiags 1Gbps
wag 10Gbps Megidelavaniuy Virtual Network lagld Virtual Switch wuu OpenVSwitch

' £%
va o ¥ =

\eLtausia VM ynwzasuu VC Iag Virtual Network NE3dpasnsiudsenaulume

Management Network

o v A & = 1 a [ 1Y a Aaa = (% P

imihiduieseviensesfunsdeteyaviinnilinsedeansiuiive
U313 Service w3vatuauuNIsUszaana Applications lawn SSH, NFS wagn1sdeAas
994 Coordinator kaz Agents FuA3atnalaloutlazgnAnATULATEYIE93IAUTY 1Gbps

(“Management” Tunmil 4.1)

Data Network

< = ! o Yo [ 2 v <

JwasednenldSudideyaluluinauinuagzdainisaiuislunig
Sudatoyage lnedanldlunisdeteyavesseuy Message Passing Interface (MPI) Tunns
Usgaaana MPI Benchmark 83 VM Ui VC Zegniindisuniaetieninunss 10Gbps (“Data”

Tun e 4.1)

LA30U18 Management Waz Data 9ziilassasisnieluimilounu

lngusznaulueae Virtual Switch ag 2 switch taun

® External Bridge (man-br-ex #1%5U Management Network wa g data-br-ex
415U Data Network Tunandl 4.1) vaniin7s8u GRE Tunneling ua v

Encapsulate GRE Packets Tun135udstayasening Host

® Internal Bridge (man-br-int 113U Management Network Wa e data-br-int
415U Data Network lunawd 4.1) vntir7du GRE Endpoint tile De-
Encapsulate GRE Tag 211 GRE Packets 7léSunnan External Bridge La e

daludeyag Tap Interface Livodaialviiu VM (H1u Tap Interface 9gQnasng

Y

¥ '
=

Juiladn1sasne VM)
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4.1.1.2 Virtual Machine

Tums3¥eil mefAelald Hypervisor wuu QEMU-KVM [12] hiadifu
2.12.0 (Release Wiaifouiuwsu 2561) lunsvasosuagiaanaios VM SuvsUszanana
Ladlou 2 vCPU wagdinuieAinudmanvuin 16GB wagdl Network Interface Card (NIC)
$1009 8¢ 2 NIC #9 NIC S1a0ausiazduazld TAP Interface (A% 4.1 tap0 way tapl)
{Jousia VM fuie3et1e Management uay Data Network madsu (@ 4.1 NICT uag

NIC2)

dmsunisiiudeyaves VM 338l Disk Image wuu QCOW2
(QEMU Copy On Write Version 2) fiusznoulugelng (File) Disk Image 2 $u Fuusn fe
1& Base Disk Image amﬁgﬂizuuﬂﬁﬁ’ami Ubuntu Server OS 1383%u 16.0.4 wag Software
Hddmsunismeans warsudaludslng Overlay Disk Image tun139i External Copy on
write layer ¥04l¥la Base Image ‘1'71"%Lﬁusﬁa;ﬂamim?{ammawaﬂh\lé Base Image Tty &
nsBeudeyalagas Overlay Disk Image aglidsnansenusio Base Disk Image v11n VM Lfin
AsYURaNaIAvIeLAnn1sevetuuy Overlay Disk Hl¥a1u150a319 Overlay Disk
Image ﬁﬁum‘lmﬂé’

Va v

lun1snaassdidelaade Base Image Overlay Disk Image JuN

Y
2

VanuadwI 8 ¢ ielddmsu VM viavua 8 1303 vu VC luusiaznisnaaesldaziiu
191af19991NN15NARBI9 1IN 5 ATe lun1Imaassusiazase Overlay Disk Image azgn
#5139l Tuveue? Base Image §amaLfy

o
[y

INUUIAA Virtual Time v83 VM 119338 lanamnasnuwazaing
WaguTIMEIa1999 Linux Guest OS A51 QEMU-KVM Titduwuu HPET (High Precision
Event Timer) Inalidld KVM Clock %38 Clock Synchronization fULAT0IADNRILABI I
Wielit VM yniasesuu VC fnanduvesiiedaglituediu Host OS wazldfinisfinga NTP
Server Uy VM ynip3es lnadiasaaniladu NTP Server wastasaaindeidu NTP Client
- < vy a9 v oa Y - o g Vv a & A
WaUsgauanres VM nnesedlidnailndifesiuunniige ilidnidunanaiouves

VC uazfuluaauinda Virtual Time Tufiga

[%
Va v v 1

wonanu JIdedalansdl QEMU-KVM 1Ualduileddy HMP

Monitor (Human Monitor Protocol) el Agent asnsaasmidadnluds Hypervisor Ll

&9 M 1aTnenseinulig Unix Socket
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1NN 4.1 UULATBIABNNILADSITILAALIATDI98H Agent ABY
UIMI59AN13 VM 31174 4 1389 war 9ei Coordinator NARAIDEUULATBIABNTILADTITY
Ni9LA309 (Host1) L& Agent UULATBIABNNILABSITINNLATOIHIY Management

Network
4.2 nM15nANaad TCP Backoff a2aluswnsy iPerf

Tsunsu iPerf i TUswnsuA3asile Open Source ldlunsinuszansamn
YOUASDTBUUY TCP uaz UDP Feanunsaina Latency, Jitter Uag N15geymneves Packets
TngannsainuayIinavesdeya warssagiantunssvdaoyale
ﬁ‘i%’aéfaamiﬁuﬂ%Lﬁmﬁ’umﬂﬁmﬁmm TCP Backoff #4331nN15 346 UA1S
iauludannnisuganisvinuees VM Jsldeeniuunisveasdlagnisldlusunsy iPerf a9
Yo3ya TCP Packets WUy Dual Test 1138 N13A0@ITUUY 2 iAN1a VuLATBUIBAINLLTIG
10Gbps e ¥aUszAnsainues Client wevnluuazuindu Tagviinisdsdoyanuuiia
Bandwidth iilelvinmanuigiu nande meluiriernsazsiosdimssudstoyaluuiinausn
2LARBALIAN

Tunsmaaes §idpazshnissulusunsy iPerf Uu VM 2 1edes Tnefindosmilevh
i Server uagBniedomiadu Client ndsandu Wiinsuganisitaures VM

wiouiu nRNUUIA VM visassnduinsusun1sinauseanyabivlunaiunndaiulag

Muuaaulusanaluil

4.2.1 N15%U291281984 Client
MEINMINYANTINLTDS Server waz Client FielFEuduniay
999 Server faTTufl urazvinsuUatlunsSudunI1TeuRees Client Favmznil
munafisvun Tnefmusliidnisuiiaandunal 1, 2, 4, 8 uay 16 Ui TP EELIVGTRE)
9% Client Bugun1svhause
Jnnan1svaaes Weflnnsnuiwiaives Client wislfiSudunisudsann
M998 Server U103 Vi Server ndusvihausie Tusunsy iPerf Sanamganis

yusawazlianuisavinausals aunsens Client NAULNYINUADNAIINAITNUIWNIAT
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4.2.2 N13%U9L81UB4 Server

MEINNINYANTTNILTDS Server way Client §3a8ldFuduMTIaL
9904 Client siaufl unazyiinisuiasaalun1sdudunisiinuseves Server Fruaznile
munafisvun Tnefmusliidnisuiiiandunal 1, 2, 4, 8 uay 16 Ui LAIT90YRY9
19 Server 3ufiun15yeuse

nuanIIAaes Wedn1sutiananaes Server Wislisudun1sieud
A9 Client U31n931 wda97n#l Client nduntsinausieus Server Samganissinaiueg
Tusunsu iPerf lalanunsadstoyaluss Server 16 ndsanifuidiels server nduuwineusio
wanMITaan Wsunsu iPerf vuils Client ldanansanduuvihanuseldiufiuidesse
Wunan 1, 2, 4, 8 uay 16 Juiilaguseann austezatvean sriiwanlunisnaass
Aeuditulusunsy iPerf wnduNTudoyasialaataUn

NNMIFANANANITNARDINIEDILUUNUTN LElBlH Client Sufuvinaudn
71 Server lamudnAntlaywn TCP Backoff Tunsviauvesiusunsy iPerf iosann Tufinas
d4 TCP Packets ladadnands Server vilsinaaand Client wgly

Tumenssiudng e Server Budwinaudinds Client asiinauandh
Tuns¥udstoyavedlusunsy iPerf iilesann Client vinnsdsdiaya TCP Packets TUg Server
waldgSu JaAin Packet Loss wil Client §snaneaeds TCP Packet sioluflausiinazdalaila
$u ACK a1nila Server uaglufiga 1evuanian Timeout Tun1350 Packet wag §laildsy
ACK paundu Client azungnsoLluszziiaiansiiives Timeout Wi Kernel savuals
W INTUEYNNSEs TCP Packet fananngn nieufuandn Window Size asuaviensioly
3089 @1 Timeout tutiuagfud1 Round-Trip Time (RTT) Tuns3udsdoyauas TCP Packet

L4

eunti [11] mindeya Packet NSuddluvriuiivuinaglusesiuves Max Window size ¥in

Tideyaniudedivualnguagldifu Bandwidth Fefiszewiia Timeout unTunulusae

'
P

n&191n7 Server gnidenlii3usdiunsiaIusie Server avds ACK #9910 Packet Lisfilag
1§50 Aouflazgnuganissineu wleils Client 165U ACK Jameeosds Packet #anann waz
AeyufisAn Window Size aufsseduiiaslanounti

MNMTUATIZAHANTVIAABINUT STEzlaan Timeout 7 Client solunns
d4 Packets Ty LHuszaa I UIEBZNAYDINIMIN TR U0 Server
namfe mniinsiianainsSudureuees Server Wuian 1, 2, 4, 8 uay 16 U7 oz

\Ain TCP Backoff 1utian 1, 2, 4, 8 waz 16 31l suanau aguledndells Server vie §3u
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2NLSUANNITNIIUNGI3N Client w30 {de agvinlmAndaynn TCP Backoff 1ilo931n
Retransmission Protocol Fuduszesiianinduszeziianiudunisinauiiunnaiaiu
581374 Client wag Server

Y Va o

Yy a oy ) .
GU'EJLVW‘UiQ‘V]ﬂ‘UWU"U']ﬂﬂ'ﬁ'ﬂ@a@\‘ium{[’ﬂ%'}‘ﬂﬂaaﬂLLUU Checkpomt LAY

Restart Protocol Iagld Barrier Synchronization tiievinlisudunisyiteuaes VM Mlusi

eluazgsu usunmaihaulunanlindldesiusnnigaieandeymn TCP Backoff
4.3 NAS Parallel Benchmark

{39elald NAS Parallel Benchmark (NPB) 1iu Application ﬁv‘m’magjuuizuu
MPICH NAS Parallel Benchmark t8ulUsunsufiauilangesAns NASA Advanced
Supercomputing (NAS)G'TiaLfJuIU'iLmimmm;@wuiuﬂwﬁﬂﬂw?ﬁm%ﬂﬂ‘wsuaq Parallel
Supercomputers [13] Tuvaszfi MPICH [14] A® Software Library Implementation i
Wauniulag Aronne National Laboratory Liteldd nsuadialusunsuwuy Parallel
Processing 74 AP 1INIFIU 138N Message Passing Interface (MPI) Faluivendnugina
A338awisen Application fiv1aruui MPICH 91 MPI Application

1Usunsa NPB ﬁag}'wmmﬁmﬁai’@gﬂL.LumJaamiiJizmamaﬁLmﬂsmﬁ'u N9
fadulddenunvianun 4 Tsunsy iiedunldlunisaasuussansnineasnisi
Checkpointing Ui VC @8 Block Tri-diagonal solver (BT), Integer Sort (IS), Multi-Grid (MG)
waz Fast Fourier Transform (FT) wagldidenvuinvesdymivestusunsy BT fldlunis
vaaes 2 gl fie Class C Lwvuiauinsguvestymilunismegou Benchmark waz Class

D Milvuaveslgmilngnin Class C 83 16 11

® Block Tri-diagonal solver (BT) tdulusunsuunlataun Synthetic System of
Nonlinear PDEs lngld8ane3iu Block Tri-diagonal a@iveiliienins1enagide
Ao3n15TnUTEANSNINYD9N1T Checkpointing Aian1stinUssuIvaslgnd

¥4 Class C way D

® Integer Sort (IS) \ulUsunsuisasyadnavlnelddana3iuwuy Bucket sort 14
nageuUsgdnininueninuiilunisauindiavwazanuiislunisdeans

5¥1319 Node Feiin15ld91u Bandwidth vuiaTeU e gniiuildiiedn
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Uszansarnlunisualadeynn TCP Backoff lunsaldusuimuvestayauy

LASBUNYTUNLUY

® Multi-Grid (MG) \Julusunsuunlatlygmn Three-dimensional Discrete Poisson
Equation fleenuuuanliifinisdeasiifanududougs Tnefiauuuszeslnduas
szorlna limaaeuuszansnimussnisdearsszning Node gnianlfiiietn
Uszandninlun19v191uv99 Barrier Synchronization wazunlydgul TCP

' '
aa o =)

Backoff Tunsaindidrwinvesnisdeansidudunnuasiiaudutouas

® Fast Fourier Transform (FT) L“fJuIUSLLﬂiaJLLmSUﬁQJJm three-dimensional partial

differential equation (PDE) laelddana3fis fast Fourier transform (FFT) 1ag

'
=

< ! o < v a v

Junsudledymmeasuanuutduduasidunsdeanssreslng wagdadinisly

Memory TuuSuiuas Fagniunldlunisindseansnmlunis Checkpointing
a Yy [ < 1 a ¥ R [ a a

Y949 VC fot01duAIaiIn1seuuazilisutoyadnn Disk kavinUszanianly

N15%191UU89 Barrier Synchronization wazlAlutleyny TCP Backoff Tunsalil

Usunadlunisdeansidudiuaunn

v o

lumsnageu NPB fana1 g3delammvuali VC & vM Wusuiu 8 1eSed way

<

LAfn#As MPICH wag NPB Liuw VM nnia3es laedmvuala VM §auiu 1 asesviuiidu
Head Node LfiaAaeSuUAIdIN15UsEuIana Benchmark wagnszansauluds VM 1pse9du
PINUA ImsJ;ﬁ%%’aiﬁaamwaﬂﬁmamaaﬂLﬁu 3 d1u A9 TUswnsy iPerf 1Ou TUsWATY

\3esile Open Source Mlglunsinusza@nsnn

4.3.1 NMSNAFIUNI5NNIIUVBY Benchmark 1agliidin15911 Checkpoint Ta¢
U VC

AIdelaimmeassiteTadmggraen1sininuees NPB luaninwindew

a a & a o ° A & Y oa ° .
SU'E]QLﬂﬁaﬂﬂallW'JLC‘]E]T‘Q?\?WN']?]ﬂiﬂUﬂqﬁwqﬂ'ﬁVmaaﬂ LW@LUU@WQ@QIUﬂ']ﬁWWﬂWi Checkpomt

Y

way Restart F9lun1snaantazdwuneontdu 2 Uszdu As n1siansiansnennslunissu

NPB Ui VC wag n1siananlunissu NPB uu VC
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NAS Parallel |Memory Usage of VM| Peak Bandwidth | Execution Time

Benchmark (MB) (Gbps) (sec)
BT.C.16 333.488 0.184 129.042
BT.D.16 3,441.628 0.216 2019.745
IS.D.16 3,290.084 2.816 116.586
MG.D.16 3,654.488 0.264 167.128
FT.D.16 14,814.040 3.920 1035.050

M54 1.1 NaNISNAABINITNNUYES Benchmark Inaluivin Checkpointing Way n133nnIs

Tanswenslunisuszaianawas NAS Parallel Benchmark Ui VC

91579 1.1 Aeduilfl 1 wanads NPB fildlunisnaass, Memory Usage
of VM ugnsdls s1uaun1sldanu Memory sismaaui VM iy Head Node Tagld
A& “free” utility UusguuU Linux [15] ey Megabyte, Peak Bandwidth Lansfis
U3una Bandwidth qqqmaamsﬁamsw Data Network UtiA3as VM fviwiiifu Head
Node ﬁlﬁammiiwmuma%%aﬁw “bmon” utility Uus¥UU Linux [16] vy Gbps
wa Execution Time fiovaarvianuaildlunisuszuranaldsunsy MPI Application

Benchmark TngAuiaiannnsmaadeveiseszanlunsuseananalusunsy 5 asq

® Block Tri-diagonal solver (BT) - \19991n BT Class C wag BT Class D
Ju MPI Application Benchmark wuuiiienfiu wilduSuawestlymi
WANFNAY NHaNIITAaesRzdunalain Class D laldnuisaudiiay
U%mwmﬂﬂiﬁaaWiLWMﬁ,J’]ﬂﬁﬁumﬂ Class C fi® 333MB uag 0.184Gbps Ju
3.4GB wag 0.216Gbps m1uaInu iliszeziiailunisuszuiana MPl
Application 484 BT Class D Iiaanuiuiu 910 129.042 Fuait 1Ju

2019.745 Uil

® Integer Sort (IS) - IS 1Uu MPI Application Benchmark Fldusinalums
d0a1359W319 Node a3 AN Meaedlusunsy 1S awiuldindusua
151991 Bandwidth g4fia 2.816Gbps

® Multi-Grid (MG) - 3nnean1svaaestsunsy MG dudu MPI Application

naMudugoulunisdeansas ldviiuanudilunisussuiana 3.6G8
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wadanebalndnisldusunanisadeanshidunn Ineldusunanisadeans

a

a9andl 0.264Gbps uarldfinanlunisUssanana 167.128 Junii
® Fast Fourier Transform (FT) - a1nnanisuaassdanalédn vm 7l
Uszulana FT dn1sldnsneinslunisdssuianangaunn wag 14
n3nensuniian ngldniieannudy 14.868 uardsteyariiuiaietig

g9andl 3.92Gbps usildinalunisussananaiiies 1035.05 3undi

4.3.2 71590 Overhead 1un1s Checkpoint 728911115 Checkpoint
lusendnean1sinuves Benchmark 6338321115 Checkpoint 1 34 Ty

ANIN159119UU88 MPI Application Benchmark atfiunisla 70% 983n15vin91uvianse oy

]

®e -

199991N1181L2AYVDIN15Y191U VB9 MPI Application Benchmark 31nn151Aa0I7ILA7
A . (Y] 1 @ = a o PN [ Y] 1 2 A
118997n39m Checkpoint fana1 Wunainlusunsuiinisvhauasivagldnineinsegadiudn
ligaandsnarimunganlunisiiunléidugn Checkpoint lunisnaaes

N33R Overhead ¥4 Checkpoint Protocol aguUsaanidu 2 Useinu fe
S3EIIAUDILAAE Stage Tun19vin Checkpoint Protocol Way Overhead 909n15Uszaa/a

MPI Application Benchmark

4.3.2.1 52821781989 Stage Tun15%1 Checkpoint Protocol

1NN1INAABINITYI1 Checkpointing 9811570 Overhead 71LAn
1NTLYLLIAINTTNN9T1U0Y State Tu Checkpoint Protocol Usznauluaag Initialize,
Stop&Save LAy Resume F9588ELIA1HINA1IAIUIMAINTLULLIANIUAU State TUauds

Wagy State IngayaNNNIsINITNeNaad 5 A
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NAS Parallel Checkpoint State

Benchmark | |pitialize (ms) | Stop&Save (sec) | Resume (ms)
BT.C.16 0.8 55.082 0.2
BT.D.16 1.5 210.333 0.2
1S.D.16 1.1 170.978 0.2
MG.D.16 1.1 149.033 0.2
FT.D.16 1.2 686.398 0.3

A5 1.2 S2e2la7lUN1TYINUTRIE0I1UEAN99 W83 Checkpoint Protocol

1NAITN 1.2 LAAINANIINAADIVBINT1TYIN Checkpointing 1 ﬂ%’jﬂ‘uu VC
#1 NAS Parallel Benchmark fifvualy luaediund NAS Parallel Benchmark wanafissnede
v03lUsUWnIU MPI Application Benchmark Fldlunisvaaes dngu Initialize, Stop&Save
WaE Resume LaMddd S¥u£L3a11UNIT9191U09 Initialize State fnurevdy Taddund,
5r881a1lUN15Y19Uv0e Stop&Save State fwiaeilu Jundl uay szeziiatlunisineu
984 Resume State fiueidy Tadiuil auddu

INATNARDINUIN T2881aTUAITVINIUVS Initialize State 989 BT
Class C lf1aa1ifosianagil 0.8ms amsiae IS Class D uay MG Class D 1diaviifu fo
1.1ms dnnfe FT Class D 141281 1.2ms wazgasine BT Class D Tnamindigadl 1.5ms
AIUAIFU dnSUTTEEATTUNIIYINI9IUTDY Stop&Save State Wuin BT Class C lalaatioy
ﬁqm ANUA8 MG Class D, IS Class D, BT Class D wag FT Class Disi’fnmumﬁ'qm AUAGU
LArgATINETEEELIaluN1YNIUYBY Resume State Wudn BT Class C, BT Class D, IS Class
D, MG Class D Mianwinfuda 0.2ms @ FT.D Maiunnindntiesd 0.3ms azuiulgin
Checkpoint Protocol agldiandaulnglufu Stop&Save State iiesann dosldiailunis

Uuiin State asuu Disk FaWusgivruinves Memory 7 VM Mdslduegluvagiu

4.3.2.2 Overhead ¥949n15Uszu2ana NAS Parallel Benchmark
Tun1579 Overhead vpan1sUsEuIana NAS Parallel Benchmark 3
Faanszezarfiiinduveanisuszuiana MPI Application Benchmark a1alaifin194n

Checkpointing LUSgulisuiun15¥1 Checkpointing
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NAS Parallel Wall Clock Time (sec) Checkpoint Time | Overhead

Benchmark Normal Checkpoint (sec) (sec)
BT.C.16 129.042 186.514 55.084 57.472
MG.D.16 167.128 322.241 149.034 155.113
1S.D.16 116.586 280.436 170.980 163.850
BTD.16 2019.745 2340.636 210.334 320.891
FT.D.16 1035.050 1738.953 686.399 703.903

A1519 1.3 Overhead lun15%1 Checkpoint Protocol

M5 1.3 wa@ne Overhead Tun13vin Checkpoint Protocol Tae Wall
Clock Time fie svagnalunisuszanana MPI Application Benchmark fvhesfuiund 3
Usgnaulumay 2 Loy taua wuu Normal Ao nsiesunuuun@laglifinis Checkpointing
WagLUU Checkpoint g 1n15¥11 Checkpointing 1 A%t uavA Overhead @8 f1 Overhead
yeamsUsEInanafiintuainnisin Checkpointing Lazd@115u Checkpoint Time A9 11a1
#4lun1s Checkpointing ﬁﬂmmmﬂnmi’mﬁgwmsuamﬂ Stage Tu Checkpoint Protocol
FeluilauueiauaaananAeasTeIInass 5 A

MNHaNINAABYE anansathraniseaeamszilady 3 Usediu Ae
msfinvunvesdgnilunisuszatanalusunsy BT Class C uay Class D, Yadefidaasie
Overhead Tun13vi1 Checkpoint wag n1sfigatianugnsiestunisiiudayaves Checkpoint

Protocol

4.3.2.3 wansznuannnsiiinvuavastymlunsuszananalusunsy BT

Class C wag Class D
Pnnsnaassiinvwavestgmilunslddenisidlusunsy BT an
nsdaneranimaassienisiinvuinvestgmilagld Class C uag D Usingin nsiiiy
aurnvesdani ¥l VM doaldaru Memory iiuuiniu danansznuseszeziian

Checkpoint Time w84 Checkpoint Protocol lngnss
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3441628
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BT.C.16

BT.D.16

NAS Parallel Benchmark

A 4.2 1WSBUiBun1sieau Memory U84 VM 1314 BT Class C wag D

Tun1susgunanalusunsy BT Class C uu VM 19 Memory au1a

333MB (g il 4.2) waziiloifinwunnvesdamnidu Class D shlsivuiaves Memory 7 VM

F99n1510IUNsUSEIaRaANTUIDY 3.4GB §3u1nnInANUTENI 10 i1 dewavinla

Checkpoint Protocol 41aantfiusnnduann 55.08 Jundl 1u 210.33 Junit (gnwdl 4.3)

\{l8397n QEMU-KVM ¢93¥1n15 Snapshot 1A3ed VM sen1s Dump eyaann CPU State,

Memory way Disk #11n8sin15l4 Memory 11 fiosenfeiianluni1syin Snapshot faeLiu

Uoyaan Memory 1nTumulueag
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(1) ¥iA19a319 Virtual Switch %38 External Bridge (br-ex) \Wewdausiadu Port

39UBNATDI Host (Mnunly ethO As Port 939U89A39 Host)

$ sudo ovs-vsctl add-br br-ex

$ sudo ovs-vsctl add-port br-ex eth0

(2) $levinns Add Port uda T luuAlylng /etc/network/interfaces Liie

AvuaA Network 19 eth0 wag br-ex Tonduslual

$ sudo vi /etc/network/interfaces

auto eth0
iface ethO inet manual
auto br-ex

iface brl inet manual

$ sudo ifdown eth0
$ sudo ifup eth0
$ sudo ifup br-ex
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