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ABSTRACT

This thesis aims to explore the interplay between cybersecurity law and
human rights protection, focusing on the analysis of Thailand's Cybersecurity Act B.E.
2562 and its impact on human rights in the digital age. The study begins with a review
of cybersecurity and digital human rights concepts, including the human rights-based
approach relevant to this context. It then analyzes international instruments and
foreign laws to compare with Thai legislation.

The findings reveal that the Cybersecurity Act B.E. 2562 includes several
measures that may affect human rights, such as access to personal data and limitations
on freedom of expression, particularly regarding control and access to information and
information systems of the private sector and the general public. The research
highlichts the need to amend the law to align with international human rights

standards, emphasizing a balance between cybersecurity and human rights protection.

Ref. code: 25666101032511BZQ



(@)

Recommendations from the study include establishing transparent and fair
oversight mechanisms, educating the public about their rights and cybersecurity, and
fostering international cooperation in developing a cybersecurity legal framework to

effectively address emerging challenges.

Keywords: Cybersecurity, Human Rights, Cybersecurity Act, International Law,
Digital Human Rights
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1.2.5 WieAnwnszsvdydinssnuanutuaslasadelees n.e. 2562

luisespuaunavesdniuanuduniLardinudnsuywevy Walvanunsalausiug

wwInlunsusulgangranedanalviinanuausasely

1.3 AUNAFIUYBINTANEN

'
o tY

wszsrUyAn1ssnwiauduaslasndulyiues w.a. 2562 vesuszndlny
§a919AUTRRN VIANTTANTEEAMUFNSUYYE T LarAINADAARBINUNINTTIUTENIN
Usewme languunefesnudeduldnsenudedniuyvesu Aosln15uuwInIwudns

UYWYYURATIINTFIUTEMINUTEINANINAN TN TIMELTaUTUU TN enanan?

1.4 YaULUAYBINITANEN

v '
fa 1 = v a v

Ingrdnusiy @nwinsessiyginissnewiauduasaeadeleiuas
W.A. 2562 Lasnguungneussineiinlsanutuaslasndeniadsiuas lawn nguuneves
AnTEaLlinT 3u wazdenlus AaenIuAnYInTIE13TENINUsEIMAN A IR UANNUAS
Uaandemsleiues wu asansvesandssvvi annnglsy uagaunauUssnvfuiae.de

Y = Y A = = Y = =% a a Y A
nzueenidedld WawSouisuiungrunevedne uasAnwdd@nsuyvevulaganizaui
913gnNsEnuIINNsUsAUldng nunedmeanuiuasUaendenalaues sauauuINITL

hanldusuaunaveIngruefIngn?
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INe1aNUS D UNITANEIITeN1enasiaeAnuinasiiasiziannmiiede
5815 UNAIIY 91W3TE AsianssenineUseing sunngaineuasteyadidnnsedndvisves

Uszinalnglazd1aussna wagdiasieiiieiauauuinilunsusulsnguuednnienis

ee

a

Shwimnudiuaanslauesineliaznefifsuansuyye vy
1.6 Usglgvunaindnazglasuainnisinm

1.6.1 lsmuiadnwazvesnnuiunamaleues Ussianvesdognaiy wasd
anuilawauannudniuluniseenuiasmamangmneivheanuiuamislauefues
Ussinang o

1.6.2 lfnsuiansuywevusnulathafionagnassnuainnsdaduldngmune
Tehearusiuaasloues

1.6.3 fimnufmnudnlalunuimednduyweruiazldadisauna luniswaun
ulgugiagamIneengranesuaiuassleues

1.6.4 ansadnszsimuumeiifulslovdannngmune 3nsgiu uazuun
UURIUNIIIENINUsEnA wasAAg1eiiven Jonveuaangrunen1slulssneaig o a1unse
Wisuiisunsmimssnuanusiuamalaiued wazansnmslunsduasesdnsuywevy
Tunguanemanuls

[ a

1.6.5 @usadasizinsyswdygfnissneinuduaiUasnnslaiues

o

a v a

w.A. 2562 luiiesnnuaunavedifinuauduasasdffUaNTuyvesy Lazaiulse
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anulUddiieanutuaslasnielyues Snsuywesulugafdna

UASLUININGIURNTUY WYY

= 1

Tugawmaluladansaunautagiu pmuduaslaues (Cybersecurity) luises

[ 1 d‘

nUsswanedlinnuddny neuagludinansisaeunguuneieanuiiednwiaiusiuag

o

Uaaadenslouas sndudasinainuinlaidensuinainusiuaslasasenislaivasfeayls

[y

foanaunislaiues (Cyber Threat) Nvzaiuanudsmeliinvuidnuvaziulsde uazy
o o9 va o Y a = o o i = v & =
Ailiindeanaiuwaitudulas saudanisianudilaineglsfslasiasanugiunse
ars3ayulnaidnAty (Critical Infrastructure) edaslasunistesiunisainnisgnlaui waz
Aag19vannnn1sallaudnislaiues (Cyber Attack) niowmnn1sainisleiues (Cyber
. Aa £ o o e{' Y & ) o Y] s
Incident) Aindududurangrunuanddviiuiinissnwianuduasasndenislsiuastul
AuIdued i ndudseznuniifvesdniuyvesulugandainnuietadnslatng &
8199NNIENUANMTAATUVDIINTNSHBS N wIAUTUALlEUDS WagdIuanTIeveIuUNiias
I NAUDMLINNIEIUAVBUYWEYY (Human Rights-Based Approach) iethunduiasesiie

Tun1s3nszriunsnIswasng nunemenuiuamsleesiuunse q U
2.1 anusiuasUaanienislaiuas (Cybersecurity)

JeruvaspnuiiupsUasndenabouasiu lwinstuteulilaeesmn1ssening
Uszwa wazlunguanengluneniumssnwauiuasUasndevnslaussvosssmesing o
ANAININTANUIANTZNI19USLNA (International Telecommunication

Union: ITU)* lalvfienul1a1? “paudunstaendenieleives (Cybersecurity) Ao nIWsau

! International Telecommunication Union, ‘SERIES X: DATA NETWORKS, OPEN
SYSTEM COMMUNICATIONS AND SECURITY Telecommunication security: Overview of
cybersecurity Recommendation [TU-T X.1205" 2 <https://www.itu.int/rec/dologin
_pub.asp?lang=e&id=T-REC-X.1205-200804-PDF-E&type=items.> dududle 19 WO WNIPU 2562,

% Cybersecurity is the collection of tools, policies, security concepts, security

safeguards, guidelines, risk management approaches, actions, training, best practices,
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youniosde ulgvrg uuIAngIuNITSNYIAINYASAAE N155IAIINYA0ATY UUINII
35m5USNITAIEEL MIUFUR nrseusy FRUFUATTWAR n153usedy uazimalulad
Aannsountosanimuindeunisloes uasdunsndvesosrnsuazvoulsay Fesauluie
gUnsaldmsudousensuiiunes tondnwalyana Insaas gy uoUndiadu U3y seuy
InspuuIAN UaznMsIvestoyanawuniaituliluanimuandeulaes Aaudung
vaendnlaesyaliuiesiliiulenldussqduazsrsisnmlidinuasn sy
nsneFuvasasinIuaz vl JosiummdesiiAeadadluanimanasulues ngussas
AamlunsUaandtlneialuysznausie

« AIUNTOUlTIIY

« AIATUAIUgADY F991959059 MFTTURIUARA UaTMITIU RIS UAR

- MIINYINIINAY”

dondunnsgrunasinalulaguvisndanigaiusna  (National Institute of
Standards and Technology: NIST) lalsienul391® “ariwdunsvasnsenilnves fa

o 4

nsrvaunislunisuntesdeya lnenistouiu #5199y uazmauls nonIslaud

assurance and technologies that can be used to protect the cyber environment and
organization and user’s assets. Organization and user’s assets include connected
computing devices, personnel, infrastructure, applications, services, telecommunications
systems, and the totality of transmitted and/or stored information in the cyber
environment. Cybersecurity strives to ensure the attainment and maintenance of the
security properties of the organization and user’s assets against relevant security risks
in the cyber environment. The general security objectives comprise the following:

- Availability

- Integrity, which may include authenticity and non-repudiation

- Confidentiality

® National Institute of Standards and Technology, ‘Cybersecurity Framework
Manufacturing Profile’ 46 <https://nvipubs.nist.gov/nistpubs/ir/2017/NIST.IR.8183.pdf>
Audidle 19 woumAL 2562.

* The process of protecting information by preventing, detecting, and

responding to attacks.
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wennifalifieniivnnglungmnehiseiuduasasadelsuesfiala
W Tuninsn 2(1) ves daterudndaeatnutunsuasndeleiussvasanainglsy
(REGULATION (EU) 2019/881 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on
information and communications technology cybersecurity certification and repealing
Regulation (EU) No 526/2013 (Cybersecurity Act) filiaanumangdn® “maiusiumsvasnss

lonvas nunede Aanssuandulumsundosssuunioviguasssuvarsaung §ldsyuy

S»6

#nan1 uazyanady 9 fildsunansenuaindegnaulnyes”® Fetetsdudnanleiny
nsvvIumsiavyAvosannmglsunda Wetuil 17 wwiou 2562 (a.a. 2019) uagld
Usgmeaslu EU Official Journal wleud 7 fquieu a.a. 2019 Tnednatsfuldfuussima
aundnuesanamglsuudilotud 27 Sguieu aa. 20197
nguaneindaeanuiunsasndeluuesvasansisaigussvvuiy 11ns
76(2)* T 101391 “Arwdunsvaendeloives uie aruluntaensyves
159979 uuredn1sltuInsnrsd suduietesdunislandnielawes nisynga

MISUNINUYN MThaIeuazmsldauniang g swieUameiliningn tiearunserre

> Council of the European Union, ‘Regulation of the European Parliament and
of the Council on ENISA (The European Union Agency for Cybersecurity) and on
Information and Communication Technology Cybersecurity Certification and repealing
Regulation (EU) No 526/2013 (EU Cybersecurity Act)’ 63 <https://data.consilium.
europa.eu/doc/document/PE-86-2018-REV-1/en/pdf> Fududle 19 NO WAL 2562.

(1) ‘cybersecurity’ means the activities necessary to protect network and
information systems, the users of such systems, and other persons affected by cyber
threats;

! European Parliament, ‘LEGISLATIVE TRAIN SCHEDULE: EU CYBERSECURITY
AGENCY AND THE CYBERSECURITY ACT’ <http://www.europarl.europa.eu/legislative-
train/theme-connected-digital-single-market/file-jd-eu-cybersecurity-agency-and-
cybersecurity-act> dudwile 19 NUNIAY 2562.

® National People's Congress of the People's Republic of China, ‘HfE A B
EM&ZZEE" (The People's Republic of China Cyber Security Law)
<httpy//www.cac.gov.cn/2016-11/07/c_1119867116_3htm> Fufiile 19 wqwneu 2562.
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lugniusmsandunuiiadesuazifodold sadin1ssusesnuanisadoyaniesiei
auysad iumsavuaslsales”

uaewsEnvtinsnnanusiuasaendeleues we. 2562 vasuszmdlng
Feuszmaluswiaayunwuileuil 27 nquatau 2562 wazdnaldvsduidioTuil 28
wguaax 2562 Tagluanns 3 WWlideulian®® “n1ssnwinnuiuntaonseloves
emIWI1 AasnIuientsandumsiiimunduiiotestu sulle uavanmaudenInsy
anmumalaiuesiaanmelutasnieuenysamnasunssyusonutiunsvessy A
MATYAD ATMETUAINIINS UazAIuAIUSUoen e TuYsHINA”

nflenusng o Aldduaueludadui viduifanulndifisty widadiienw
vsdndigdlifienudaeu uilasasiud mnufunsaesadslewes Ae nszuiunisvidens
nsgvranuedisfuiiovliesinsuasdliusmnanudes uasaudemediiiden
Uaensevesdayatazszuvlunnuuuy siutensseisdesiusionislaud n1svsuvinany
NITYNIN N3915NT3Y WagauRanatasng « Tasasiilfsesdusznouiugiuveaning

Unoasdevestoya 3 Usen1s laud n1ssnwianudu (Confidentiality) Anwauysaivasdoya

(Integrity) wagaunsoaulday (Availability)
2.2 fisanaruniglaiuas (Cyber Threat)

feanArunslgiueiuy Simunisiuguuulegiann siufsaiveinisiin
Y 2 a £ @ v & =i - Y Y = a s & Yy =
feanauiiaguniilan sudunainannisinadisailanaiunsadnfdumesialauniy
iliiadeddviununelulantsiueing livssasrnazsidlaudla FavihlvisguravesUsema
A9 9 Aalantinanununsenunseduanaundsuesi waglawauiuleouis siuds

WINTNITNNYVEEENS 9 LiteSuilarusieananudl

?(2) “Cybersecurity” MAEZE, also  network security” ] refers to taking
the necessary measures to prevent cyber attacks, intrusions, interference,
destruction, and unlawful use, as well as unexpected accidents, to place networks in
a state of stable and reliable operation, as well as ensuring the capacity for network
data to be complete, confidential, and usable.

¥ 59399 muN Y (Waes9R 2) 2.
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2.2.1 Uszianvasfsanaiunislyiuas

nssuunsegnAmynaleueTiu miaeatu The European Computer
Security Incident Response Team (eCSIRT) 4 s uta3 ov1gar1usmiieluanainglsy
Ieduunly 9 mnavy Fagudiszaunmsinvanuiuasasaduszuuasuiamefusema
Ine #3olnei¥sn (Thailand Computer Emergency Response Team: ThaiCERT) fila 11
FWnsdwunwes eCSIRT wnldilunaninasiiunisiihsyTuassuudanadeanauguiediv
Fefismanoad!

2.2.1.1 ilemndiidufsnnanu (Abusive Content) maneia fonnATu

A a Yo "y a1 g a i A o oA A
'1/]Lﬂ@]'ﬁ]’]ﬂﬂqﬂssﬁﬂiﬂLNEJLLW??JE]H@V]VL@JLUUQiQWi@l@JLVﬂquﬂM LWE]'V]']@']Bﬂjqﬂqusﬂaﬂamaﬂuﬂﬂa

v av o v |

wsoan1du wenalviiinaulias vIedeyanligndosniunguuiy Wy aun ou1ais

Y Y

o

wiiulszum uazsamfsnslavanveduiining 4 maduaigfuldldfinnuuszasdaz iy
Gi’faaﬂaimwmﬂﬁ'u 5 (Spam)

2.2.1.2 mslaufanmanundaulduvesszuu (Availability) wianed
foanamiiinannislafanmenumdealdauvesszuy ievinliuiniseng 9 veaszuy
aunsaliusnnsldmuund dwansenudasiinauaidilunisnevauesveusnis
unsgaszuvliiannsaliuinsseldld Avanaueavziinanmslandiiuinisvesszuy
TAunss 1w n1slanfuszian DOS (Denial of Service) LUUAMN € ®39N151AUALATIATIN
fugutatuayunisliuimsvesssuy Wy o1esaniuil svuulilih ssuuuuerne

2.2.1.3 M3dean delnwiSevasnaltuiienausslevy (Fraud) vaneds

[ Ql'

AYANAIUTALANINNNNTR02E 20LNINSBNSYaBNANENaUSEIeY] @unsauinlaturane

9

dnvaig 1y msdnasuldnussuundeninginsmsasaunadlildSuoungaieuaiam
naUszlovtivesnues viemsnedudvidovedurifiazidndvans

2.2.1.4 AUNYIBINTIVTINTBYAYB98UY (Information Gathering)
vinefs Aanauiiinananumeneslunssunadeyagnseuvesssuvvesyliuszasd
(Scanning) A28n15i5enlduingang 9 fenaanidalivuszuy Wy Teyald vafy

S2UUUHURANTT szuurenduisiAnnvselda Teyatnd¥erldau (User Account) Nileg)

Y

& v =2 3 2 v A .
YUTEUU LU Y 3’JllﬂQﬂ’]ﬁLﬂ‘Ui’J‘Ui’JﬁWﬁ@Wﬁ?ﬂﬁ@Uﬂ@%ﬁﬂi?%iUUi%‘UULﬂi@“UWEJ (Smfﬂng)

1 é{"]ﬁfmm%’gmaaﬁﬂmaﬁﬂé (esfmsuvnm), ‘Arssiunslasaieymsleues (Cyber
Security)’ <https.//dga.orth/upload/download/file 769c60982edc374dcd33b41c29227a31.pdf>

Auduiilo 18 flunau 2562,
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o w

wazn1saeadIwmseldiavinasng o ek ldnulawmeveyaninudAyuedssuy (Sodal

o

Engineering)

2.2.1.5 msdrfwmsailasunlasudludayadiaglaglildsuayyin

3 v

(Information Security) vaneia AuaAnAuina1NN 594 L lasueunaInsantadoya

Y

[

@Aty (Unauthorized Access) V%@LﬂgﬁluLL‘daﬂLLm%%}aga (Unauthorized Modification) 161

2.2.1.6 ANUNYI81UTYUNINLI152UU (Intrusion Attempts) viangdia

[V
v a1 1

fuANANTANIINAUNYIBINILYUNTN/AI52UU (Intrusion Attempts) 1I97IH1UABDY

q

=) 1

winraalmAdunsdnluansisae (CVECommon Vulnerabilities and Exposures) #3an1u

AnoaUNIaYR M luungldipenuuineu HeazlAd1ATaUATEINS 9V LAAAANNTATD

9

[y

fuu3nseng q gesszuy Seanmuissdenumenensyninuielnigsruusugesanis
nsrvaeulayddedlinuuarsiari (Login) MedSmsduvewndoya w3eisnsmaaeu
e 1unnA1 (Brute Force)

2.2.1.7 nM3unInvisaa1zszuul@aisa (Intrusions) nunedis suana
fAnfusTULAIgnyngnusalsdisyuuldd1s (Intrusions) uazszuugnaseunseslagli
Lilasuoynn

2.2.1.8 TWsunsulsifaUszasd (Malicious Code) msefis Auanaui
Ananlusunsuviesenduaifigniauntudiedsdifanadnsilifessasd duglinuvie
53UV (Malicious Code) ilevhlsiAneudadeswiaidovoriussuuilusunsumievenduas
Uszasddeiifnteg Tnsunflusunsuviesendurivsrasdhelssanifosododlday
HufDelusunsunievensivaiieu Seazanusofassiaomerinauld wu Virus, Worm,
Trojan %39 Spyware #14

2.2.1.9 Aegnaudu q uenwileaniimuualidnsdu (Other) uneds
Foanamsznndu 1 uonmdeandfuualidisiy seyliiieduid fadateanau
Ussavlmineldannsadaussnildnuiissylidsiu Tnefsuauseanaiudu q luded
fis1uansnniy LLamﬁﬂmmaﬁwL‘i‘ﬁluﬁ%ﬁaw%'wqqmﬁﬂLLUaUssmmﬁaﬂﬂmmﬁim
2.2.2 unasilanvasfoanarumsleiues

mainturestoanaumslauefiiueaiiatunnnguyananiessdng
i uglumsufiimadedidunterisuasdeyn Gamaddsenaifnduldanyaea
fldsuaudefonslumiisnuiduies wienmadfzerlnaanyanadsuiuniung
Fumesidn TasgudysannismusiunsUasnssloiuasiaznsdoansuiand (The National

Cybersecurity and Communications Integration Center: NCCIC) Fadundrsauaeld
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N5EN329A210TUAIUY 9319 # (Department of Homeland Security) Ya4an$goius n1
I uunnguyanauazesdnsivilAnseanauleuesoonidu 5 ngundn'? léun

2.2.2.1 §3U1aunY1@ (National Governments) N1513UAYBING WU
anusfunsonasin feqasisanefiazaiunnuidemelfiiatutulssmadmnetionis
Aemuiules nslavarmudewaznmsasimusiemaliwddunalaedaudemeszaus
Uaufansansnssudeya mslaudnieussfedin wazusiudairsanudemeliiulassaing
fuguiidrdyresusving Ssansgeninideinfeanaumslewesinsseynmuiudy
mMsnsgyildunsafuayuainds uwiueuinsemaignivmueadufivay léun 3u Jegn
seydn fidmlandivledndedvesansgeinn srudsansnssudeyaaufnves
AlusnIsuNsTULATTNEBumesTln

2.2.2.2 {{an15§18 (Terrorists) Iagsi 1lUfl 9 as amaneiit o7t azvinane
wausslestivomiegud nautiarlilanlmuesaiauuuumanduyu wounsuwaida uandy
Fosmnansdeans lnefimneiionszaeanuvmnndlumaiseu

2.2.2.3 @18AUVDIDNYUKATDIANTDIYYINTIY (Industrial Spies and
Organized Crime Groups) finmsldlanleueslunisynsnuaslauiszuu lnedidmanelile
Msnssudeyauaznindauiannniaisuasiensu enafimslauilasadsiiugiudioliin
naUselovifuguisvesionsuiignland vieiAnusslevisunguiu q Tnednisulueanudy
namsAudideyaliune nisuudamduivniignilusdeyalasliamnuidssivves
assauzdundesilelunisaug

2.2.2.4 uaniida (Hacktivists) Aenguusninesildussgslanienisiies
WesmnguuazndnduliAnauiasunamisauin videnssesusy lnonisatuayu
Nszmensidies miasyamgidsmaienisnsidesuardsaunnniinisainenandems
Trtulaseadnefiugu

2.2.2.5 uanines (Hackers) Aoffinenenunisnsviemdednivesssuy
[ieusudnasuitngszuy dnnudurtensugteyatnas audvhanedeyatnaisuazyi
anudemeliiuesdng lutlntudymilub eservginssumsdumelulad Tnsang

¢ @

TuSaswannasATlAAULINTY Arweudnasuingsruuianlaainialan inlviaidunis

2 NCCIC, Department of Homeland Security, ‘Cyber Threat Source Descriptions’
<httpsy/ics-cert.us-cert.gov/content/cyber-threat-source-descriptions> & uA kil 15 wgun1au

2562.

Ref. code: 25666101032511BZQ



13

Uastiursedumiidnssvindadululdenn luefnwaueninesanunsaasisnnudemeiiies

SEAUADIUIUNANT el BTLENNDSIIUIULINTUUTLNDUAUNISHAILIINELI DU Uns e

o § va a A I3 & o A o g va = v v %
a’]ﬂVl’ﬂﬁﬂJﬂ’l’nJLaEJﬂ‘mLLgﬂLﬂ@iL‘Via’]u’ﬂz%’]ﬂ'ﬁiﬂﬂmmm'ﬂvﬂﬂﬂﬁqqllLaEJ‘Vi’]81“53@'U3’]8LLiQI@
2.3 laseadranugiuidndsy (Critical Infrastructure)

1Y) I V) vy v 0§ ¥ a =~ v
foanarunigbauesilanandslddduty awnsaviliifinanudenisls
[y Y ~ o Y a = v Y % I [ A a
nagIEAY wideaAnAmnagyibiiaanudemeluseaususindudonnatun s
lassasienugiunandsy (Critical Infrastructure) §99gnTeNUABNNTANTITINYDIUTEY VU
FIUIUNIN waze19FBuTdT Ui uLazdeTiala 1wy Tsslihduades ssuundnuas
Frenseualniin AaNTUudwIaTY N1595135W90INIA UINITATITUEY UTNITNNNITRIY
Judiu Feazdwmansznuludmnuiuawassgluiuasvgia deu wasdudu o agdliens
a d‘ Y £ a1l 14 ﬂg’ d‘ o U di, o Y 1

nandesld narsedeanislanfinelassasaiugiundiAyies vilisyene q eenuuy
Wlgune wazunsnIsiesuilongauduen

annININIANUIANTZIINNUTEIMA (International Telecommunication Union:
ITU) Walwenuli® agulaan Tassasneiiuguiididy (Critical Infrastructure: C1) ilusguui
Juwiilavesnisliuinmsvisensviiau damngnvilingaseinvsegnvateasdmanssny
AAAAILBUKERAIYDINITANTITUAY ANUYABASY N1TNIAYE KAANNTIUAIUBIYIA 1T0
aeUTEN1SUeAUTINAY

o A IS £ & Ao v &a ' @ !

n1simundsladulassadiaiugruiddyidanuuandiaiuliluunas
Useine Feiinsdiuiiegluniasguazaiaensu 1wy Usemalneg lafidsenianngnssunis
33N35UMN9BENNTOTNG 1399 T18TOUUIBNIUNTOIANT MTOAIUIIUVDINUIBIIUNIDBIANT
oA v & o W = v o aa o Y
ndedulassasieiiugiudrdgueaUssinadsdosnszyiniuidnisuuudasadsluseedu

1ASIA5A WA, 2559'° FaszyTeviieudiuau 121 wihenu lnegsnssunisdidnnsedind

1 Frederick Wamala, The ITU National Cybersecurity Strategy Guide, (Geneva :
International Telecommunication Union 2012) 25.

4 sryReayiune, “UseniananssuNNTgInsaumnsdidnnsednd 13es ede
MieuseatAng uiedmnuremhsrumieasdniiteilulassadrsiugiuddnyues

UIEATIHINTEYIMUITNShUUUaAN gl USEAULASIASA W.A. 2559
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veamheruiuiinaiisaniosdfusonuiunmionuamuiioudesvessnansene
A5

uonani §eillassadreil ugrudrdynisansauna (Critical Information
Infrastructure: Cll) §9ms1e i izuumiammﬁmmmm?ﬁ'aLﬁu‘iﬂiﬂa%’waﬁugmaﬁﬁﬁwaa
Uszimeldlunsanfuausasiiuinig mnssuugnsuniussvinbiliaiusaniduaiuse

[ 13 LY d‘

Tiusnsla Tnedinauinuigsnssuniediinnseiind (esdn1sumv) nsenssfdviaiiie

[

iwsugnanazdany lawua Cl eendungulvais 6 ngu® laun 1) nquanuduaiuazusnis

Ao o

AASTAEALY 2) NaUN1SRY 3) nqumalulagarsaumanazinauuial 4) NaUN1ITIUES

<

s

warladafingd 5) ndundsnuuazans1saulng way 6) NENasITUEY
2.4 wiamsallaiNeUszasanislaiuas (Cyber Incident)

fimmnsainslandsuusnnidsansenulusssunsgsng o Sududediaing
aulatunssnwenusiunsasadomslawes Funnsallifissvasd mdlauesinandu
Juvdngrududaauiiuandiiiuinnasnisuazngranedng q fanudwdudieda lunns
Untlaslasaadrsitugiuiiddey wasdedtostuiufoanauiinssnudeussuauvessy uis
sonusfunsvessgies Avlumsnuivndiegiavnnisaififinduuaylfassanudeme

Y 1Y

pgalitdAgslussaulan selussiuanzlangassy
24.1 mqmmﬁ WannaCry Ransomware Attack
Wedun 12 wauniau 2560 (A.A. 2017) USEN Avast lAs189IUN1TUNITEUIN
voaauds (Malware) 1unanlade WannaCry lneg dauas WannaCry tdusiawasussian
Ransomware @slailaidluauldnievlugdoyalunouiinmes uivinsidrsviadudaya

Tupeufivmes i ldnudddng drazdidsdenderiladuanatiuivaee (Bitcoin)

<https://ictlawcenter.etda.or.th/files/law/file/78/e37cdfe15bbaecee06907537bddda779

v A

5.pdf> dUAULD 19 WouAIAY 2562.

Y

1 diinauimugsnssumnediannsetind (esdn1sumaw), ‘Critical Infrastructures
(Cl) waz Critical Information Infrastructures (Cll) Augndun doliannudiAyuasios

[

numu MsUssgnwuleuiemsundedasiasniiugiuidfguessana’ (2561) 8 - 9.
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Faduduanandiadiliannsafamuiguleuwiuldivieunisloudusiusuiaisiulan
Aaduas

Tnesauritannsalunsnszaneiiemniedesneninmesvisludueios
poufiamessy 9 Tundereldlnealudf kuteslnisyuu SMB (Server Message Block)
v033ulnad Windows) flfeuitlisuinnszuuufoimsiulmddamnudssiiasiniausi
Imaﬁﬂau‘ﬂ’;Lmas‘ﬁ'qﬂiwﬁmﬂﬁaLL’;s‘ﬁymm’jﬁ 200,000 1A5 01 1u 150 Uszine #2989
Uszinadi ladsunansenuidusgieann wu Ussmasengud aldfunansenuseniieay
1530 il Uaendn 6,900 318 Tianunsalduinasld dedesluidiviltauasdidun
Tawildt drundafnanaaensuiidugndnvemsiuaslailiinsdansfifmelunssuinaiile

Unoalninns q wazdmsugliuinig Lou uinisaisisaan Sealuladiunsnisiugiy

LY

vRulidessuseiuauaiosuagaudasndevesseuu’ dmsuludsemalnenuy
a o e v | & | ' v 2 Ao a ¢ X
Ansauastieg e uwidalinunsunsnsznegluining Jadleifiamennisalres WannaCry Ju
Mg ualenevesussmeanig q Aunssrunduduegiann waglinnuddniunnsns
nenfumtiuasUasndmslgiuasiinaut’

2.4.2 winn13al Petya Attack

Y ¢ & & a 1 a 1Y) =~ a v

Uaw3asuLdusUa Ransomware WuULAg3INU WannaCry @93 UAUITUINIA
Uszinaginsuiiiol 2560 (A.f. 2017) Menaansnisalved WannaCry asuauiisliuny
Tnesiawisiadunsszuinluyilandmansenuseniieusy su1as USENEeans wn3eune
saluinlanu aundu Boryspil’® Tulles Kiev v3sudinsensneuiinosveslsslniindss

o

% a da o ¢ & g v a v o A
L%@iiuuaﬂm@uauﬁi UUQUﬂ§3WQW@QLUaEJUﬂ’]imirJ‘r\]f\]UﬁQaNWL{]u53UULLQJuujaLLWu

' NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE), ‘WannaCry
Campaign: Potential State Involvement Could Have Serious Consequences’
<https://ccdcoe.org/news/2017/wannacry-campaign-potential-state-involvement-
could-have-serious-consequences/> Fudidle 16 NOWAIAN 2562.

" Matthias C. Kettemann, ‘Ensuring Cybersecurity through International Law’
in Revista Espafola de Derecho Internacional, (2017) 289.

'8 Russell Brandom, ‘A new ransomware attack is infecting airlines, banks, and
utilities across Europe’ <https://www.theverge.com/2017/6/27/15879480/petrwrap-

virus-ukraine-ransomware-attack-europe-wannacry> duAulile 19 NOWAAU 2562,
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UNINTUTLNALAULIS NTILA T UTUIITLUUASAUNAVDIUS ENVUAINI95 D Maersk'?
nlaufwardeslnssuvantuiu sHulufauseniiu Rosneft Ua45aL0e FauilaAauNLmnes

o

)
fnsoustl asuanstoruiilndluaiesgnidnava uarlidisdualadutuanadnnee
ilesusviaandenlid

2.4.3 ms;msai Estonia Cyber Attack

9 2550 (a.A. 2007) Uszinetealaie gnlaudnislaiveindedrousadaeds
DDoS vilszuunaziivladang o auly Inslanizsgant nsensis Nuae NsU sUIAS
Lardeasuiaruse o Tudinsawly Inadternudendesiuuinnuazaeuaugluni

11619 9 vesealaderudmssaufsuiiduszuia anmgnsailvilisguraealade
famasruuguatiostusvluveiiudures NATO Tnedidewdudn “wéfsifiving” Tigrikaitse?!
nsdestussanausiinavesealaide fndsduiininssuuvesigimunliluaand
(Cloud) ynAuuauealaiflgnnesindnasesitaannsaonendngluegusemadu udiSendu

(restore) suUUR3TFNA158Y (back up) LIWuwnldiauInsAanisvesiyseluls Jagdu

[
o«

¥ Thomas Brewster, ‘Another Massive Ransomware Outbreak Is Going Global
Fast” <https.//www.forbes.com/sites/thomasbrewster/2017/06/27/ransomware-spreads-
rapidly-hitting-power-companies-banks-airlines-metro/#1fe143c37abd> &uAuile 19
NOENIAL 2562.

% DDoS fined 13e Distributed Denial-of-Service v §NWUENRIDIDNITUTIVBINIT

a A a 3 = a ¢ & s A o 9§ w

laudtasesrsuimesituinenieszuuitunevudumesidaussuanines wevinlnszuu
Wnneuiasvisenganistiuinis (Denial-of-Service) nMslauAaziindunsey 4 fuwazdl
Wvunedeaniu lnensesfinnidumndevinun azasisdoyavesiuun uasdslufiszuy
Wwneg nszwadeyaiilvadiunludsinasmenarilvssuuidmingdesinunidniuuas
v a = a 1 v Ao Y = [ r-:l' [y [ o/ 1 £
fauses 9 Weaiunsedunsuls Agveansviauasiunan sulumeligldlianunsald
vinsszuuilmunelamudn® wWnenan ves DDoS A 1) nslaudlidwunelianuse
Wusnsgldaumnuinile 2) avdunazlesiuen sizgviinislaudidiuiuvainvaie
wagn1sUnglanfoananglénuaseivitldendaeuriv

a

1 59403 W3, ‘ndadvzenu lasansnmnselanwuuiealaiis InTgannansnaw
U d‘

SeAUUTTINA’ <https//www.the101.world/estonia-startup-country> ufuiiiotudi 24

NOWAIAN 2562.
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aladodulszmaiinmsinvanuiunsasadomalaivedegluszdudu q veslan wagd
dnenmlusuluuesgannussimandseslan

2.4.4 wign1sallaudlssufnsaliivadesdnsiu

19U 2552 - 2553 iinwmansallseunsalindesvesdniugnlauilag

1%a Stuxnet Fanaindunnusiuiioszuinvanigewinifudasiea lag Stuxnet Lunis
Taudlssfnsnidandesvesdnsudieisnsunsndudnly dalafa Stuxnet 191gin3 o3
ﬂamﬁaLG}@?‘?%UUM‘UQNLLasﬂszmaNaLLUUﬁluﬂiw (Supervisory Control And Data
Acquisition: SCADA) Tl#lumsmuauuazqualassadalugiusing 4 wu Tssnulih Tsay
UsU SPUUMUANNIITTT SPUUAMUANTEY STUUAIUANLYLYA T uT BT LRy
¥173 USB Flash Drive uffiiponfiunesiuasliiléfidonsodumedidn fsnmsujifnisadatn
Hlilssufnsalduedeslaonisdanierldsuutasussfurennui nsaidundes vhane
\A3099N5 “Centrifuges” ﬁli‘ﬁLﬁlnﬂizﬁﬂgﬂW\l‘UaﬂLLngJLiLﬁEJ@J 111131 1,000 A3 DauaY
unsnszeludsrenfianesannnit 200,000 1A3es sudsHANTENUADTAAIILAINTAN
Tupdesvednswiilidemyayeinly

2.4.5 wgn1salunsnusenisiienaanigawidng U 2559 (a.A. 2016)

wgnssitunnensanmslauddy q dldnandedisiy Wesmnlifina
Fevmetusioszuu msliuing vidensinuresgunsaling q uidumsuenidhszuuiiie
vluedeya laslumansaidsadonndulssnaiignnamiiatvayunisufuanig
unsnussnsdenisesanizowsni Tngldlinineinsvesigiielildindedayafisoulman
TIAINALLNTINNSIEAUTI AT NI ALATLLASA (Democratic National Committee) &g
ANZNITUNITISAUYIRAVOINTIATWUANU (Republican National Committee) LaZLNELNT
Yoyandiwavesunsdaans adudu nin 20,000 atu fidwieldsulasaundnsediuga
TupaznssunsszaumAremssanlunase duniwiulesd Wikileaks wazdaldinaunsda
194u18 John Podesta §3nn13iuausassAnndoadendvesndududndae? viali
anuduiusseninasemaressafouazanssenisnifinaufianseaty waedinnsns
pouldfulinmasningn Tsansyn serinsunsnuesnindendendlsivesifuseanaiu

LY

° < a a [ ¥ ~ =
dAgylunsazsiinedulnevesanss lngnisunsnvnedeyauaznisiavanyiude dadu

=p.

>

2 Jacqueline Van De Velde, ‘The Law of Cyber Interference in Elections’ 20
<https://papers.ssm.com/sol3/papers.cfm?abstract_id=3043828> dufwiie 11 NUAINUS

2562.
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F3nstimeenuia fvuanisnsgiveseulusgiaausnluaniiaasesidu uagvians
szuaulsyrsuley
2.4.6 winnsaldayaduyunnavaaulnegnuanainszuy
wansaidoyanulnefignueniiatustnsdeiioataudl 2563-2566 dedulg
FruRnduifuszuilsmenua ssuuasisage fil?

24617 2563 lsangruraassu3 gnlauddelidasenanla aussuy

a A

lianunsaldaule Inseredeiuasiduiignsende 200,000 neeeil Aadudulneluyae

o A

U5z 63,000 S1UUIM feunnsensmIvialiawsyganazdiny asivimsiteyanuld
9INTEULLTARIT hagnuIenneaslanfunUsenAansgomsng
2.6.6.2 U 2564 Lsangunasggnland 2 assiaseniy lnslugiaseuiugiey

2564 saneuraanidulsalagisivuasuns gnanasunzteyaauldlunit 40,000 sy

] Y

ans1vaeunuln waninestaingszuuinteyaauldly wu deyadiudiauld Useifinig

v A v o o

wonle wazUseiRnssnwuasnadnesdvasauld daulwgiludaegfdinniunissne

9

Yal o

nuusaninesdLdurennn mdingwivnsdmsiulsmeuiavensadesesiugiieuns
wienvendn vauzlldelifiurranieueniisesil wazinlnsundnase uigavnedlidfinisinse
W1 MalsaneIUautiudendng

¢ al

nantuiame sl deyanuliveeniensnanssagy gnuenanseuy

lUnin 16 druau InenisuenluaseiiinisiZenaladeya Gegninsviseg uuivled

(%
Y

Raidforum s1eazdenuwivledszyin doyavievun 16 druau Uszneulumedoyaves
auld Ifun ey wesTnsdmyt audnsusssiauszvvu weslnsdwillefio Jubioudiin
Fodinn Folsmerafidisnud doyadmuaietuunmg uazsiaiiuialuvesssuy
Tulsaneuna udedeyailudu q vungruteyaiiuszana 3.7 GB nsgnssAsloanyin
gnlandananyseinaanigowsni Jsuszarudunilisnuluansy wazniigauaina
HreduarufnmunguLaninasaenabiiumenisine

2.4.63 7 2566 Teyamilnelaunenly 55 duse wezdigaluussiimans 4o
$udil 15 flunaw 2566 "wsnines eeularl” Tuww ngu INear Usmaedeyavesaulneniy

55 a1us1e Muanulaainvilsnulnewiani e Yoy an viessud 9o Tuidn

2 yfgSeu wniadssn, Tauaede! deuses 3 wanisalaulvelay 'wanines
poulad’ <https://www.komchadluek.net/quality-life/well-structured/546508> dUAu

dlouil 9 nsngrAw 2567.
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wesinsdnit Moy waznuneiavUnsuszayu vwiules BreachForums sauviadinasinas

4

dnwazyNyndtsnukazlszrvuluiendie lngssyin dlddesendu agddasetoys

Y

v A

drudayamhunlamen1an1sasdee1amaaNI WO UNAATUNLONT DY NTENTIFITALNE
\Asugiakazdeny vermasanadaldaiunisidndaiuled Inear.org Fenosiaywn3eaa

duanuaeuaiuaryyinssunanaluladdudusidnewme unmsuneainduln dsin

NIUNITVUEITUA %ﬁ%@éﬂﬂ?ﬂﬂ’]ﬂ@’]iy’]@@ﬂﬁmﬁEJ%J‘U

2.5 Ansuywevulugandiia

v ¥

SpinthilunsuntesdaaSudnsiasnnduiugiuvesssyvy F98nsee o

ladnsfusesliislunguunevesuseme wu $355uUY NevUYLR naenaunguuiy

a1Usaene 9 uazdusesilaunguineseninsUssme sy Soft Law Wy Ujsyeyranna

a g

J1ednuysevu (Universal Declaration of Human Rights: UDHR) uagiiduainunnas

'
aa

seniUsenenda109Au W nan1senInsssmadliniedninawlodwasdninianisiiies
(International Covenant on Civil and Political Rights: ICCPR) nfin15¢1319UseinAI1A 1Y
AMEMAATEENY d9AN wagdnusssy (Intermnational Covenant on Economic, Social and
Cultural Rights: ICESCR) L8ustu Tasfianssng 1 sguuiiugiudesnnuminilen auaue
aa MslidenufuR wu e@samlunisuansaudniu ansluaududiuds winmly
MITINguuagNsaAN @inmde vainsliavitmansdediifunisaniiadnivosdu
Wy Mstansnand anude uazmuAniuvew]du nasndudesddefsusyloviives
AT

ﬁw%wwwﬂuqﬂﬁ%ﬁmﬁguL"fJumﬁﬂ’@um@iaaammmﬂm%“ﬂmsmﬂaﬁ”mﬁw%
uyvery Tagluinerdnusdvelfuumeinuaviuyverulugaidnaninng insindedns
ww%uuawé’ﬂmiﬁugmﬁm%’uﬁumaiﬁm (Charter of Human Rights and Principles for
the Internet) ﬁuaﬂﬁﬂiwqmﬁéf’sEJﬁiimﬁmaﬁmauma%Lﬁm (Internet Governance Forum:
IGF) ﬁf'faLﬁumiﬂizﬂguﬁﬁ’mﬁa%ﬂmaamissmsmﬁ L‘ﬁumiﬂizﬁqmLﬁ'mﬁ’uu‘[amammsmsﬁ
Aoatestudumesidn lnsdoidunidunalnvesesdnsantssvrmdsudunesiin
wenwitlellannufivionisuszyuund wu naln ITU 1usu

GF gnosed ulud 2006 a1nuduosd Uszyu World Summit on the
Information Society 3 2005 & wiunisUszyudumaluladuaznisdoaisvesasdnis

Y L]

andsev1@ lag IGF Iingusvasdlunisidunuilinudddiulaide (stakeholder) 1un
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wanefwwuleuigassasvesdumesidadundn nsuimsnusgneldnisiiuves
peAnsanUszs1d Tasfdrdnauaisnisdsoy n1elusia1sf vinisvesesdnis
anUsErR o uasiatin auusigaia uasdeuznssunisiivinw Susilneiauiinig
o9 sanUszInTd Yimihiitiguanazdanisussyn®

IGF lasauingUnsiaenisfniuannsgiusudnsuyvevuanyusuldiu
anmwindedumediidn uasndnmsuleviesdumesidnazieadnulidsanmuindend
atvayudnsuyveruegageaauinfiandululd? ngtnsdfaugonefiazaig
Spuansaumaiifvszasuduguinas umamuazinulidadvsuyveruduiugud

o [ v

agviausylu UDHR usnatndnelinguuneseninelseina Sgliiuseniniiaungvuie

[ [ 4

gfoamsn Untes wavdaaSuansuyvevuvasnaiins Famhnsnaiisensaelnsysios

<3

[
v v a

‘LJﬂﬂaqﬁw%mqwmumﬂmsamﬁmhjdwmﬂéﬂmﬁmm wonINtsgdalininnlun1sdvaiy wag
aslned nsgvinsasliadenanvungluiuuauniengliiundiunsvesnu 8elundndu
d‘ = U = 1 ¥ = U a 24 a a
uARadY 9 uanwileansgruludduanvuwsiasediuianusuinseunmelassuauans
wyweruaINall lnedeaduayulasA NS I veYUYadunIY NYURTYeY IGF IVedu
21 99% luusiazdoazUsenoulddrsdniuasniniidevasludn deauisaasulanedauy
samalul
1) @nslunisidnfiedumesidn (Right to Access to the Internet) Fauuansauy
fugruwazilusingiuvesdnsdu 9 lungUnsadull Inednslunisidifedsmtenisidnga
a aa ~ & 1 & & a ¢
Usnshfiaanin snnlunisidenssuuuasnisldvenyiuas danuatenianedumesiie
(net neutrality)
2) ansnezlignidenufuRlunisidndedumesidn n1sld wavsssuniiua (Right

to Non-Discrimination in Internet Access, Use and Governance) dnsved azﬁ’auaq’iu

¥

?* Blognone, ‘[IGF 2014] § 9'nfi'U Internet Governance Forum \37 Use 4 1A 11U
UlBUIEVDIBUMBS IEATEAUWIUNIR® <https://www.blognone.com/node/59436> dUAw
o 24 wepunAs 2562.

# Adrian Cristian Moise, ‘Cybersecurity and Human Rights’ (2016) 2016 Revista
Universal Juridic 160, 162.

% “UN Internet Governance Forum Charter of Human Rights and Principles for

the Internet’ 9 — 27 <https://www.ohchr.org/Documents/Issues/Opinion/

Communications/InternetPrinciplesAndRightsCoalition.pdf> dudude 17 NOWNIAU 2562.
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a =

U9 2 Y99 UDHR “ynAudausidniuazdasninussaninmualiluuayaiil Ineusieain

A7)

a <

AnuLanasldIviiale 9 Augu FowR A7 e n1en maun amuRaiumensidlowise
99U LR videdsau nindau dula vieanmugdu 97

3) avslunsiiadnmuazanaiunsUasafouudumesidn (Right to Liberty
and Security on the Intemet) 4 saeaAdaariy 9o 3 ¥os UDHR “aunnauiidnslunis
M59%30 1@ waganusunaiadianu” nanfededldsunisuntlesninervanssaumn
sULUU uazfienusiunsasnfouudumesiin

4) @nslun1sWauIn1uduines e (Right to Development through the
Internet) \Wu MsvdaAmenoen MIwaayed waymslidundenstedsiy

5) snmlunisuaneenuazidninlunissudedeyauudumnesiia (Freedom
of Expression and Information on the Internet) @samluded Usmgsﬁmiusﬂ’a 19 ¥®9
UDHR @sluanmuindendumedidn a3 nnddmuluis s amlunisdseisesular
adnmannisgndaiu Avslunisiudedoyatnians wdnmde swduadniwdarlign
sumumnﬁwwﬁmﬁuammmLﬂﬁm%’a (Freedom from hate speech)

6) s nmlunisifudermauwazanuieuudumesiidn (Freedom of Religion
and Belief on the Internet) wuLieafuiivaa@lilude 18 vee UDHR saxlufanisineun
MSUFTR nisywn udlilenaldavdiiiesiinavsuyvetududy o egnefiangmne

7) s nlunisyuyuuagnisauiateaulall (Freedom of Online Assembly
and Association) lagligninuing

8) AnsluAnuidudiusiuudumesida (Right to Privacy on the Intemet)
duefiute 12 ves UDHR Tneavsludeilldimualissiesiingrunefiasdunsesanudy
g n1sliuInIseng o vuduwmesidadesinisinusulouisanuludiuda duinsgu
YossInuANNduarANLgnaesanysaivasdoyaluszuumaluladansauna avsiayl
URLHEMAULAZNSINTIE LEsNINAINNISNADALLY LLazLﬁmwmﬂmigﬂwﬁuﬂizmw

Y

9) @nslunslasuanudunsestoyandsia (Right to Digital Data Protection)

Y

sududayadiuupaa lneasraiusnsaliiugsiusumsediiutoya wasiiumsgiuduailu
nsldteyaduynna wenaniinisAuasestayavzdedlasunisnaaeunmenuiluy
9as2Us1AINNIATEUIYITINANTONI0N
a ad Py P a s = A A U a s & .
10) @ngnazlasuns@nwaindumesidanieiieiiudumesida (Right to

Fducation on and about the Internet) asIAUENS U8 26 989 UDHR na13@Aan15lasu
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MsfnwIiunadumnediden wu nsduduteya Aaus d131 néngrsnisiouseulay
Hudu saustsnsfinwiieatunnudiumslidunesidnuasansuyvesudeg

11) @nglunsdidusunsimusssuwazidniisnnuiuudumesiis (Right to
Culture and Access to Knowledge on the Internet) ﬁ’Qﬁ‘Ui’inu%’a 27 499 UDHR 84
loun nslunisidiusiumeuinusssuduyuey vausuluanuvainralevesniwiag
fawusssu wordnslunindidennnudiiduautfarsisue sauiswoniuaididu open
Source

12) @nSiinuazdumesiin (Rights of Children and the Internet) ansdoil
Usingeglude 25 409 UDHR uazde 5 veseudyyriiniednsian (Convention on the
Rights of the Child: CRC) Ganndmslérmusliavaludedvanesuis avsiarlasuuselon
nnmsliBumesidn Madamanmsgnuasussloviuaznsarsazidia dvslunisiazuans
aruAniiusazlaunmssuils wasiinaUsslomiguamuaadniuding dilseylilu Cre 4o 3

13) @nSAufinisuazdwnasiiin (Rights of People with Disabilities and the
Internet) ﬁw%ﬁazﬁaua@lwﬁa 4 Ya30Yd e3P uaANSVRIAUNNIS (Convention on the
Rights of the Persons with Disabilities: CRPD) @a3givtinfisiasiulseiunazdaaiunisi
TavsuyweruLasial nmduiiuguresauinndueuaidagnannindenufdinn
suuvsuiounnnmauisanufinig dslungUastidssyliaufinsdedansiinis
Suwesiils uardumesidndemsenldnudmsuauiinisiie

18) dnslun1svieusasdumesidn (Risht to Work and the Internet) a7l
azviousglute 23 183 UDHR deuudumesidndvisvesivhaudeddiunsimsmaduiu uay
annsaltdumesidnduaniuivhauld vievhauiudumesidenls

a a

15) d@nsviazddiusiulufanisaisisaz (Right to Online Participation in

Public Affairs) @nSdatiunainviannisiute 21 Y99 UDHR yaAalaN3Nagd1aausnisme
a a v a ad A ! 1 a a 6
didnnselindlulsswmevawuld wasdnsnaelidmsiusyuiadidnnseling

16) avn1sfunsosrustnauLBUmNesiin (Rights to Consumer Protection on
the Internet) yaAannAURaslasUNITATN kazUndeasdnslugiueuslaa Fesnswidiyd
a g a ey a = U Y Yo v A U o Y o
dudnnsetindiesdingunannsulseiuinduslanaglasunisundeduseduiieduiuguilan
nladlavigsnssurumedidnnsedind

17) @nslunsidnfsuimsasisaguuazuinmanisdiauuudumesiie (Right
to Health and Social Services on the Interet) @ 4@y aUN1NNNGNN1TLUTD 25 VB3

UDHR flevnauddnsidnfeusnisineriuaunimiasuinmanedanteaula
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18) avsiaglafunadersnungmneuaznisisanafidussudmiunis
nseyfiLA eafuSwmnesidn (Risht to Lesal Remedy and Fair Trial for actions involving
the Internet) §s@nEfiagld3un1siBergrmunguune wanudnnislude 8 4es UDHR uas
avslunslasunsfinnsanedfidusssy inannmdnnislude 10 ves UDHR uanainiinis
ﬁmimﬂamamzgfléfaqLﬂum'ﬁﬁmim’]ﬁqaﬁﬁﬁu%ﬁzqiﬂu UDHR 98 9-11 uag ICCPR vo
9 uay 14-16 uenanimneuiavsiiaduiunismunssuiunsifedesiunisdensomna
ngsneviensillunguineifeadesiudumesidn

19) anslussifumsdenunasseninUseinadnsudumes i (Right to
Appropriate Social and International Order for the Internet) ansludetiindnmaieatu

U =

U9 28 189 UDHR FengUnsimunlisprasiisssunfviadumesitaiioduasudvsuywevuy
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30 Useine 19U anigeniing wauin guu ooawside daduaud diuma walade Wy
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and Enjoyment of Human Rights on the Internet (A/HRC/RES/26/13) fisusadavanuszenyi
ludounsngiay 2555 (A.f. 2014)
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** Freedom Online Coalition, ‘Recommendations for human rights based
approaches to cybersecurity’ <https://www.sbs.ox.ac.uk/cybersecurity-capacity/
system/files/FOC-WG1-Recommendations-discussion-draft-IGF-20151.pdf> duduile 22

NOWNIAN 2562.
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*> Marvin Ammori & Keira Poellet, ‘“Security versus Freedom” in the internet:

Cybersecurity and Net Neutrality’ (2010) 30 SAIS Review of International Affairs 51, 63.
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waznuanga1elsTImAIIfeaNiuAIUaanfenileuas

fadilsinanlilunousuinluiagiulssmaing 9 aaendussdnissevinelssimne
uaznguauTilosEninssma WiemddguagiusaiuiFostennaumalewesiiy
8130 YA ITALININNT WNURUR UsTing1u waenguune Wefulledutlgm
foanaumalaived iosanesdnisseninassmaninsmszminddntamausiue i
lgefiiu ldifiansenudonnuiuasuasnislosturesigamdnmindu uidsnsenui
fosdnsteuiy Tuunidsasiiavonsansseninassmaiif saduanuiuns
Uaendunslaivesuetesrinisseninalsemedianday lwn anuszsu@ (United Nations:
UN) annnglsu (European Union: EU) asdnsauddaysyuonuwaudniuile (North Atlantic
Treaty Organisation: NATO) wazau1anUsssnviftoidunsiueanidesla (Association of
Southeast Asian Nations: ASEAN) ttensiadeuinnssnilusefuseninsUssimaienisiuile
dymssanaumislaes sufangunesuszmaindeauiuaaonfonslaves
$un avsgonsm Su uazdenlus viell venanmsiarsandumssnweusiuasaendoudy
Hdsuagldianeinsansuasngranewailuifnisdudviuyseruinde telvidud
Tusgiuununed fanuasewindanuaunaseninnsinvanuiuasasadonslowes
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3.1 As1E19IEnIeUsEINA

3.1.1 a%nuszv191® (United Nations)

[ [y <

UNUUTELAU

o

fuszyualivlguisosdmsanyuszamnaBuliainud
ausiupsUasademsleieslud aa. 1999 lnsUssmasadelddudaiauelunsudilataym
anusfuasUasadsnslaiuairoanusyuvd Weuil 30 Ausnou a.a. 1998 wazfisya
atfwlnglinissusestoud 53/70 Wetuil 4 unsau a.a. 1999 FadumsSisuimuiang
srdlolunnszdu wardisuvaumdnuuatinduluszduuunndifiesnwiauiuag
MauasaLWALaEsEUUIMIANWIAL e unnsnenIsieare1tyIngy dautlud

A.A. 2004 @nusznAlan United Nations Group of Governmental Experts on Developments
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in The Field of Information and Telecommunications in the Context of International Security
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FulaliiAntululanleives Taensiamuiussiagiuniennasgiu dusunginssui
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3.1.1.1 UsTIAgIUAINS U AYauvassguulanleiuas (The United
Nations (UN) Norms of Responsible State Behaviour in Cyberspace) Tu¥ a.A. 2013
$1897UY89 UNGGE lei$unisdusedlaefiUssyuaivunlng vesandszununid audoud
68/243 \iloYudl 24 fiquaeu a.a. 2013 fiflomuansmnunsemiindsnsthngumnesening
Uszine TnsanzngUnsanuszrinnd uusulddulanlawes! seunlul a.a. 2015 UNGGE
foonsisaudnatunils Feiissyuaivnlnalinisiusostend 70/237 Yuil 30 Suneu
A.A. 2015 IneFeuolisgn1AtuuiussingIuaInT189Iuwes UNGGE 2015 Tuiluuuimsly
msldmeluladansaumauaznsdeans? @3 The United Nations (UN) Norms of Responsible
State Behaviour in Cyberspace #38U339ng1uAusURnraUvassguulantsiues d9uiu
11 40° fail
(1) islWaonndesiuinguszasdvesavuszavnnd Sesmianisinuduinm
uagALsiuAITEnIneUsEma Ssmstaudlolumsianiuasldunsnisiiie
Wanafesnmuazanuvasadelunsld ICT wasiiiodostunsuf Ry
ICT Alsrsumseensuindusunseviesaneliiinfonnauseduinm

LAYAINNLUAITEUINUTLLNA

" UNGA Resolution A/Res/68/243 “19. International law, and in particular the
Charter of the United Nations, is applicable and is essential to maintaining peace and
stability and promoting an open, secure, peaceful and accessible ICT environment.”

2 UNGA Resolution A/RES/70/237 “2(a) To be guided in their use of information
and communications technologies by the 2015 report of the Group of Governmental
Experts;”

> United Nations, ‘Report of the Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security’ <https://dig.watch/wp-content/uploads/2022/08/UN-GGE-2015-

report.pdf> AuAuile 22 weunAs 2562.
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fpafunisunivansvesaiesilonazmaiiadiu ICT Mlusunsie uaznsld
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(10) fgmsatvayuliiinsmenuegisimiuiuiiaveuiisafiudedwives ICT
wazuvstiuteyaiifedosiunsudlaifogdmivvesnisanan edida
wazanaiassanawiienaindudy ICT uaslassadrsiugiuiidesends
ICT

(11) Sslaiasendunsuseatuayuianssulaedinasdudunseseszuutoya
Yosiumauldvnanidy (3eisenin Munauldiveanidunisneuiinineivie
fupoulimgnisainnuiuasasadovmalees) veedgdu flimsldiiu

nouldmnandulufidusulufanssussminauszmandudunse

UN NORMS OF RESPONSIBLE STATE BEHAVIOUR IN CYBERSPACE

INTERSTATE 2 CONSIDER 3 PREVENT MISUSE 4 COOPERATE TO
COOPERATION ALL RELEVANT OF ICTs IN YOUR STOP CRIME &
ON SECURITY INFORMATION TERRITORY TERRORISM

RESPECT HUMAN 6 DO NOT DAMAGE 7 PROTECT 8 RESPOND TO
RIGHTS & PRIVACY CRITICAL CRITICAL REQUESTS FOR
INFRASTRUCTURE INFRASTRUCTURE ASSISTANCE

9 ENSURE SUPPLY 1 o REPORT ICT 1 1 DO NO HARM TO

LD

A 3.1 UN Norms of Responsible State Behaviour in Cyberspace

VULNERABILITIES EMERGENCY
RESPONSE TEAMS

fi1n : Australian Strategic Policy Institute
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anuiuiisveuresiguulaniuuef WellviAnsunsedessnuuarssdu naonaunisiviay
suflouastremandstunariulunngivszausoanay andsvandadiliaudifyiu
ansuywevu lagfmualiluussingiuted 5 lunmsduduniseng o ieaianiusiung
Uaandenidleiues desdidafianisdnasu nsfuases wagn1sldansuyveruuudumesiis
avslunnududinda winmlunisuansesn uasmsimswavsuywevustadiud eglsi
ussinguvesanlssuddadianusidudiog Soft Law Selaifidrtsdumsnguang wiidu
wmsiveliizndldsuiulunmsujiinuilaeadaslannnii weliannsadnuilid
FuinnwazauiupswasdnuseninaUseng Selgmusenisnddunisdsumuugii
vioussiingumaniliidungfifinanniunungane fosssuwdddudouvesiiuiilewes
wazgifalddudelunniie fslifisuasguiniuwisuianiaenaudie ¢ el ludlagsy
fUszme nquAuTIile waznguuszmalugiiniasiig 9 vaddan AMaaRasTadILU?
ussnguiluuldlungunioUssimaveanuunndy sudaginiaeifeny Tuoonidesls
TnsanpuUsznvAuiseidony iusendedds nie ondeu esemalneiduaindnegse
Hussdnisseninelsemaszdugininesdnisusn fuwussingi 11 Teludsuldlu
Qilna duaglananiseasidunsiely
3.1.2 aunwglsy (European Union: EU)
annglsvidunismunguuestszmalugfnaglsusadmuniaios

o

\AswgNa uardenuludnuazanituluumilesy (Supranational Institution) Mlvgigauas

o

v A

Amihiigelulan Tneddnquszasdifieiaiuaiieduinmdunisansseninasemely
pfineglaunevdsasasulanaded 2 sulufinmaetuadnnuduudonaasgionn
Ussimaaundnuagnisdunuimhvesannmglsdlutszuanlan dmiusuniiusung
Uaoadendluiuesd anamglsuldiuimungnsmansiuanusiuasasndelaiuosin
Faueid A.a. 2013 upzsoustd aa. 2017 iuduan anamglsudBudunumdaaunnniuly
nmsundesdszrmuglsvandoanaudiulaiues Tnglanizidesnnutasndsuosszuy
1A38918UaYaYa (network and information security) kagn15Undesdniveslsevivu

paulau

* llona Stadnik, 'What Is an International Cybersecurity Regime and How We Can

Achieve It?' (2017) 11 Masaryk University Journal of Law and Technology 129, 145.
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3.1.2.1 gnsA1ansA1uadu uasnazUasndsleivasvag sy
whadvanewan 5 Usznis® laun

(1) ussaaudangunmslaiues (Achieving cyber resilience) @4
mineia mndanguaadesialunisiniouda uaznsnevaussianisUAsullas n1synIn
PRI HER

(2) annisiinevinssuleiuesniessnnaiy (Drastically
reducing cybercrime)

(3) mafauulovignisdestunislsiuesuagaiuaiansai
Aeatestunseuvesuleuls Common Security and Defence Policy (CSDP) @
EJqu‘U (Developing cyber defence policy and capabilities related to the framework of
the Common Security and Defence Policy (CSDP))

(8) s minensiugaamnssutaznaluladfiatuayuny
TuparUaondeluues (Develop industrial and technological resources for cybersecurity)

(5) fnuauleune Cyberspace seninauUseivafidonndoifudmsu
annnglsy wazduasuardounanvasanainglsy (Establish a coherent international
cyberspace policy for the European Union and promote core EU values)

Turazdinguunsuazngssideuluglsydndudunas Suszuviu glsu
Wunulguienisyaaulaiueslunseu o fu Aeuiuni1sasieaTedignan1TniTesdn
nfernsfulssmauazgiiniaiusiing anesguazesdnsililiaaigialan 01f usda
Fu Buide Guu nwiEld ansgeusint nsisluendnld waseds eadauaratuayy
ANTINdatasUsuldnsaungruesEnitalsenan1uy Cyberspace wazduasun1sasng
ussinguseninalsena lunisdanisiunislassivazdeanaululandumesidalaeitiunis

Tianusmslorunsiaiuasnsinauainise (capacity building) Auuszimeanig ¢ vialan

> European Union, ‘EU Cyber Security Strategy’ <https://www.itgovernance.eu

/en-ie/eu-cybersecurity-strategy-ie> dududle 15 NOWNIAN 2565.

Ref. code: 25666101032511BZQ



40

3.1.2.2 Directive on Security of Network and Information Systems
2016 %@ NIS Directive® 1 unguueduauiuasUasadeloivesaiuLines
anamelsy gnasiduiiienulasndsuueiotisuarsruudoya Tagldinnsgusedugs
othawinfnfuezdululufimmadosuitanamelsy duasunssnwenuuasnade
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(1) M3 udarduaiunsaduauiuasasadeloiues
anelutsune Tasaundnannimglsuynudsing i vungnsmanssuainulasnfe
vunTetnsuarsruTayaTesUsama udshamhsnud sufinreudiunutiunsaondte
UuLATBY8UALTEUUT YA (National NIS Authority) @ s81afileuinndanid svuasau
HIUAINULAUIEAU LLa3LLm'q§aquﬁﬂawaﬂﬂi§mm'a n3o Single Point Of Contact (SPOC)
dmdulszaruaruiauiieszninasena samdaussiegudussaunisinviaaiung
Uaondeszuunaunatnes (Computer Security Incident Response Team #3® CSIRT)
dielviannsanevauswiosoanaumisleesliegunnilussdulsema Tnefmsgulsl
Andiidwuslu NIS Directive
(2) Mafiuanusiudeseninssmaandnisluduuleung
é”asmmwiaﬁgqﬂa;mmm"mﬁa (Cooperation Group) kazlA30U18AIINTINTDTENINNOIANT
CSIRT sgauUseina (CSIRTs Network) Ingnguadusiuile dusysiuaniuvisanainglsy
Jui wasdidunuainUssinaanndn funuainauenssundnisglsdiduanidnig was

aeAnIANYABATBULIAT 0B UAE SEUUTBYAYRIENA NgLTU (European Union Agency

[
(Y

for Network and Information Security #38 ENISA) 3n6 90 uiii oaduayulazUszaIuau
auausideluszAugnsaans uasuanildsudeyatuseninsenaaundn aieaiy
o & o | [y 1Y a J a { o . .

Wolawaraudulalunisiausudu duedeaunisanduausng 9 a1gld NIS Directive
waziintnenuransiliunuienuenssusNselsuynuilalesaneyseiliunavas NIS
Directive @1ulA30U18AINIINLBTENINBIANT CSIRT seAvUTEwme Usenaunigninuain

CSIRT va3UseinAaun®n tag CERT-c EU (Computer Emergency Response Team for the

¢ European Union, ‘Directive on Security of Network and Information Systems 2016’
<https://eurlex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX%3A32016L 1 148&from=EN>

Auduiile 25 Sunew 2565.
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EU Institutions, Agencies and Bodies) vasananglsy aduayulinisujuanuiulula
281955 Az UseAns nwil ad 09vi9us Ay In155189uNaniIseiuauludu
MAgteiulszaun saliilasuannsinusiniy unasy uasAuuziisenuenIsusng
glsuyn 18 wou WWudiumilslunisuszifiunaves NIS Directive 8n¢ie

(3) NISANUATDUIAUATUNITUSUITTANITAIIULE AT AT

Aa a = ° ) v a a PRy o w .

euRansaiama iy dmsudlvuinislufanisidaiudifey (Operators of Essential
Services %38 OESs) @11§UN15A1590¢ V0N INTIUNIULATYINIUazAIANYBIUTEINA
wazyliuTn15luAanIsAdvia (Digital Service Providers %38 DSPs) Wi bls3a3@1mAavuIn
NANLAEAUINE BUAUNY MY Commission Recommendation 2003/362/EC ag{liu3n1g
TuRansniaud AN AlELINTNITAUANLUADAA BN ZALLAZT I TUNAR D DIANT
MAgtedlunsaindivafennauTuIuess FaRa15uTEAUAINTUITIRIN F1URLEUTNNS
aY Yo A a X Aday vo | Y a a aa o
Alasunanseny sseznafifiameg wasiiunnlasunansenu dugliuinmslufanisdiva
A Y oAy v I o P Y] a o W Y a a A
fmiildunsmsauaulasadeimanay Tsnwaeiiedduiugliuinslufanisid
ANUAIADY HAZIIENUNANUANATNNAINANTENUTUTULIIHODIANTNLABITBY MT8 CSIRT
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nsfvualisenuraneasdnsiiisades n3e CSIRT Woflmaliliansaliuinig
T@u1nnI7 5 duAuRoTl ﬁtf{lé’%’uwaﬂ'ﬁwumm%miﬁmqm%ﬁﬂmmﬁw 100,000 AU
afreenudsmesoauiunsaoadovesiinuagningduasisay vieadrsnnudeme
Wi 1 augls

3.1.2.3 npvaneanuiiunslaaasienialeiuas (EU Cyber Security Act
2018)

FUanel A.A. 2018 NUasNAMELUAT At lsULAzaN LT
aansaussatennamamiilossiniuld wagdssmangusneausiuasaenfemaluiues
(EU Cyber Security Act 2018)7 @afinadsdulludseimeaundn saussud 27 Tuieu 2562
Wudusnlunisdalifiszuunsiaeunazsusesuinsgiuauvasndenisleiues

(Cybersecurity Certification) @1%3U EU (Europe-wide) 1938UA1LAYUTN1T AADAIUNIT

Uszanananis IT 614 & Munaeiinnuaneulgansadnduenssliuinislu EU 1a

" European Union, ‘EU Cyber Security Act 2018’ <https://eur-lex.europa.eu/
legal-content/EN/TXT/PDF/2uri=CELEX:32019R0881> Fufiuile 25 fw1au 2565.
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gnisdudunguunelnensafiazusesunuimuasni1vivesgud Cybersecurity Agency
¥4 EU #309l3unge 5] 11 ENISA: European Agency for Network and Information Security
lunsrasudeana1n suaudursdlauesiasinas ssudszsanaldunisaniiunisle 9
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Wiuldd1 EU fanuysduiiazenszauauiuaslasndeloiuesves
Usemaandnlfduudaiieufsuuariviofufelaveiiduulinasinfinaniu vuds
duasunissusesnnsguvesanulasasedmiundnduilagliauddgyiuidaau
AIUNITINTINGIUNTAUATT TT8 Uag Wawrusuaudasadenislaweslussuzen?
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3.1.2.5 N155UsBNIAsgIuAlNUaanf antslyluas (Certification
Framework)
n155usesuInsgIuANUasnden1elaiues (Certification
Framework)  7ngUszasduiolviuilaaiinnudulaluaiulasaivresszuuuinis
¢ N | = oA A o A
saulatuavaunsalledisng q 918auU T80 031NN1IATIVEBUAIINYADAT BN A1U15D)
Uszidiuanudesliegnuamzianzanlusensd (Tailor-made) nawi EU azeantususedli
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NARATinuNInTgIulInae sl Aue ENISA agaliuniseanuaninaa 35Ms wasoula
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UsgnAantn (European Cybersecurity Certification Group) 1a8LUINIAING1I9EA B3
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Taelutuusn ENISA azladinnsihunasgiunuvaingle (Voluntary
Standards) ulgUURlunsainduadanunds it lngazeugmliniienulssianyana
fianu (Third Party) W3agnansusenuias (Self-attestation) Mlaliunmsvagey n159513
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Waduil 16 Suiau 2563 anamglsuldiausununagnsaiuaiiudasndie
malgiues Ineyslunazduasunazinlodanleuesnianing duas uwazUaondy suds
nsundasanllonvesannmeglsluazansnugiu wellssmvuluannmelsuaunsalddin
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1) YSulganazeannguungsiuanuasndelyives anninglsulaiauasng
nguune NIS2 naununguuneatduUaquiu (Directive (EU) 2016/1148 on security of
network and information systems (NIS)) kagtauasnnguuenuaugangunislaues
yoeraeufisndu (Directive on Cyber Resilience of Critical Entities (CER)) tioansssiu
mnuUasadelvinseunquanavnIsikazAInddY 9 iFesnsanuBaneu (uenmilonn
M3RuATEsRs NIS) 0171 quddaiiutoya esufuRnisilenside ananvnssumsuanen
uazgunsainaunms uazn1slusudd/vinsdadeian [Hudu lnengraneisansasyieny
donndeniuLazdRaTuiY

2) Wssnasgrunnudasademaluiveslugunsaiidousefudumesidn avnm
glsuiausliiinsimuavdninasidnivgunsalifeusefiaznselunainglsy ieadns
“Internet of Secure Things”

3) 14 Al lunsade “inszenudasadendleues” annmelsdiaueliiinig
Faaniasarudiuautasn e (Security Operations Centres) luavanglsuifi awam
European Cyber Shield %30 tns1ganudasadenisloiues lasldimalulad Allunis
aredudyanaesmslauiosuladfusiiiy 9 wislvamamglsUannsoneuldlsviunouas
AnAUEEE

0) fatmnslunmsianuaietsinsaualuswasiiviuaioniimelulad
5G annnglsusauiu ENISA vihgausuaudasadenisleiveivasannmelsy loeen
Auugiiieatuayuliszimaandndiiunisniy “EU 56 Toolbox” Geléfvuniun
an1sumalulad 56 wasiaIeviginsanuiaulusuianinldegslasnde 019 wugtili
Ustinmaun@nvanidesg s msiifimnuidssgauas M emsfiamdwmanaieasfana 1ug
LAZUAIIHUIN NS IALULAE 6G

5) fadanthsnulaivesnarsesannmglsunaznisaiuasannusuiiosy

loiuas annmglsuiaualviinisdnas Joint Cyber Unit LiialaSuasnaninusiniiosening

8 European Commission, ‘New EU Cybersecurity Strategy and new rules to
make physical and digital critical entities more resilient’ <https://ec.europa.eu/

commission/presscorner/detail/en/IP_20_2391> dudule 31 Slunaw 2565.
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mirpnuresannnglsluazussmaaudnlunsiufionislaudeaulat saufsnisdad
3BYERIANIsUsTAaUIWIngaluuasvasannnglsy (Cyber Crisis Liaison Organisation
Network (CyCLONe)) nneldsnanguune NIS2 iedesiuuagaouldnislaufeeulatauin
Ingjuazingaleiuasiuseduannamelsy 019 nislaudnisloivasiruusema lagldanam
815U Cyber Diplomacy Toolbox Duedesdlelunisonssduanusauiioniunisdesiunig

loluagIenI19UsEInNA LagdnRInUI891U European Cybersecurity Competence Centre

[V TR
v v =

fagdanstuilsundy wasiduaisrnusmilofuuuni yuds NATO uazesdnssening
Useineu 9

0141577 ENISA $1897191° dausnaed 2019 anamglsunndumdevesnis
Taudieeulat (cyber-attack) 8w Insusaznislaufduiiaududounazaseaouldeniy
917 Sfauaf (malware) Mndlafiansnsasiunsnsesveslusunsuinuinuvasnsde uay
nsuluedoyanean1stu Tnsmglutisnsunssruinveatelisaladin-19 Avenusiig o
Sududesiisnnisiinuesuladinniu e nsdifilsmevaluasisuimdngniangssu
Vlusdeyailofiouiiuinu 2564 wazaaniivleduesmadniuywevuelsy (European Court
of Human Rights) gnlaufidedudl 23 suanau 2563 Fudunisnendrdegagoudiua
Uasnfemsloiuasvesannmglsy dadusenssiiuiiannwglsudeaiiunissnuaiig
Uaanseuulanidvia

annmglsudaladaasseudseannnda 2 Wuduglsdmsunmsaiiuaunuwey
gnsA1ansnuAuUaanden1sleiuastugael 2021-2027 a1eldlasenis Digital Europe
uazlAsanns Horizon Europe Tasifunsatfuayugsia SMEs Fadslisuiuawuiiisduain
UseinAaundnuazn1nenyy uazkuatiuayuan European Defence Fund Tudiuvednis
wsuasavaluladnoulimidluves sied anamylsvlddnnsdaassiuthemdeiuba
Uszanafesar 20 annunuil uyiasssiavesanainglsulitunasle g uniudiviu

gnamnsIumAlulagndviadnee

? European Union Agency for Cybersecurity, ‘Main incidents in the EU and
worldwide’ <https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-
main-incidents/at_download/fullReport> Auduiile 19 Asnau 2565.

" EURONEWS, ‘EU reveals new cybersecurity strategy with plans for a joint

unit and an Al-enabled Cyber Shield’ <https://www.euronews.com/my-
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3.1.2.6 Directive (EU) 2022/2555 on measures for a high common

level of cybersecurity across the Union 2022 #3afit3anfiudn NIs2 fnaldvsfuiile
Jufl 16 un31Ax 2566 tneid1aunudi NIS Directive (Directive (EU) 2016/1148) atiuifu’!
Tny NIS2 Ieusluusudgsaniuzanuiasafomslaosfifegianninglsy fail

(1) mMsaddassadamsdamsingamalaivesfisidu (CyCLONe)

(2) WiusrRurainsUsranuiuieafudefundiuanuUasade
a1z ilunssey

(3) avayulisgaudnuuzihdssdulug q duiaule 1wy
waslgguniu n1sdnnistednd Sumesilandn wazguoundielulanlusives ynsmans
AnulaendualgiuaIseausa@

(4) thiauewwAainl 9 Wy nsnumusiutuiiedfiuausiude

a

wagnswisduanuseninaseinaaandn

(5) AsouRpudndIuTvgTuTeuaTugianardeulne IR Y
$4 9) 1nTu Femnemu mhenuisndugesniiunasmsiiedfiussiuaiuUasnse
msleuevemuazisnuivinnty

ENISA Sunumddglunisaniunistiiduluau NIS2 Tagls
muthemEeUssnAaandnlunsiuiun1susuld Directive adulval wenanid ENISA S
widu 9 1wy ssynnUTRTRluUssmaaBnifeafumsURTRnumaos NIS aduayuy
nsrUIUMITeNUdmIuImgMsaiiunudasedelulanleiuesiaanninglsy Waun
N0t wlkuy wanadesde nsmnaslukamuaztuneusauiy Yrewmdeussimaaudn
Tunmsuiledymeanuvasnasondlewesily il Ussnaaundniinan 21 weulunns

YFulsanseungruneveslseimalvidennaodiu NIS2

europe/2020/12/16/eu-reveals-new-cybersecurity-strategy-with-plans-for-a-joint-unit-
and-an-ai-enabled-cyber-> dufiuile 19 dswnaw 2565.

! European Union Agency for Cybersecurity, ‘Supporting the implementation
of Union policy and law regarding cybersecurity’ <https://www.enisa.europa.eu/topics/

cybersecurity-policy/nis-directive-new> duduidle 19 Fanay 2565.
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1) ngUnsaAnsduiiugiu (Charter of Fundamental Rights) 1{u
lonansdAyiasUinsgudniuyvevunsluanninglsy aseuaquansang q uinune
sufednded @i erananenia anadudmidaietu dndvemaidies wazaim
yfisssn ngUnsinayniunungunewarldiulssmeandnannmeg s

2) audyanglsuinniednsuywesy (European Convention on
Human Rights: ECHR) w31 ECHR azlillionansvesannmelsy uanfinansznusgiewin
semsduasesdnsuyvevuneluanamglsy avnnglsusauiiezatuayu ECHR uay
UssinaauBnanamelsuiiamadundlueydyn yaraaunsafasiosaianBuyuwerusde
AradnSuyweruwiaglsy European Court of Human Rights: ECtHR) el innsidenen
AETUUIENANUAAILE

3) AnagRsssuwiselsy (European Court of Justice: ECJ) iurna
geanvesannmglsy wazliunumaddAglunisfinnuuazsuseanisujuiniungrueves

va ¥ a a o

ananglsy Mudsundyaniuansuyseyy silidulaldnussmaaunnanamglsy
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iesniarUURmnunesgIudnSuyveyuiimualagngringvesananglsy
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4) 7891udnFTuNug1y (Fundamental Rights Agency: FRA)
Junbipnudaszvasanamglsunsuiiaveulunisduasuuazy ndfesdnituniugiunieluy
annmelsy Wanudeaney deya wazruuziiieaiuussiududniuyvesuwnan1u

q

YasannnglsUnazUseimaaundn

5) $5a019151U (European Parliament) TugiugesdnsdavnefAd
¥sunmaidendslnenssvesanninglsy Sganglsuivnunlunsdnaiunazdniosdns
Uy weTU ATRdoUAnUNsaifuAvSIyvevuasluannmglsuuazialan wazanunsadl
SviswasioulaunsuazngmnevesanamelsUludosd

6) ulouruazAdsvasannmylsy (EU Policies and Directives)
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udensrediunsdenufui nsdaasuemnuviniisumana nnsuntesmnududiuds
LLasﬁwéiusﬁayja wazN17IAN1sUYMIA1ee 1w misua?:ﬁaLLazmis’J’wﬁugm

7) n1sidausineesniauseandeau (Civil Society Engagement)
annmglsUadvayunisiidrusinedaudsiuresesinsaiauszadnunazinuntedng

o w

wyweyulunsduasuuazuntesdnsuyvesy naussudsaudiunumdAglunisinniy

v vV

anunIsaliuanzILeyy Senfoamsifsunas wagaseanunsenng

Y

a a

Tnglu NIS Directive 1 saasaty Idssydsdnduywoouly
Wueany laelu Directive on Security of Network and Information Systems 2016 38
NIS Directive atuwsn Unyelaliluesunun Ue 75

“(75) ngimrswludnsui uguuaz UFUEammann s utui
gousulnengUhsavstuilug vesanamelsy Tngianizeeadednslumsimsnind s
uaznsieans msAunsestayadiuynna winmlunisandugsie anslunswdau avslu
mslasunsideneniidussansnmseninma uazansieelasunisiorsanad fnstauld
niimasniluntsaenndosmuavsuasdnn a2

wazlu Directive on measures for a high common level of
cybersecurity across the Union 2022 %39 NIS2 dryajalilueisunun e 70 11

“(70) imgn7saluazIngenisals unuasndenieluuesyuin
IngyTusedvavam sududossndunissausuieluuleddnsnevauen sa9i5
uazdvszansam idesvinnisiemderuuasiulusedugaseninnina s sgauian
paumseulduveunsovisuassyuudoyandaveunilawes uszaimumsoulton
NIINWINIINAY UdzAuFuYTalvesdoya dariuaiAynenissnyInIuaandeyad
aunmuazamsunIsundeanaiies gsne uazani1vuainimgnisaluasdennaiunialaives

pwlilvvesyppauazevAnsluniuaInIsavesannmlunisauasuuasUntad

'2(75) This Directive respects the fundamental rights, and observes the
principles, recognised by the Charter of Fundamental Rights of the European Union, in
particular the right to respect for private life and communications, the protection of
personal data, the freedom to conduct a business, the right to property, the right to
an effective remedy before a court and the right to be heard. This Directive should be

implemented in accordance with those rights and principles,
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lanlowosminnine @3 suns uasuaendt Feliugiuanaindvuyvery @S mduigiu
Usymsulpe uasvianifsssu” "
duiiurdaunaiinsildlduaznisfianuderivue NS Fuena
wanseiululuusiasUseinaaundnanninglsy esrnstfvayaivessguazmbenumiugua
funvmdrdglunisiliudladndda Nis gniluldludnsasiiasmuagdaiudns
uyweTy uenantdadaruinmedu 4 Wy dnenmuazaramienvessgaundnlunsiuiie
fufuanaumslaesfiunnsediu Hudu
3.1309An15duSdygyruannauaniuid @ (North Atlantic Treaty
Organisation - NATO) nas a3 ulagni1ssaudatuvesuszmanig o 12 Uszine Laun
ansgolin ans1venaning uauien waiden wnuandn Wiuaa loduaud 893 dnieudin
wLsaskaud uasg wazlusgina sruduasunluausdyyuentaudinmile (The North
Atlantic Treaty) daé%aﬁmsau%é’zyzyﬂLLamLauﬁﬂmﬁa%u Tugrmdsasasulanaseiiaos
Tnefinatsduldidetudl 20 Aonen a.a 1949 Tnefiingusrasdiiiedassssuuiusiingmis
wslunisagagiunadiuiieneuiiidad @uamleden) walianudieinieuseina
andnlunsdlifivszmamndngnanamainnieuen saenauduaiumiuiuadumansugia
Tnoangn Wotuil ¢ wweu a.a. 2023 Ussinailukaud Ienaneiduwan 31 fidnduaudn

Tuslvos NATO

(70) Large-scale cybersecurity incidents and crises at Union level require
coordinated action to ensure a rapid and effective response because of the high degree
of interdependence between sectors and Member States. The availability of cyber-
resilient network and information systems and the availability, confidentiality and
integrity of data are vital for the security of the Union and for the protection of its
citizens, businesses and institutions against incidents and cyber threats, as well as for
enhancing the trust of individuals and organisations in the Union’s ability to promote
and protect a global, open, free, stable and secure cyberspace grounded in human

rights, fundamental freedoms, democracy and the rule of law.
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3.1.3.1 Tallinn Manual
NATO Tdanssgudnnududaulddumiuindolunistosty
letues (NATO Cooperative Cyber Defense Centre of Excellence: NATO CCDCOE)

[

ufingamadul Ussinaealaidle Tne CCDCOE davhuenansiii3ondt “Tallinn Manual” 3y

Tallinn Manual Hutenansinanfenistsduldngmunesening
Uszinaduaansuleiues (cyber warfare) wazUuAni1snialeiuas (cyber operations)
weounsafusnlud 2013 lnonguidormgdunguunefiiandulude Talinn Manual
Project uavmsdotenansnudeiiies Tallinn luealadly Faufidves CCDCOE Tne Tallinn
Manual 1.0 Afuwafausnlud 2013 Tneyaiud ngrunssendtaszmadifoy 1y
nqUnsanUszrinasngraneaninussndlseninsema Adsduldfuannulousiuay
AMUTALgeleiues laena1dsuTEA UG § SAUAIAITITAAIILVBINITLAUR

o |

maleiues MunvesuiRn1smeleiues AnuYeumMeN)uuIEUeINITNOUAUBIVDITTHONIS
lagdnieloiues wazn1svuunyseianvesljuanimmisloiuesseninenisdsu uay
Tallinn Manual 2.0 #s@fiunlul 2017 vereauaduiiuriasasnlaenadfaussiiunig
ngunaiisRunetasiulsuesas 1wy msmuauianssuvessglusanlulavesay
4 vy PN L 1o 1 14

nssnssunelees waranurvesiiunuminlilysslulavesay

Tallinn Manual {unwimadmsunisuszgndldnguunessning
Uszinanufanssumelaiues saudsusziausng 4 wu 81unaeddlng Anusuinveunessy

a a

ngvneaudaudamneens ansuywevy uazngyanevgia Wudy Tnefgayamneiels
mnutaauLazAuuziunss JUTRnumMmms fvsawnguane wazdinivnsfentu
nsldngmnesgwinsanalulanlsives il Tallinn Manual lildenansegraduniens
ﬁuaqaqﬁﬂiiwdwﬂizmw%au%ﬁiy@ﬂﬁﬁmagﬂﬁu pg19lsAnu lesun1seeusuLazd19de
9819191992199103 U8 LI vrmgFunguane ez UfURummmnsialan dedy
uwnastoyafidedeldlusungmneluuesuasidvinalunsairsniseduseseninalseime
Aefuudyunanguanevesnisandumsislaved davinseumnudilainnguune
sevialszmaiiioginlulddulaesadvegnals uagdaoddmunulovie fUiuRany

AUNVIY waztindynistunissuletuanuvimeniangvinendudeuninainianssy

 Eric Talbot Jensen, ‘The Tallinn Manual 2.0: Highlights and Insights’ (2017)

48 Georgetown Journal of International Law, 735, 735-737.
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mslwiued wasfdruatvayuniseduneegwdeideafsadunsiauivsningiuuay
ngstleululauesails

dusulsziiudnsuyvevu Tallinn Manual wansliiuinAanssy
mslwueslildnnog neldngnuneseninsUssmaisadeslaid emis widseganols
ngvnesErinsUsEIma Ay 9 sanflanguineAvsuyserusig Jansniinddndgiviii
Fouasmuazuniosdvsuyuevilulanlewes wuderdululannisnisnm enansiidiudn
Tmdnmsveseudndu uazmnulddndi azdesldiumsiinsandeduiunmisluiues
flonadanansznusednsuywevu'® usi1 Tallinn Manual 9glailalinns3iasneiidedn
RerfunseungruneAvsuywevy uisnadafennansavsuyvevuiiddy wWu Ujyanana
J1eednuyweyy (Universal Declaration of Human Rights: UDHR) nfinN15en3naussine
eaudninaidosnazdninianisides (Intemational Covenant on Civil and Political
Rights: ICCPR) wagn@n15eniausenadna8dniniaeasegna d9au hasTnusssy
(International Covenant on Economic, Social and Cultural Rights: ICESCR) #151@1% LRa Tﬁ

a

upsasAvSUYweruTuUg Y uddEnsluaududiuds winmlunisuansonn uazdnd

sufudaszainnisunsnuaslaenanisenishndedoans dasgiiniseyniulunisunies
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answadlulanlewes waznsindednsmatfesweumenguuiy ulu wazladndiu

3.1.4 auAuUIEIVIA BB Rz uaan@edld (Association of Southeast
Asian Nations: ASEAN)

= [ '3 { [y a g v o w A LY
pudgulusaAnsseninsUsenaseauginailianuddguazaudiiu

Jgmsdeanmumslavesiluegiann wasfienuneranalunisandunisane 9 suay

fluaslasnnenislaivasunduszes Ingadoaiusiuilaseninslsemeann®n dnalnaiu

v o

SudlorunsusenluseAuszuwes Ao MIUserusguuniodeulineanuiuasasnsdie

& &

malwiues (AMCO) wonanil Useihuausiuaslasadenslawesdadunssdridnlunis

aa v

UseguSguunIolgunuaasia (ADGMIN) MsUTyysFUURS 0 WTEUINN DY INTINUINYIA
(AMMTC) n15U5830 MU 071710 L 88uINA1891%INIITUTIUYIA (SOMTC) kagnIs

Uszyuandeudinigainusiudenunisilosuarauiuaslugdniaedie -uUdin (ARF)

1%
£ o ]

Fedutugranudidgresanuduaslasndemslaivesiugiinirendeu Tuiimaneli

1> See Michael N. Schmitt editor, Tallinn manual 2.0 on the international
law applicable to cyber operations’, (New York: Cambridge University Press 2016)
179-208.
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3.1.4.1 Ujyarandeudidienislasiuuazdadiuaivginssuleives
U 2017 (ASEAN Declaration to Prevent and Combat Cybercrime)
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3.1.4.2 WAaIN1IaITINVREUITEUIIRI8ANTWTDAIUANIIUAS
Uaansdlaiuas U 2018

n15UsEYNanganLen ATIN 32 (32nd ASEAN Summit) 3Ty

FENITUN 25 - 28 Wwweu .6, 2018 Tasdaisnsusgaalusidudsezsiulunisdnnis

' ASEAN, ‘ASEAN DECLARATION TO PREVENT AND COMBAT CYBERCRIME’
<https://asean.org/wp-content/uploads/2017/11/ASEAN-Declaration-to-Combat-

Cybercrime.pdf> dufiuile 19 Fwnau 2565.
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Asugia warsasdudundnmsfiugiulung dasendeu (ASEAN Charter) audfygfinsnm
LLazﬂ'mm’;maiugumsaLamammuaamaaﬂm (The Treaty of Amity and Cooperation in
Southeast Asia) kazdduiAuUszaANDNTaUW 2025 (ASEAN Community Vision 2025) Lag
iWerdunisensziuaandueguesszanslusndeuriunislduinnssuuazinalulad l¢
SiEuuAniadoveiosdaaioy (ASEAN Smart Cities Network) 3u TassjsusliAnnis
Mausiu NswvaduiuImensuiun sunnsaislinauaunsosasn1siau g
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Statement on Cybersecurity Cooperation)'” taeflitfmunewii oliondewd quﬁmﬂ‘ﬁ'ﬁ
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" ASEAN, ‘ASEAN LEADERS’ STATEMENT ON CYBERSECURITY COOPERATION’
<https://asean.org/wp-content/uploads/2018/04/ASEAN-Leaders-Statement-on-

Cybersecurity-Cooperation.pdf> dududle 19 Awnay 2565.
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'8 ASEAN LEADERS’ STATEMENT ON CYBERSECURITY COOPERATION “FURTHER
TASK relevant Ministers from all ASEAN Member States to make progress on discussions
by ASEAN ICT and Cybersecurity Ministers at the AMCC, TELMIN, as well as other
relevant sectoral bodies such as the AMMTC, to identify a concrete list of voluntary,
practical norms of State behaviour in cyberspace that ASEAN can work towards
adopting and implementing, and to facilitate cross-border cooperation in addressing
critical infrastructure vulnerabilities, as well as to encourage capacity-building and
cooperative measures to address the criminal or terrorist use of cyberspace , taking
reference from the voluntary norms recommended in the 2015 Report of the United
Nations Group of Governmental Experts on Developments in the Field of Information
and Telecommunications in the Context of International Security (UNGGE).”

12 ZDNet, ‘Asean champions regional efforts in cybersecurity, urges international
participation” <https://www.zdnet.com/article/asean-champions-regional-efforts-in-

cybersecurity-urges-international-participation/> ?Iuﬁmﬁa 25 @AY 2565.
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Y999 Peu (ASEAN CYBERSECURITY COOPERATION STRATEGY (2021 - 2025))%
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20 ASEAN, ‘ASEAN CYBERSECURITY COOPERATION STRATEGY (2021 — 2025)’
<https://asean.org/wp-content/uploads/2022/02/01-ASEAN-Cybersecurity-
Cooperation-Paper-2021-2025_final-23-0122.pdf> dufudle 25 wnau 2565.
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21 ASEAN, ‘CHAIRMAN’S STATEMENT OF THE 42ND ASEAN SUMMIT LABUAN
BAJO, INDONESIA, 10-11 MAY 2023’ <https://asean.org/wp-content/uploads/2023/05/FINAL-
Chairmans-Statement-42nd-ASEAN-Summit-1.pdf> duduidle 31 dwnau 2565.

2 Matthias C. Kettemann, ‘Ensuring Cybersecurity through International Law’
(2017) 69 Revista Espanola de Derecho Internacional 281, 285.

# do Kilovaty, ‘An Extraterritorial Human Rights to Cybersecurity’ (2020) 10

Notre Dame Journal of International & Comparative Law 35, 54.

Ref. code: 25666101032511BZQ



57

3.2 nguaneaneUszmadnaleauiiuaslaandensluiues

TudniidunsAnungrnevesdnsUssmaindieautuaslasafenidle
wos laun Ysewmaanigowsng Usewmeiu wasUssinafaalus lnsusemaansgoisniuas
Uszimadu idudsemafifunumdrdnglussuuiasugiaveslanlutiagiu uagludiuves
Uszadsaldiu Wuvssmaidanudrmilunisyndnuasimuinelulad uazogly
piinaeidensfusenidesldiduieiuusamele WouesunAndiunndsiulunisaing
warldngmneveusazUszine

ol apvhmsEnwingranevesis 3 Usemeluussiiy futelud

¥

1. 1A39a519v89n g
2. @5gdAUBINg MY
2.1 FnQUsgasAveIngvung
2.2 mheauvizessdnsvdnivimihinieldnguang
2.3 ymsnsiiadalunslédnwanutiuacaendonslsues

a v a

3. Afeudnsuywesulungvane

3.2.1 ngranganusiuasasasemslaiuafuasauigainEni
andgauinidszuounisunaseslunuuaniussy (Federal Republic)
Usznausae 50 53 uez 1 waunasesfitay nMsunasesuvaduszauisuianatsasszaunasy
fatfu ngranefinsdulaeineffvygRtdaeseduduietu fe nguunevessgunanan
FamuauAanIsseninaasy waziFesiAsafumsinsUszina lusagiinguine uasgaiuay
Aanssuiiduiunmsnigluuady Fensfnsnguineanusiuasasnienislaueivosuszine
ansgeruinidsdnwianzngmineseduiguianats dsilnagniudunnuassludszine

anigelsn

Ref. code: 25666101032511BZQ



58

3.2.1.1 lasea¥1evasngmang

ngvaneiseauiunasadomslaues 2015 (Cybersecurity
Act of 2015: CSAY* Uszmiadungvuneidofudl 18 $uaau 2015 TuasisUszs1undud
u1sa Teuun Usenaume 4 wuan (Title) laun

vined 1 nmsudadudeyaiiferdesiunnulasndonslaues
(TITLE I—CYBERSECURITY INFORMATION SHARING ACT of 2015: CISA) Sec. 101 - 111

vanafl 2 madiudnenmlunmstesiumnuiunsaendomaluiues
%aﬁgmaﬂmq (TITLE II—NATIONAL CYBERSECURITY ADVANCEMENT ACT of 2015)

nInges A Audysanisaulasadenisleiuasuazns
4 oa15unevIf (Subtitle A—National Cybersecurity and Communications Integration
Center) Sec. 201 - 211
nInges B MIUsuusiaulasndenislaiuasvesigua

N84 (Subtitle B—Federal Cybersecurity Enhancement) Sec. 221 - 229

wnafl 3 M3vssdufnufoAnsiunuiuasaendeluues
‘U@ﬁ%ﬁ‘U’mﬂﬁ’N (TITLE ll—FEDERAL CYBERSECURITY WORKFORCE ASSESSMENT ACT of
2015) Sec. 301 - 305

wnaf 4 uniialudu q MAedestulssdunidlewed (TITLE
IV—OTHER CYBER MATTERS) Sec. 401 - 407

ngueatuiidunsiiennguunesng q Miderdestusaiu
anusiuasUasafonalaivesidinsulisrsfuduatuideluieafvaduuszaia
nuane Welvinslidsfungranedianuaenndesuazysanmatndodiu Tnsdmuddyian
yoangmneivhsauiuasaensemdlaues 2015 atuil Aediuveamnedl 1 nsuvsii
ToyafiAvatesiumnuvasadonsloives Tnsundy o Wudatuayumsdiiunisd
Aeted

3.2.1.2 1588 ARY VN Y
(1) mguszasAvasnguune Wunisadssyuvadasladmiunis

[

wistudeyadusiideanmumsluivesiavaasnislesiu iesiuiloduasiminuvaonde

4 US Senate, ‘CYBERSECURITY ACT OF 2015’ <https://www.intelligence.senate.gov
/sites/default/files/legislation/Cybersecurity-Act-Of-2015.pdf> ud i & 31 §9m1Ay
2565.
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Usznsusn sugaliussnasieasunagldiinmsmsdesiuuuszuudeyavesaueai enauls
foanaumsloiued Ussmsfiaes CISA Tauduasesunsuszmsiiledaasaliuidning
afaslafisgutsiudona lnsanzdeyaiiordu “dausd seananunidlewes” was

YY) 1

“Umsn1sUesiu’ AusguIanate MiguUeIsTLALBIiu AaeAIUUTEMLALNYIBIIY

NYUBY 9] NTANATOLVAILTINTINITANATERINANUTURA UagNTANATEIIINMSIUANY

1 A o w a va wva v =1 | v v &
YdUaANdaIALY LLagL‘WﬁiﬁmﬂﬁuﬁNUml'Uﬂ'ﬁﬂﬂJﬂs@ﬁL‘Vm']u ﬂ']iLLUQﬁuGUE)HaW@ﬂLUUIﬂW']N
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Jammvunaves CISA Tiufsnmsaudeyadiuynaa

(2) mhsnuniossAnsndnivimiiinglinguie 18un nsgnsaniny
ffuAsuanInnfl (Department of Homeland Security: DHS) Tngsaufunsznsrenanlng
(Department of Defense) d@11IN91UY1INTILA9IH (National Intelligence) tagd1ngnu
un13gean (Office of Secretary General) lumsamnuazeenszifov foRiies ey
agmnuavanaiunsutatufued Seanaumaluivesosneiurned wasunsnstestuly

a

AUATOUATOUVBISTUIANAN AUAILNUYBINUIBIUSTAEITRY Sudanheaunillyves

Ysifinudasadofivunzay uenaintdu nquunsatudsstmunlimudysmuinisany
Uaeafanialaiuasuazn1sd oa15une97f (National Cybersecurity & Communications
Integration Center: NCCIC) @sagmelfnsznsrsnnusiunusiang gl vniisueany
agonlunsustiuteyadoanaunislaued Ussidunaznouaussdonnandssfiuniig
funsuaeadovdluues uasfusdfoanau Tasnguuneddlisiunausestuduilunislou
S1unanazauiuiaveulunsTIuIIasHeunIteyassAnAuAsuAsaeademsly
wesliuAmhenuduuenniionn NCCIC sufamieauniouen DHS
(3) wmsnsiiddglunislisnumanutuasasnsemsleves

3.1 a579apukarUndeeszuuaisauina (Monitor and Defend
Information Systems) Agladonmunuiausenis uTEnlasuaygnlinTIvdeukavaiu
unsmstesiuluszuudeyavesuivnies vieszuuvesyanaduilioldueygnduaie
ANYAID NI Lﬁai’mqﬂizaﬂﬁé’wummﬁumﬂaamﬁamal%wai’ (119151 104(a)(1)(A)-(C),

(b)(1)(A)-(C)*

# SEC. 104. AUTHORIZATIONS FOR PREVENTING, DETECTING, ANALYZING, AND
MITIGATING CYBERSECURITY THREATS.
(a) AUTHORIZATION FOR MONITORING.—
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3.2 MIANATBIAINAIINTURA NaIABLIl0RIANIUTBUTEMAI 9 19
anfiunisnsieaeunazUntossyuvansaume aufivyaalily 11ns1 104 waziduluany

W195g1UN CISA Amuald aslaifianusuRauaglignaniiueg (1931 106())%

(1) IN GENERAL.—Notwithstanding any other provision of law, a private
entity may, for cybersecurity purposes, monitor—

(A) an information system of such private entity,

(B) an information system of another non-Federal entity, upon the
authorization and written consent of such other entity;

( O an information system of a Federal entity, upon the
authorization and written consent of an authorized representative of the Federal
entity; and

(D) information that is stored on, processed by, or transiting an
information system monitored by the private entity under this paragraph.

(b) AUTHORIZATION FOR OPERATION OF DEFENSIVE MEASURES.—

(1) IN GENERAL.—Notwithstanding any other provision of law, a private
entity may, for cybersecurity purposes, operate a defensive measure that is applied
to—

(A) an information system of such private entity in order to protect
the rights or property of the private entity;

(B) an information system of another non-Federal entity upon
written consent of such entity for operation of such defensive measure to protect
the rights or property of such entity; and

(O) an information system of a Federal entity upon written consent
of an authorized representative of such Federal entity for operation of such defensive
measure to protect the rights or property of the Federal Government.

%6 SEC. 106. PROTECTION FROM LIABILITY.
(@) MONITORING OF INFORMATION SYSTEMS.—No cause of action shall
lie or be maintained in any court against any private entity, and such action shall be
promptly dismissed, for the monitoring of an information system and information

under section 104(a) that is conducted in accordance with this title.
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Tnenguanelalileumddglinad

¥
(Y N v

AT deanarungleiues (Cyber Threat Indicator) nu1e
v A o < a = [ ! =2 & v
tayandnduluniseSuieniesvudennaiusiie q Sudnisaeauuuiidudunsiy was
FEn1slduselesiandeddminuaulasnsde vieviidldlasveunienguuneiUalday
nsuarmlsglevdainanilagliianui sudsdeyaiieinudunieniiniuasavsenn
ARTUIINUANITAl

1103n15U097U (Defensive Measure) nunedis & 991 19 ussuy

¥

foya vierudoyaluszuuiiy 9 ionsadu desiu vioussmdeanaunnutiuasUasnsde
malsveivieteslniduanuasndeiinsunioasdyindey wirsdlisdwinins
ang vibildeulala Tinsdnideglildsueuge viievidunsesessuutoyaveynna
fanuegnaiouse

TagUszasrmuaiuUasnsiemsleiuas (Cybersecurity Purpose)
e nqusrasdlunsuniesssuudeyaniedeyaainiognauausiunsasnfomaly
a3 wisevadlnisuauUaonsiy

msutstuteyaduiiladidyveangruneatul fatdussuvaling
Ta Wildfvualidunti gesndudevinnudilatuionsuisnuddnlunissuideds
funazfuliAansuvsiiudoyaifianuiuiigg wasdnsuszinanaiiioldudlotigmiled

agausiug Fedeyanuustunigla CISA lasuniseniiuainnisilamenield Freedom of

2" (c) AUTHORIZATION FOR SHARING OR RECEIVING CYBER THREAT INDICATORS
OR DEFENSIVE MEASURES.—

(1) IN GENERAL.—Except as provided in paragraph (2) and
notwithstanding any other provision of law, a non-Federal entity may, for a
cybersecurity purpose and consistent with the protection of classified information,
share with, or receive from, any other non-Federal entity or the Federal Government

a cyber threat indicator or defensive measure.
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Information Act (5 U.S.C. 552) saufanglauntayelfvessgunseviosdunivualidawme
Toyansetunindnme
3.2.1.3 fianuansuysevulungvang

=

nguurgaduilamvualiin Sgutaedlddeyanuusduiite

[

noUszasAmaivintu sulaun Wessyinguszasdnuanuasasdslulanleues se

]

undsiinvesfoanamuanuUasadonslaueivisteddnifuniuvasnde seyfoanam
anuvasademilueifiietosiunsldssuudeyalasdngisnaviediensie Josiy
vidpusnmaanamfinnuieuasiundin meiifreseniegeguieuss venudeme
MaAsughaegeisnss Sudamnsgihwesiemsievienisldenisiidienyninviate
a19ge JesiuvSeussimdeanaiuieuswiaiend suneniswausslevinanauaznis
AnAusanAUaenfEMIene Jesiu aseaeu dnvne vdeduduadtunnuiaiiindy
NnfoAney 1wy e1vannsitaNsuss vieiRedesiunsdelnaazmslasnssudoeya
g

v Y%

wonand gadnsUyalfii eduasesanuduaiud’ (Privacy

[ g ]

Protection) lagngnanguing 104(d)2)** nvualimitgauienyussyiazaudoyadiu

% (d) PROTECTION AND USE OF INFORMATION.—

(1) SECURITY OF INFORMATION.—A non-Federal entity monitoring an
information system, operating a defensive measure, or providing or receiving a cyber
threat indicator or defensive measure under this section shall implement and utilize a
security control to protect against unauthorized access to or acquisition of such cyber
threat indicator or defensive measure.

(2) REMOVAL OF CERTAIN PERSONAL INFORMATION.—A non-Federal
entity sharing a cyber threat indicator pursuant to this title shall, prior to such sharing—

(A) review such cyber threat indicator to assess whether such cyber
threat indicator contains any information not directly related to a cybersecurity threat
that the non-Federal entity knows at the time of sharing to be personal information of
a specific individual or information
that identifies a specific individual and remove such information; or

(B) implement and utilize a technical capability configured to remove

any information not directly related to a cybersecurity threat that the non-Federal
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entity knows at the time of sharing to be personal information of a specific individual

or information that identifies a specific individual.
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3.2.2.1 1A398319U09NY UL
nganeseauiunsasnfonislaues 2017 (FAE A RILR
[ [ 4 22 423~ Cybersecurity Law of the People’s Republic of China)® #{1un1sWa15adn

NANUTEIVURAIAEBTUN 7 NeeRney 2016 wavdnatsAuldiwdiun 1 Squieu

2017 Usznausie 7 wiuan (Chapter) 79 11957 lawn

'
va o

vaad 1 untUeygiAnialu (Chapter I: General Provisions) 117151
1-14

vied 2 nsadvayunagduaiuaulasadenisleiues
(Chapter II: Support and Promotion of Cybersecurity) 416151 15 - 20

wad 3 Anulasnsesinisaiuauniedis (Chapter i
Network Operations Security) wuadu 2 unees

va

unit 1 UnUgyg)f W1l (Section 1: General Provisions)
1m91 21 - 30

unit 2 Mmadnwinnuvaeasenisdiiuaudimiulasaing
V'\Tyu;ﬂ; TUANA YNI9@1TaULNA (Section 2: Operations Security for Critical Information

Infrastructure) 11®51 31 — 39

% The State Council of the People's Republic of China, ‘A4 A R I AT E /X 2%
LAV <https//www.gov.cn/xinwen/2016-11/07/content_5129723.htm> dududlo 25
1AL 2566

%% Rogier Creemers, Graham Webster, and Paul Triolo, ‘Translation: Cybersecurity
Law of the People’s Republic of China (Effective June 1,2017)’ Stanford University
<https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-
of-china-effective-june-1-2017/> accessed on 25 March 2023.
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wuand 7 undyal @ o 1uf U (Chapter VI Supplementary
Provisions) 110131 76 - 79
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33 &,

B3N MIRAWINIINGIANENT NMTIANTANUNYYANE kazn1T5uUsEiunuUaonsis > 55

3! Article 1: This Law is formulated in order to: ensure cybersecurity; safeguard
cyberspace sovereignty and national security, and social and public interests; protect
the lawful rights and interests of citizens, legal persons, and other organizations; and
promote the healthy development of the information of the economy and society.

32 Article 2: This Law is applicable to the construction, operation, maintenance,
and use of networks, as well as to cybersecurity supervision and management within
the mainland territory of the People’s Republic of China.

** Article 3: The State persists in equally stressing cybersecurity and information
development, and abides by the principles of active use, scientific development,
management in accordance with law, and ensuring security. The State advances the
construction of network infrastructure and interconnectivity, encourages the

innovation and application of network technology, supports the cultivation of qualified
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cybersecurity personnel, establishes a complete system to safeguard cybersecurity,
and raises capacity to protect cybersecurity.

** Article 4: The State formulates and continuously improves cybersecurity
strategy, clarifies the fundamental requirements and primary goals of ensuring
cybersecurity, and puts forward cybersecurity policies, work tasks, and procedures for
key sectors.

> Article 5: The State takes measures for monitoring, preventing, and handling
cybersecurity risks and threats arising both within and without the mainland territory
of the People’s Republic of China. The State protects critical information infrastructure
against attacks, intrusions, interference, and destruction; the State punishes unlawful
and criminal cyber activities in accordance with the law, preserving the security and
order of cyberspace.

3 Article 6: The State advocates sincere, honest, healthy and civilized online
conduct; it promotes the dissemination of core socialist values, adopts measures to
raise the entire society’s awareness and level of cybersecurity, and formulates a good

environment for the entire society to jointly participate in advancing cybersecurity.
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* Article 12: The State protects the rights of citizens, legal persons, and other
organizations to use networks in accordance with the law; it promotes widespread
network access, raises the level of network services, provides secure and convenient
network services to society, and guarantees the lawful, orderly, and free circulation of
network information.

Any person and organization using networks shall abide by the Constitution
and laws, observe public order, and respect social morality; they must not endanger

cybersecurity, and must not use the Internet to engage in activities endangering
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national security, national honor, and national interests; they must not incite
subversion of national sovereignty, overturn the socialist system, incite separatism,
break national unity, advocate terrorism or extremism, advocate ethnic hatred and
ethnic discrimination, disseminate violent, obscene, or sexual information, create or
disseminate false information to disrupt the economic or social order, or information
that infringes on the reputation, privacy, intellectual property or other lawful rights and

interests of others, and other such acts.
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* Duties and functions of Commissioner
5. The Commissioner has the following duties and functions:

(a) to oversee and promote the cybersecurity of computers and
computer systems in Singapore;

(b) to advise the Government or any other public authority on national
needs and policies in respect of cybersecurity matters generally,

(c) to monitor cybersecurity threats, whether such cybersecurity threats
occur in or outside Singapore;

(d) to respond to cybersecurity incidents that threaten the national
security, defence, economy, foreign relations, public health, public order or public
safety, or any essential services, of Singapore, whether such cybersecurity incidents
occur in or outside Singapore;

(e) to identify and designate critical information infrastructure, and to
regulate owners of critical information infrastructure with regard to the cybersecurity
of the critical information infrastructure;

(f) to establish cybersecurity codes of practice and standards of
performance for implementation by owners of critical information infrastructure;

() to represent the Government on cybersecurity issues internationally;

(h) to cooperate with computer emergency response teams (CERTSs) of
other countries or territories on cybersecurity incidents;

(i) to develop and promote the cybersecurity services industry in
Singapore;

(j) to license and establish standards in relation to cybersecurity service

providers;
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(k) to establish standards within Singapore in relation to cybersecurity products
or services, and the recommended level of cybersecurity of computer hardware or
software, including certification or accreditation schemes;

(1) to promote, develop, maintain and improve competencies and professional
standards of persons working in the field of cybersecurity;

(m) to support the advancement of technology, and research and development
relating to cybersecurity;

(n) to promote awareness of the need for and the importance of cybersecurity
in Singapore;

(o) to perform such other functions and discharge such other duties as may
be conferred on the Commissioner under any other written law.

* Cyber Security Agency of Singapore, ‘The Singapore Cybersecurity Strategy

2021° <https://www.csa.gov.sg/Tips-Resource/publications/2 0 2 1/ singapore-cybersecurity-

strategy-2021> Aufuidlo 19 wWwau 2566,
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1) @ndluaududiud (Right to Privacy)

2) we@snmlunisuanieen (Freedom of Expression)

3) NSPUIUNTOUYDUSTIULALNANTAGITU (Due Process and Rule of Law)

a) Anslunaddstoyanarainund ena1n1aRdsia (Right of Access to
Information and Digital Divide)

5) @nslun1s@nu (Right to Education)

6) nsidenujuinndlewues (Cyber Discrimination)
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* “cybersecurity threat” means an act or activity (whether known or suspected)
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jeopardise or affect adversely, without lawful authority, the cybersecurity of that or

another computer or computer system;
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19 Appeal to Minister
17.—(1) The owner of a critical information infrastructure who is aggrieved by —

(a) the decision of the Commissioner to issue the notice under section
7(1) designating the critical information infrastructure as such;

(b) a written direction of the Commissioner under section 12 or 16(2); or

(c) any provision in any code of practice or standard of performance
issued or approved by the Commissioner that applies to the owner, or any amendment
made to it, may appeal to the Minister against the decision, direction, provision or

amendment in the manner prescribed.
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