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ABSTRACT

This research 1) studied the cybercrime experiences, impacts, and
behaviors that increase the risk of victimization of Generation Y in Thailand, and
2) proposed strategic guidelines to reduce cybercrime victimization behaviors.
A qualitative research methodology was applied, and data was gathered by semi-
structured in-depth interview with 10 participants, born between 1981 and 1999, with
experience as cybercrime victims.

Results were that online crime victimization behavior may be analyzed
through three main components: personal characteristics, high-risk behavior, and
environment, all of which are interrelated and mutually influential. The proposed
strategic guidelines were categorized into 3 sectors: personal, family-society, and
organizational-governmental. These include: 1) to reduce vulnerability related to
personal characteristics, focusing on attitude adjustment, awareness enhancement,
and critical thinking and decision-making skill development. bolstered by families
support and governmental policy; 2) to control high-risk internet use behaviors by
encouraging caution with technology, verifying information, limiting divulgence of
personal information, and seeking advice before decision-making. Families and

communities cultivate environments for discussion, sharing experiences, and
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promoting safe, responsible digital behaviors. The government should support
implement relevant policies and develop accessible instruments to boost public
awareness; and 3) to create a safe environment, establish a secure physical and
psychological environment through families, communities, and the government to
monitor, promptly alert, and enforce laws strictly and transparently. These three
strategic guidelines the effectiveness of the others, and integrated implementation
across all levels is essential to reduce behavior leading to online crime victimization

in Thailand.

Keywords: Cybercrime, Online crime, Generation Y, Victimization behavior, Internet

use in Thailand
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WaIEk99). N The Global State of Scams, 1n8 The Global Anti Scam Alliance (GASA),
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Top Five Real-Time Payment Markets Globally

India

89.58

Real-Time Payment Transactions

76.8%

YoY growth

Brazil

29.28

Real-Time Payment Transactions

2289% &

YoY growth

Thailand

16.58"

Real-Time Payment Transactions

63.4% =

YoY growth

China

17.68

Real-Time Payment Transactions

o L
09% =

YoY growth

South Korea

8.08"

Real-Time Payment Transactions

9.6% ‘e’

YoY growth

Vekg. N IT°S PRIME TIME FOR REAL-TIME 2023, 18 ACI Worldwide, 2023
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AR 2.8

Theory of Reciprocal Determinism
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2) wionserdmnefinzan (A suitable target)
3) A12ERIN15VIANTSTBRUTIUSEAVE AW (The absence of a

capable guardian)
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AR 2.9
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A suitable taroet  Lhe absence of a
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